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Configuring the GCP

The user must have created a Google space account.

1. Signin to the Google Space account.
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Navigate to the Credentials page on GCP and select the OAuth 2.0 Client IDs.

= GoogleCloud | 30 swewiccid v . rop— “ 00
G Google Workspace Credentials
Overview

=AM T view all Credientials vish Condentisls i AP1s & Services

th Maica OAwth 2.0 Client IDs
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o s ; . . o T

R service " Marage ser ety
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P
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If OAuth 2.0 Client IDs do not exist, follow the given instructions to create one. Skip this step if it
already exists.

« Select the OAuth Consent screen from the APIs & Services navigation menu.

« For User Type, select Internal and click Create.

API APIs & Services OAuth consent screen
%+ Enabled APIs & services Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project.
n Library
o=  Credentials User Type

® Internal @

i  OAuth consent screen
Only available to users within your organization. You will not need to
=»  Page usage agreements submit your app for verification. Learn more about user type (2

O External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type (2

CREATE

Let us know what you think about our OAuth experience

a) Define the App name, example: WCC PTTPro
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= Google Cloud ‘ o sws-wfccicd *
API APIs & Services Edit app registration
«+  Enabled APIs & services o OAuth consent screen — o Scopes — o Summary
i Library
O Credentials App information
w OAuth consent screen This shows in the consent screen, and helps end users know who you are and contact
you
Sa  Page usage agreements
App name *
| WCC PTTPro

The name of the app asking for consent

- User support email *
| -

For users 10 contact you with questions about their consent. Learn more (2

App logo

This ig your logo. It helps people recognize your app and is displayed on the OAuth
consent screen.

After you upload a loge, you will need to submit your app for verification unless the app
is configured for internal use only or has a publishing status of "Testing”. Leam more (2

Logo file to upload BROWSE

Upload an image, not larger than 1MB on the consent screen that will help users recognize
your app. Allowed image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px for the best results.

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorized
Domains. The following information will be shown to your users on the consent screen.

| Application home page

Provide users a link to your home page

| Application privacy policy link

Provide users a link to your public privacy policy

| Application terms of service link

Provide users a link to your public terms of service

Authorized domains @

When a domain is used on the consent screen or in an GAuth client’s configuration, it must be
pre-registered here. If your app needs ta go through verification, please go to the Google Search
Console to check if your domains are authorized. Leam more 2 about the authorized domain
limit.

=+ ADD DOMAIN

Developer contact information
Email *
| I

These email addresses are for Google 1o notify you about any changes to your project.

SAVE AND CONTINUE CANCEL

3. Select an administrator account from the User support email drop down,

4. For Developer contact information, enter the administrator email address or any service account in
the Email address field.

5. All other settings are optional and can be altered if required.

6. Select Save and Continue.
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7. Select Add or Remove Scopes and enable the following scopes from the given:
« AP
« ../auth/userinfo.email
« ..Jauth/userinfo.profile

. openid

% |Update selected scopes|

o
Google
APis yous enable o the Liteary.
o Piber st prperty e o vahoe °
| it Socpe [ —
a s peimary
a IwAnets okl S8 your persnal o, KNG 3y BeTEOn ko Yo ve.
made putincly avaslable
= o Lasccsate o wih s parssl s o Gogle
0O ke prenne—— Marage your Googe APY pervice configuration
aF management
O weves fwahickoutplatform ‘See, e, confiqure, and delee your Google Cloud data and
AR S T e 0S8 o8 YOUS G00Ghe ACCERL
[ T JRAR S platte Ve s 18 bet088 G st Serces and e the
AP seadordy e widess of your Google Actoum
O ey ¥ Gaoghe Bagluery and see
™ e L e —re—
O sty fmanvigquery Vi your dana n Google Bigluery
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O seduey ImAhideriong Marage your data and parmissions in Cloud Storge and
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[= - Y Suthideestong Vi your diata i Goceple Clowd Storage
AR sead only
Rewspepage 0T 1-M0041 ()

Manually add scopes

e o o weparated by snmeres, Pl i The ull 50 31 fegeae i 5pa. ). Whe you are
frished, chck 19 tabl’

ADD T TABLE

8. Click Save and Continue.

9. Review all the configurations and select Back to Dashboard.

10. Select the Credentials option from the APls & Services navigation menu and click Create
Credentials.

11. Select OAuth client ID.

= Google Cloud 8 sws-wiccicd v crede
API APIs & Services Credentials + CREATE CREDENTIALS W DELETE  w~ RESTORE DELETED CREDENTIALS
" ) AP key
et 1L
- Enabled APIs & services Create credentials toact |dentifies your project using a simple API key to check quota and access
i Library 0Auth client ID
API KEVS Requests user consent so your app can access the user's data
[ Credentials
[  Name Service account

Enabl g ( B -level authenticati i bot 1t
iy 0Auth consent screen No AP keys o disp]a nables server-lo-server, app-level authentication using robot accounts

=»  Page usage agreements Help me choose
OAuth 2.0 Client | Asks a few questions to help you decide which type of credential to use
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12. For Application type, select Web Application from drop down.

API APIs & Services

Enabled APIs & services

Library

Credentials

OAuth consent screen

Page usage agreements

& Create OAuth client ID

A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 2 for more
information. Learn more [ about OAuth client types.

Application type *
LI Web application |J

Android

Chrome Extension

i0s

TVs and Limited Input devices
Desktop app

Universal Windows Platform (UWP)
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13. Enter the application name, for example; the WCC application. Add https://localhost under Authorized
Redirect URIs and click Create.

= Go gle Cloud e* sws-wiccicd « crede
API APIs & Services <  Create QAuth client ID

> Enabled APIs & services A client ID is used to identify a single app to Google's OAuth servers. If your app runs on

multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 [2 for more

m .
e Library information. Learn more [ about OAuth client types.
O Credentials Application type *

Web application -
i OAuth consent screen

Name *

Zebra WCC

S5 Page usage agreements

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains [2.

Authorized JavaScript origins @

For use with requests from a browser

<+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

URIs1*
[ https:/localhost a

+ ADD URI

Note: It may take 5 minutes to a few hours for settings to take effect


https://localhost
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14. Add the following under Authorized redirect URIs, https://localhost

= GoogleCloud | 3 swimieced = x | Q sewrch EE o0 @
APT APIs & Services & Chent ID for Web application & veere

© Enabied AP & serices Additional infermation

w e
B by WEE sppleation
Chert 10
o Credessais
Creamion date December 15,2023 o 104514 AM GMTS
¥ Olth consem sereen
R S ———— LJ your kot compent screen a4 mothorizad doming (2 Client secrets
1 5n a0  Shprcens s changen coed st o sy ot e et oo, Lo e 4
Authorized JavaScript origins @ et sesret ——————— E
P Conation dete Droarmber 14,2023 wt 107488 AM GHT.
saus &
+ A% U
4+ 4D SECRET

Authorized redirect URls @

Mo It may take S ranses 10 8 few hours for seftings to take effect

e o

15. Enable the following scopes:
. AP
« ../auth/userinfo.email
« ../auth/userinfo.profile

. openid


https://localhost
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16. Note down the ClientID and Client Secret for future use.
= Google Cloud 2 sws-wfccied + crede

API APIs & Services & Client ID for Web application W DELETE

«%»  Enabled APIs & services
Name *
m .
w  Library WCC application

The name of your OAuth 2.0 client. This name is only used to identify the client in the

O+  Credentials
console and will not be shown to end users.

i OAuth consent screen
The domains of the URIs you add below will be automatically added to
=& Pageusage agreements your OAuth consent screen as authorized domains (4.

Authorized JavaScript origins @

For use with requests from a browser

+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

URIs 1 *
https://localhost

URIs2*
https://E o 2m s/ GoogleWorkspace-Test1/broker/goot

4 ADD URI

Note: It may take 5 minutes to a few hours for settings to take effect

SAVE CANCEL

10
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Configuring Google Space via ACS and IDP for Identifying Brokering

1. Add a New Realm.

< ey 8% o —eiiicime—o—.....]admin/master/c:

MAKEYCI

Select realm Add realm

Import select file (3]
Name * Zebra WCC
Enabled m

m Cancel

"
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2. Create a client.

€ c

MEKEYCI

Clients

|
Zebra WCC Add Client

Add Client

Realm Settings Import Select file i8]

Clients Client ID * & googleoidc

Client Scopes

Client Protocol @ openid-connect

Roles

R RL €
Identity Providers oot URL &

m Cancel

User Federation

Authentication

Groups

Users

Events
Impaort

Export

googhodt

Googlecidc W

Clent ATheRTICator & Chert I 3 Secret -

Sacrer I

Registration access token O

12

Clustering

Regenerats Secret

Regenerate regisiraton access token
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3. Add the mappers for upn Name andToken Claim Name , both must point to username in the Property
field.

Clients > googleoidc > Mappers > upn

Upn &
Protacol @ openid-connect
D 2869c40b-b16a-4ef5-8b5¢c-cf244707d93d
Name & upn
Mapper Type @ User Property
Property @ username
Token Claim Name @ upn

Claim JSON Type ©

Add to ID token @

Add to access token @ m_

Add to userinfo @ 1

Save | Cancel

13
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Clients > googleoidc > Mappers > unique_name

Unique_name &

Protocol @ openid-connect
ID 509c48cf-58f2-4639-bc24-ad254cd19bde
Name @ unique_name
Mapper Type @ User Property
Property @ username
Token Claim Name @ unique_name

Claim JSON Type &

Add to ID token @

Add to access token @

Add to userinfo ©

Save | Cancel

4. From the Identity Provider menu, select the Google from drop down.
MKEYCL e

|dentity Providers

—
P

Identity Providers

Through Identity Brokering it's easy to allow users to authenticate to Keycloak using external Identity Providers or Social Networks.
‘We have builtin support for OpeniD Connect and SAML 2.0 as well as a number of social networks such as Google, GitHub, Facebook and
Twitter.

To get started select a provider from the dropdown below:

SAML v2.0
OpeniD Connect v1.0
Keycloak OpeniD Connect

GitHub
Facebook

Linkedin
Instagram
Microsoft
BitBucket
Twitter
Openshift va
Openshift v3

14
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5. Add configuration copied from step1, the Google Client ID and Client Secret in the Identity Providers
menu.

AKEYCI

Identity Providers > Google
GoogleWorkspace-

Google
Test1
Settings Mappers

Redirect URI © https.// SN 2l ms/GoogleWorkspace-Test1/broker/google/endf
Realm Settings

*Client ID© [

Clients
Client Scopes * Client Secret © sassnasses -
Roles "

e Hosted Domain ©
Identity Providers

Use userlp Param © OFF
User Federation
Authentication Request refresh token m
9

6. For Default scopes, use openid profile email.

7. Enable the toggle for the Request refresh token, and Store Tokens option.

Google
Google
Settings Mappers
Redirect URI & t I
* Client ID &
—1 * Client Secret ©

=

Hosted Domain &

Use userip Param © OFF
Request refresh token & m
Default Scopes & openid profile email
Store Tokens & n
Stored Tokens Readable O oFF
Enabled & m
Agcepts prompt=nane forward OFF

from client @

Disable User Info & OFF
Trust Email @ OFF
Account Linking Only © OFF
Hide on Login Page & OFF
GUI order @

First Login Flow © simple Login Flow ~

Post Login Flow © v

Sync Mode & import v

B o

8. For the First Login Flow field, select the Simple Login Flow from drop down.

15
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Creating a Simple Login Flow

1.  Onthe Admin page, open Authentication > Flows tab and click New button.

Authentication

Browser b B ) Sopy
Auith Type Requirement
Cookle REQUIRED ® ALTERNATIVE DISABLED
Kerberos REQUIRED ALTERNATIVE ® DISABLED
Forms € REQUIRED & ALTERNATIVE DISABLED CONDITIONAL
Usarnama Pastward Forr S REQUIRED
Browser - Conditionsl OTF & REQUIRED ALTERNATIVE DISABLED ® CONDIMONAL
Condion-thercontigursa | @nsquain | Cpram
TP Form ® REQUIRED ALTERNATIVE DISABLED
2. Enter the Simple Login Flow name in the Alias field.
Authentication
ws  Bindings  Required Actions  Password Policy  OTPPolicy  WebAuthn Policy @ WebaAuthn Passwordless Policy @ CIBA Policy
- 5 o o
Ditect Geant Requirement
o
REQUERED ALTERNATIVE & DISABLED
tor {googie) REQUIRED  ® ALTERNATIVE DISABLED
REQUERED ® ALTERNATIVE DISABLED CONDITIONAL
Username Passwor ® peQumen
Browser - Conditional OTP € REQUIRED ALTERNATIVE DISABLED ® CONDITIONAL
OTP Form ® REQUWRED ALTERNATIVE DISABLED
Authentication
wws  Bindings  Required Actions  Password Policy  OTPPolicy  WebAuthn Policy @  WebAuthn Passwordless Policy @ CIBA Policy
Simple Login Flow ~ © New Copy Delete  EditFlow  Add execution  Add flow

3. Click Save.

16
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4. Select the Simple Login Flow and Add execution.

5. Select Create User If Unique from the list and save.

Create Authenticate  aiow accoss

Automatically Set Existing User

Flows  Bindings  REQUIl  mygic aueh Chaiengs iess Policy @ CIBA Palicy
Basic Auth Password+OTE
Provider © + Brawser Bedirect For Cookie Frae Authentication v

Choose User

Condition - Level Of Authentication
Condition - Uses Attribute
Condition - User Configured
Condition - Uses Role
Conditionsl OTP Form

Confirm Link Existing Account
Cookie

Deny ACCess

Datect Existing Brokar Usar
e
il
iyl
-

o

OTP Form

Password

Password Form

Reset OTP

Reset Password

Review Profile

Send Reset Email

User Session Count Limiter
p—
P
[ N S
i

arify Exting Account By Email
WaebAuthn Authanticator
ool
XE0D{Validate Username

XE0D{Validate Username Form

6. Configure the execution. Select ALTERNATIVE Requirement.

17
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7. Now, you can use the flow in the Identity Provider configuration.
dentity Providers > Google
Google

Settings Mappers

Redirect URI ©

* ClientID &

* Client Secret ©

Hosted Domain &

Use userlp Param & OFF
Request refresh token & m
Default Scopes © openid profile email

Store Tokens @

Enabled &

Stored Tokens Readable © OFF
o

Accepts prompt=none forward
from client ©

Disable User Info © OFF
Trust Email @ OFF
Account Linking Only & OFF
Hide on Login Page & OFF
GUI order &

First Login Flow © Simple Login Flow v

Post Login Flow © v

Sync Mode & impart W

[sore [

18
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8. Copy the Redirect URI from IDP configuration.

This needs to be added to the GCP OAuth Client ID application under the Authorized Redirect URIs
section.

Google
Google
Settings Mappers

Redirect URI © ttps:/ .

* Client 1D ©

SClientSecret @ sesseseres =

Hested Domain ©

Use userlp Param © OFF
Request refresh token © m
Default Scopes © openid profile email

Store Tokens ©

Stored Tokens Readable ©

[ on |

o

Enabled & m
ol

Accepts prompt=none forward FE
from client &
Disable User Info © OFF
Trust Email © OFF
Account Linking Only © OFF
Hide on Login Page & OFF
GUI order ©
First Login Flow © Simple Login Flow v
Post Login Flow & -
Sync Mode © impart v

m Cancel

19
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Google Cloud o sws-wfccicd + crede
g

API APIs & Services & Client ID for Web application W DELETE

«%»  Enabled APIs & services
Name *
. ;
i Library WCC application

The name of your OAuth 2.0 client. This name is only used to identify the client in the

O+  Credentials
console and will not be shown to end users.

2 OAuth consent screen
The domains of the URIs you add below will be automatically added to

=& Pageusage agreements your OAuth consent screen as authorized domains (4.

Authorized JavaScript origins @

For use with requests from a browser

+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

URIs 1 *
https://localhost

URIs2*
https://E o 2m s/ GoogleWorkspace-Test1/broker/goot

4 ADD URI

Note: It may take 5 minutes to a few hours for settings to take effect

SAVE CANCEL

20
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Select Realm Settings > Tokens , update the SSO Session Idle, SSO Session Max, Access Token
Lifespan, andAccess Token Lifespan for Implicit Flow accordingly based on the customer's

requirements.
MEKEYCIL
ZebraWCC w
General  Login  Keys  Emall  Themes  Localization  Cache  Tokens  Client Registration  Client Policies  Security Defenses
Realm Settings Default Signature Algorithm © R5256 b
Revoke Refresh Token O OFF
550 Session idle © 0 Minutes v
550 Session Max © 10 Hours ~
550 Ses5ion Idle Remember Me © ] Minutes
550 Session Max Remember Me O 0 Minutes
Offline Session idle © 30 Days \/
Offline Session Max Limited OFF
Client Session idle © Minutes
Client Session Max © 0 Minutes v
Aecess Token Lifespan & 5 MinUEs W
Access Token Lifespan For Implicit 15 Minutes
Flow ©
Client login timeout © 1 Minutes v
Login timeaut & E Minutes
Legin action timesut O 5 Minutes
User-nitiated Action Lifespan © 5 Minutes v
Default Admin-Initiated Action 12 Hours
Lifespan &
Lifetime of the Request URI for 1 Minutes v
Pushed Autherization Request &
Override User-Initiated Action Select one.., w Minutes v | Reset
Lifespan ©
DAUth 2.0 Device Code Lifespan © 10 Minutes
OAUth 2.0 Deviee Palling Interval © 5

10. Click Save to save the configuration.

Configuring OAuth via PTT Pro Customer Settings

1. Add the OAuth URL, Access URL, and OAuth Token Certificate on the PTT Pro customer settings.

( Viewing Customer: iuuiusiiialiost

Configure OAuth | x|

This field is required.
This field is required.

OAuth URL:
Access URL:

OAuth Token
Certificate:

Id

Name

Website

Account Reference
Default Country
Type of Business
Billing Status
Billing Status Date
Billing Date

Demo End Date
Server Name
Primary Server

This field is required.

Cancel

Secondary Server,

LA .

e x e
a

21
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. The OAuth URL, and the Access URLcan be obtained from IDP's well-known URL, for example:

https://<DNS>/realms/<Realm-name>/.well-known/openid-configuration

3. Update the DNS and Realm-name accordingly.

4. Certificate can be obtained from Realm settings > Keys > RS256 > Certificate.

5. To enable Google IDP, log in a standalone PTT Pro Client ( without PFM), the following JSON

configuration needs to be pushed to the PTT Pro Client before initiating the login.

{
"oAut hCientlD': "googl eoi dc",

"oAut hd i ent Secret": "<<CHANGETHI S>>",
"o0Aut hBasi cHeader": fal se,
"cust omJser Agent String": "Zebra Android/ PTTPro"

}

Configuring Using the PFM Tenant Configuration

1

Copy the OAuth URL and the Access URL from the IDP well-known URL, for example;

https://<DNS>/realms/<Realm-name>/.well-known/openid-configuration

2. Update the DNS and the Realm-name accordingly.

3. Copy the Client Secret from IDP.

R

Googlecidc W

4. For Client ID enter googl eoi dc.

5. For Token username enter uni que_narne .

22
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6. Configure the OAuth Details of the PFM tenant.

OAuth Details:

Host Url

Authentication Path

/realms/ZebraWCC/protocol/openid-connect/auth

Token Path

Client ID

googleoide

Client Secret Key

................................

Token Username

unique_name

Client Authentication *

Send as Basic Auth header w

7. To enable Google IDP, log in the Profile Client application, we must push the custom user agent string
to the device and start the intent. Sample Configuration Key.json file:

{
"cust omJser Agent String": " Zebr a/ PFC'

}

23
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