Using PEAP and WPA PEAP Authentication Security on a
Zebra Wireless Tabletop Printer

Q. What is PEAP?

A. Protected Extensible Authentication Protocol is an IEEE 802.1x EAP security method that uses
an initial TLS handshake to authenticate a server to a client using PKI (Public Key Infrastructure)
cryptography X.509 digital certificates. Using the secure tunnel established by the TLS
handshake, a RADIUS (Remote Authentication Dial-In User Service) server is used to
authenticate a client using legacy username and password authentication before allowing wireless
access onto the network. The server proves its identity to the client by passing a digital certificate
to the printer. An optional root certificate can be stored on the client which is used to help prove
the identity of the server. The printer authenticates to the server by sending its username and
password inside the secure TLS tunnel. Encryption keys are then generated securing all
communications traffic between the wireless client and the network. In this example we will be
using a Cisco Aironet 1200 access point (the EAP authenticator), and a Windows version of the
popular FreeRadius authentication server. The firmware level on the Cisco access point used for
this test was 12.3(7)JA. Information on FreeRadius appears later in this document. The version of
PEAP supported in the TLS tunnel is the Microsoft implementation of MS-CHAPV2.

Note: Zebra Desktop and Tabletop Printers currently do not support the use of the optional
root Certificate being stored on the printers with PEAP.

Our first example will be standard PEAP, which uses WEP encryption. Our second example will
be WPA PEAP, which uses TKIP encryption.



Configure the Cisco 1200 AP for PEAP authenti

cation.

In the SSID Manager select your SSID, set Open Authentication with EAP, and no Key

Management as shown in the following two screen
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In the Encryption Manager set WEP Encryption to Mandatory:
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Next, configure a RADIUS server entry in the Server Manager. Select the IP address for your
RADIUS server and enter its shared secret (we will edit the shared secret on the RADIUS server
in the next step). By default the FreeRadius server listens on TCP ports 1812 and 1813. Select the
RADIUS server’s IP address in the Default Server Priorities (EAP Authentication section).

SECURITY

Admin Access

I SEID Manager

Encryption Manager

Server Manager

Local RADIUS Server
Advanced Security

Security: Server Manager

Backup RADIUS Server

Backup RADIUS Server: |

Shared Secret:

(Hostname or [P Address)

—

Applyl Delete | Cancel |

Corporate Servers

Current Server List
IRADIUS 'l

< MEW >

Server:

Shared Secret:

Delete Auth

192.168.1.16

tication Port (opti ): 1812 (0-B5536)

Accounting Port (optional):

1813 (0-65536)

(Hostname or IP Address)

Applyl Cancel |

Default Server Priorities

EAP Authentication

Priority 1: [192.168.1.16 'I
Priatity 2. | < MOME » vI
Prigrity 3 | € MOME > vl

Admin Authentication (RADIUS)

Priority 1; [¢ NONE > 'l

MAC Authentication

Priority 1; [€NONE > 'I
Priatity 2. | € MOME » 'I
Priority 3 [€ NONE > 'I

Admin Authentication {TACACS+)

Priority 1; [€NONE > 'l

Accounting

Priarity 1: |<NONE> 'I
Prriarity 2: |<NONE> 'I
Priarity 3: |<NONE> 'I




Configure the FreeRadius server for PEAP authentication.

The FreeRadius server is available under the GNU General Public License (GPL), and is freely
downloadable from the internet. For our example we will be using a Windows build of the server
that can be downloaded from the FreeRadius.net website (http://www.freeradius.net). To install
this version of the FreeRadius server you will need a computer system running Windows XP.

Download and install the server. In the FreeRadius.net group click the ‘Edit Clients.conf’ icon. At
the bottom of the file add the following lines to create our test network. This will allow for a range
of access points that must also be configured with this same shared secret.

client 192.168.1.0/24 {
secret = password
shortname = private-network-3

}

Save the file and open the Eap.conf file for editing. If necessary, edit the line that reads
‘default_eap_type’ to select the PEAP protocol. Save the file if changes are made.

default_eap_ type = peap

Next we will create user credentials that our printer will use to login to the network. Open the
Users file. Just below the user ‘FreeRADIUS.net-Client’ add a PEAP user ‘peap’ as shown below.
Save the file if changes are made.

# Test PEAP user
peap Auth-Type := eap, User-zebral == "'zebral"
Service-Type = Login-User

The RADIUS server should now be configured correctly. Start the server in debug mode by

selecting the appropriate icon. Once the server is initialized it will be ready to process requests
and authenticate users.

B start FreeRADIUS.net in Debug mode ) =10 x|

Module: Instantiated files (files?
Module: Loaded Acct-Unique—Session—Id
acct_unigue: key = “"User—Mame,. Acct—Session—-Id, MAS-IP-Address, GClient—IP-Addre
: Instantiated acct_unigue <acct_uniguel
Loaded detail
dgtail: detailfile = ".. var/log/radius/radacct/%“{Client—-IP-Address} detail-xY¥x
mz L1
detail: detailperm = 384
detail: dirperm = 493
detail: locking = no
Module: Instantiated detail (detail>
Module: Loaded radutmp
radutmp: filename = ".. var/logsradius radutmp'
radutmp: wsername = ""2{lUzer—Mamel"
radutmp: case_sensitive = yes
radutmp: check_with_nas yes
radutmp: perm = 384
radutmp: callerid = yes
Module: Instantiated radutmp (radutmpd
Listening on authentication =:1812
Listening on accounting =:1813
Listening on proxy *:1814
Ready to process requests.



http://www.freeradius.net/

Configure Printer for PEAP authentication.
The Printer must have firmware x.15.x or higher.

To configure the printer use ZebraNet Bridge Enterprise V1.2.1 or higher. From Tools, select
the Wireless Setup Wizard.

Select PEAP form the drop down list in Security Mode and set the user name and password used
on the RADIUS server.
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Click next to view the ZPL:
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Click Next to send ZPL to the printer.



The following is an example of the Free Radius log after a successful connection.

® Start FreeRADIUS.net in Debug mode

auth: type “EAP"
Processing the authenticate section of radiusd.conf
modcall: entering group authenticate for regquest 9
rIm_eap: Request found. released from the list
rlm_eap: EAP/peap
rlm_eap: processing type peap
rlm_eap_peap: Authenticate
rIm_eap_tls: processing TLS
rlm_eap_tls: Length Included
eaptls verify returned 11
eaptls_process returned 7
rIm_eap_peap: EAPTLS_OK
rlm_eap_peap: Session established. Decoding tunneled attributes.
rlm_eap peap: Received EAP-TLU response.
rlm_eap_peap: Tunneled data is valid.
rIm_eap_peap: Success
rlm_eap: Freeing handler
modcalllauthenticatel: module "eap'" returns ok for reguest 9
modcall: group authenticate returns ok for request 9
Login OK: [anonymouss<no User—Password attribute>*] (from client private—network-
3 port 17996 cli BPabB._fBcc.a364d>
Sending Access—Accept of id 126 to 192.168.1.11:1645
MS—MPPE-—Recu—HKey = BxB2947127a2085fa75d1c59457b38727d87edabYaddBabB4bedal?
38c3ee57cdbdl
HS—MPPE—Send-Key = Bx89090d487h820e15307h3291f7618d6496d4d5260h6e4d 7?2650
H3a?fed3d?768
EAP-Message = BxBIBabib4
Message—Authenticator = BxPARBAARARARAABBNARABAAAREAARABARA
Uzer—Mame = "anonymous"
Finished request 9
i to the next reguest




The access point’s event log should also contain information regarding the printer’s successful
connection.

bisco Srarcus m
M- Cisco Aironet 1200 Series Access Point \a

Hostname CiscoAP CiscoAP uptime is 1 day, 20 hours, 53 minutes

Event Log
Start Display at Index: I1 Max Number of Events to Display: IEU Previous | Next| Refresh | Clear |

Index | Time Severity Description

1 Dec 8 16:29:31 486 UTC #Information Interface Dot11Radio0, Station 00a0 f8cc.a364 Associated KEY_MGMT[NONE]

3 Dec 816:20:31 237 UTC ®nformation Interface Dot11Radio0, Deauthenticating Station 00a0.f8¢e.a364 Reason
Previous authentication no longer valid

Configuration Options

Next, we will modify the settings on the Cisco access point and the Zebra mobile printer to use
WPA PEAP. WPA increases security further by using TKIP (Temporal Key Integrity Protocol) as
an encryption scheme instead of WEP. All the Cisco access point settings are the same as
shown previously for standard PEAP except for the changes shown in the following two
screenshots.

Configure the Cisco 1200 AP for WPA PEAP authentication.

In the Encryption Manager click Cipher, and select TKIP from the dropdown box.
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In the SSID Manager configure WPA as shown below.

Authenticated Key Management

Key Management: IMandatory 'l [T Cokm ¥ wpA

WPA Preshared Key: | & ASCI © Hexadecimal

Configure the ZebraNet Printer for WPA PEAP authentication.
The Printer must have firmware x.15.x or higher.

To configure the printer use ZebraNet Bridge Enterprise V1.2.1 or higher. From Tools, select
the Wireless Setup Wizard.

Select WPA-PEAP form the drop down list in Security Mode and set the user name and password
used on the RADIUS server.



Wireless Setup Wizard I
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Click Finish to sent the ZPL to the printer.




The following is an example of the Free Radius log after a successful WPA connection.

® Start FreeRADIUS.net in Debug mode

auth: type “EAP"
Processing the authenticate section of radiusd.conf
modcall: entering group authenticate for request 37
rIm_eap: Request found. released from the list
rlm_eap: EAP-/peap
rlm_eap: processing type peap
rlm_eap_peap: Authenticate
rlm_eap_tls: processing TLS
rIm_eap_tls: Length Included
eaptls _verify returned 11
eaptls_process returned 7
rIm_eap_peap: EAPTLS_OK
rlm_eap_peap: Session established. Decoding tunneled attributes.
rlm_eap_peap: Received EAP-TLU response.
rlm_eap_peap: Tunneled data is valid.
rlm_eap_peap: Buccess
r1lm_eap: Freeing handler
modcalllauthenticatel: module “eap' returns ok for request 39
modcall: group authenticate returns ok for request 379
Login OK: [anonymouss<no User—Password attribute>*] (from client private—network-
3 port 17997 cli OGPaB.f8cc.aldbd)
Sending Access—Accept of id 156 to 192.168.1.11:164
HE—MPPE-Recv—Key = Ede22c96d15hchBBBBh?4h2th2835@f4cf2a23d8267931ed@18
cb21a2f82c767
MS—MPPE—Send-Key = Bxd29193477efebcdbalch3e3d1629ca2alhBedSechd25hA5hf 308
4746chf 77 Tef
EAP—Meszage = BxB3RaBBB4
Message—Authenticator = BxPARBRARARARARBNARABAARRERARADAAA
User—Name = “anonymous'
Finished request 3%
Going to the next reguest

The access point’s event log should also contain information regarding the printer’s successful
connection.

Start Display at Index: ;1 Max Number of Events to Display: [20 Frevious | NBXTI Refrash I Clear |

Index | Time | Severity | Description

| 1 Mard 04:43:27 723 UTC #{nfarmation Interface Dot 1Radiol, Station 00a0.fcc.a364 Associated KEY_MGMTMYPA]
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