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Introduction

This guide describes the procedures for using a Mobile Device Manager (MDM) to configure the Workcloud
Communication apps. This guide is intended for readers who are familiar with the desired MDM and ensure
that the target devices are pre-configured with the necessary MDM agent.

When you first deploy a Zebra client using a MDM application, you must install the client and apply the
appropriate permissions for each app. You can deploy Zebra PTT Pro, Zebra Voice, and the Zebra Profile
Client using an MDM.

Workcloud Communication apps support the following MDMs:
«  VMware Workspace ONE (formerly AirWatch)

« SOTI

. StageNow

NOTE: These instructions are for devices running Android 10 or Android 11. For the most recent
versions of these apps, see zebra.com/support.



https://www.zebra.com/us/en/support-downloads.html

App Deployment Files

Each app requires a set of files to configure the permissions on the device OS and to configure how the
app functions. Additional configuration options are available through the XML or JSON files for each app.
The JSON and XML configuration files can also be managed through the MDM.

The following guides provide additional configuration information for each client app:
« PTT Pro for Android
«  Workcloud Communication PTT Pro for Android Configuration Guide
«  Workcloud Communication PTT Pro for Android Programmer Guide
« Zebra Voice
«  Workcloud Communication Voice Programmer Guide
- Voice administrator guide applicable to your PBX.
« Profile Client

«  Workcloud Communication Profile Client Android Configuration and Programmer Guide

MDM Deployment Files for PTT Pro

PTT Pro requires five files to be deployed when installing the PTT Pro app through an MDM:

. PTTPro_bypass_data_consent. xm bypasses the OS permission data consent screen.

- PTTPro Battery Optinmi zation.xm optimizes battery performance when using PTT Pro.
. PTT _di spl ay_over. xnm permits PTT Pro to display over other apps.

« PTTPro_Confi g. xm passes a token to the Provisioning Manager and receives configuration
information.

- WFCPTTPer ns. t xt provides the necessary permissions for Android.

On Android 10, files can be loaded to the SD card. On Android 11, use the / ent er pri se/ devi ce/
settings/pttpro.

PTT_Pro_Bypass_Data_Consent.xml

<wap- pr ovi si oni ngdoc>
<characteristic versi on="10.2" type="Intent">
<par m name="Action" value="StartActivity" />
<par m name="Act i onNanme" val ue="androi d.intent.action. VIEW />
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<par m name="Package" val ue="com synbol . wfc.pttpro" />
<par m name="Cl ass" val ue="com synbol . wfc. ptt pro. Mai nActivity" />
<characteristic type="Extra">
<par m name="ExtraType" val ue="bool ean" />
<par m name="Ext r aNane" val ue="showbi scl osure" />
<par m nanme="ExtraVal ue" val ue="fal se" />
</ characteristic>
</ characteristic>
</ wap- pr ovi si oni ngdoc>

PTT_Pro_Battery_Optimization

<wap- pr ovi si oni ngdoc>
<characteristic version="9.3" type="AppMyr">
<par m nanme="Acti on" val ue="BatteryQptini zation" />
<par m nanme="RenovePackageNanes" val ue="com synbol . W c. pttpro" />
</ characteristic>
</ wap- pr ovi si oni ngdoc>

PTT_display_over.xml

<wap- pr ovi si oni ngdoc>
<characteristic version="10.0" type="AccessMyr">
<par m nanme="Per m ssi onAccessAction" val ue="1" />
<par m nanme="Per m ssi onAccessPer m ssi onNane"
val ue="andr oi d. per m ssi on. SYSTEM ALERT W NDOW />
<par m name="Per m ssi onAccessPackageNane" val ue="com synbol . wfc.pttpro" />
<par m nanme="Per m ssi onAccessSi gnat ure" val ue="M | DhzCCAm
+gAw BAgl EQBWDKDANBgk ghki G9w0BAQs FADBO M wCQYDVQQGEWJ VUz EL MAk GA1 UECBMCSUwx Ez
ARBgNVBACTC N aGF1bW 1 ¢t x HDAaBgNVBAo TELNS bW v b CBUZVWNobnmBsb2dpZXvk CzAJB
gNVBAs TAk 1 DVRgwi-g YDVQQDEW9 J b 3Vy aSBUYXJ zb3Vub 3 YwHhc NMTQM\j Ez MTcy Nz QBWhc NNDEX
VDI 5MTcy Nz QBW BOMQs wCQYDVQQGEW] VUz EL MAk GA1 UECBMCSUWX Ez ARBgNVBAC T Nj aGF1bW 1
cntx HDAaBgNVBA0O TELN5bW v b CBUZVWNobnBs b2dpZXvk Cz AJ BgNVBAs TAk 1 DVRgwi-g YDVQQDEWAJ
b3VyaSBUYXJzb3Vub3YwggEi MAOGCSqGSI b3DQEBAQUAA4 | BDWAWggEKA0I BAQCRkeWNk97aFom
UXuSc/ RddMz GOB81b0r HA pdOKbPn522A0qUGV6+Mp3E2U2GNOCVq421r OKngmivs PJDd/
nkj hXshz+3cDFr FHGY2ZxX93L
+Xt XBg7XY800kt NXMBCz6f 70261 1c5Ue1QTeZBzHG f NcU4YJIKvVCsc8cDQHs6P96JubYpCvl si
SqDXg6Ck20Agl hdOz 189AQF9Ndn740Jy 1FAS/ 6ZKh5xdSU 7OnN6C
+Q0 dwnkz8Xl 34V7pNOf SQnplkaMz +z0xMI xQXnnK795gei BV1sysnl W KEB4i p9GxDRj 0SLg5n/
gj 6QP3UX91 nb5ba0D5dx EEIJNFsxdAgMBAAG | TAf MBOGAL1UdDgQMBBQaxvuYV] | A 4sOVLpbqQo9
glWt j ANBgkghki GOWOBAQs FAACCAQEAP123i SnenDDFH BBSoBK7KFi 490N 9BOKot zVByJGcc
LV2277TkvogUl nPFgk+ARf Zu8FYeVeNJbpOK
+i znFl v51Nf cS5YpxUB01c0zcxHSXUt 6BsC/ 3Z8NKaOYoKyr f nHaVOVGDhY2J PG r BAI Qp
+y7a7l pThlnVyPSESHgXcKi t Tr Nt Nua2yh98CuNm eZ9f ThbxnOVW 9ChgF1d8Lo1Bx| xyqglm
JVZYFVPI9T8r GR3sp2U2+391Yr / Xx2j 09cl | Dr nTAZXI EChNr Fge3t GbhaQ bPVR5/ WVXj mGmXus
+Y3ZKVY2t 11 p8g8gA OCr j Ownb31pe+qgf QBCXSXM | w==" /[ >
</ characteristic>
</ wap- pr ovi si oni ngdoc>
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PTTPro_Config.xml

E/I‘ NOTE: Replace TOKEN NAME with the value of your token.

<wap- pr ovi si oni ngdoc>
<characteristic version="8.3" type="Intent">
<par m nane="Action" value="StartActivity" />
<par m nane="Act i onNane" val ue="androi d.intent.action. VIEW />
<par m nane="Package" val ue="com synbol . wfc. pttpro" />
<parm nanme="Uri" val ue="wfctp:// TOKEN NAME" />
</ characteristic>
</ wap- pr ovi si oni ngdoc>

WFCPTTPerms.txt

<characteristic uui d="el35b2b0-e9ac-4dd2- 8b92- 65eb259dc42d"

type="com ai rwat ch. andr oi d. andr oi dwor k. per ni ssi ons"

target ="1"><par m name="ApplLevel Runti nePer ni ssi ons"

val ue="WBsi cGFj a2FnZU5hbWli O Jj b20uc3l t YnBsLndmyy5wdHRwe nBi LCIwZXJt aXNzaWp
ucyl 6VBsi bt ZSI 61 nFuZHIvaWQuc Gy bW zc 2| vbi 5XUkl URVIDTO5UQUNUUyI s1 nZhbHVI | j oi
MBJ9LHsi bt ZSI 61 nFuZHIvaWwQuc GvybW zc2! vbi 5DQUxMX1BI TO5FI i wi dnFsdWUi G | xI nOsey
JuYWLI I j oi YWbkcmBpzZCowzXJt aXNzaWduLl JFQO9SRFIBVURITYI sl nZhbHVI | j oi MSJ9LHsi bntt
ZSI| 61 mFuZHIvaWuc Gy bW zc 2l vbi 5SRUFEXONPTI RBQLRTI i wi dnFsdWJi O | xI nOseyJuYWI |
j of YWbkcnDpZCowzXJt aXNzaWbuLkl OVEVSTkVUI i wi dnFsdWUi G | xI nOseyJuYWLI | j oi YWbkcm
9pZCowzXJIt aXNzaWuLl JFQURf UOVUVEI ORLM LCI2YWk1ZSI 61 j Ei f Sx71 nbhbWJi G JhbnRy b2l
kLnBI cmlpc3Npb24uUk VBRFOQSE9ORVITVEFURSI sl nZhbHVI | j oi MSJ9LHsi bt ZSI 61 mFuzHJ
vaWWQucGvybW zc2| vbi 5SRUFEXOVYVEVSTKkFMXINUT1JBROUI LCI2YWk1ZS]| 61 j Ei f Sx71 nbhbWi
G JhbnRyb2l kLnBI cmlpc3Npb24uV1JJVEVF RVhURVIOQUxf ULRPUKFHRSI s1 nZhbHVI | j oi MSJ9L
Hsi bnFt ZSI 61 nFuZHIvaWwQucGvybW zc 2l vbi 5SRUFEX1BSTOZJTEU LCI2YW1ZSI| 61 j Ei f Sx7I m
5hbWli G JhbnRyb2l kLnBl cnilpc3Npb24uVVNFXONSRURFTI RIQUXTI i wi dnFsdWUi G | xI nOseyJu
WLI | j oi YWokcnmBpZCowzXJt aXNzaVWuLk1BTkFHRVOBQONPVUSUUy I sl nZhbHVI | j oi MSJ9LHsi bm
Ft ZSI 61 nFuZHIvaWucGvybW zc2l vbi 5SRUFEXINZTKNf ULRBVFM LCI2YWk1ZSI 61 j Ei f Sx71 nmb
hbWUi G JhbnRy b2l kLnBI cmlpc3Npb24uUk VBRFOTWISDXINFVFRITKdTI i wi dnFsdWUi O | x1 nOs
eyJuYWLI | j oi YWbkcmBpZCowzZXJt aXNzaVWQuL| dSSVRFXINZTKNf UOVUVElI ORIM LCI2YWk1ZSI 61
Ei f Sx71 mbhbWJi G JhbnRyb2l kLnBl cnilpc3Npb24uUKFJUOVEX1RI UKVBRFOQUKI PUKI UWSI s

I nZhbHVI | j oi MBJ9XX1d" type="string" /></characteristic>

MDM Deployment Files for Zebra Voice

Zebra Voice requires three files to be deployed when installing the Voice app through an MDM:
BatteryOpti m zati onWFCVoi ce. xm optimizes battery performance when using Zebra Voice.
Syst emAl ert Perm ssi on. xm enables Zebra Voice to display over other apps.

Gr ant WFCVoi cePer mi ssi ons. t xt provides the necessary Android OS permissions.
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BatteryOptimizationWFCVoice

<wap- pr ovi si oni ngdoc>
<characteristic type="AppMyr" version="7.0" >
<par m name="Acti on" val ue="BatteryOptini zati on"/>
<par m name=" RenpvePackageNanes" val ue="com synbol . wfc. voi ce"/>
</characteristic>
</ wap- pr ovi si oni ngdoc>

SystemAlertPermission.xmi

<wap- pr ovi si oni ngdoc>
<characteristic type="AccessMyr" version="10.1">
<par m name="Per m ssi onAccessAction" val ue="1"/>
<par m name="Per m ssi onAccessPer nm ssi onNane"
val ue="andr oi d. per m ssi on. SYSTEM ALERT W NDOW / >

<par m name="Per m ssi onAccessPackageNane" val ue="com synbol . wf c. voi ce"/ >

<par m nanme="Per m ssi onAccessSi gnat ure" val ue="M | DhzCCAm
+gAwW BAgl EQBWDKDANBgk gqhki GOw0BAQs FADBO M wCQYDVQQGEW] VUz EL MAK GA1 UECBMCSUWX
Ez ARBgNVBACTC N aG-1bW 1 nc x HDAaBgNVBAo TELNSbW vb CBUZVWNobmBsb2dpzZXMkCz AJB
gNVBAs TAk 1 DIVRgwiFg YDVQQDEWI J b3Vy aSBUYXJ zb3Vub 3 YwHhc NMTQMj Ez MI'cy Nz @BWhc NND
ExMDI 5MTcy Nz @BV BOMXEWCQYDVQQGEW] VUz EL MAK GA1 UECBMCSUwWx Ez ARBgNVBACTCI Nj aGF1
bW 1 ¢ e x HDAaBgNVBA0O TEL NS bW v b CBUZWNobmBs b2dpZXIvik Cz AJ Bg NVBAS TAk 1 DVRgwi~g YDVQ
QPEWIJb3VyaSBUYXJzb3Vub3YwggEi MAOGCSqGSI b3DQEBAQUAA4I BDWAWGgEKAoI BAQCRkeWN
k97aFomUXuSc/ Rddivz GO81b0r HA pd0OKbPNg522A0qUGV6+Mp3E2U2GNICVQ421r OKngmitvsPJ
Dd/ nkj hXshz+3cDFr FHGY2ZxX93L+Xt XBq7XY8Okt NXMDCz6f 7O26r 1c5Ue1QTeZBzHJg f NcU
4YJKvVCsc8cDQHs6P96JubYpCvl si SqDXg6Ck20Agl hdOz 189AQF9Ndnv40Jy 1FAS/ 6ZKh5xd
SU 7OnN6C+QO dwikz8XI 34V7pNOf SOnplkaMz+z0xMY xQXnnK795gei BV1sysnl W KEB4i p9Gx
DR 0SLg5n/ gj 6QP3UX9I nb5ba0D5dx EEINFsxdAgVBAAG | TAf MBOGALUdDgQN\BBQaxvuYVj | G
| 4sOVLpbqQo9gl1W t j ANBgkghki GOWOBAQs FAACCAQEAP123i SnenDDFH BBSoBK7KFi 490Nj 9BO
Kot zVByJGccLV2277TkvogUl nPFgk+ARf Zu8FYeVeNJbpOK
+i znFl v51Nf ¢S5YpxUB01c0zcxHSXUt 6BsC/ 3Z8NKaOYoKyr f mHaWAOVGDhY2JPG r BAI Qo
+y7a7l pThimVyPSESHgXcKi t Tr Nt Nua2yh98CuNm eZ9f ThbxnOVW9ChqF1d8Lo1Bx| xyqlnt
JVZYFVPIT8r GR3sp2U2+391Yr/ Xx2j 09cl | Dr nTAZXI EChNr Fqe3t CbaQr bPVR5/ W VX] mGmXus
+Y3ZKVY2t 11 p8g8gA OCr j Ownrb31pe+qf BCXSXM | w=="/ >

</ characteristic>

</ wap- pr ovi si oni ngdoc>

GrantWFCVoicePermissions.txt

The value for the AppLevelRuntimePermissions can encoded or decoded in Base64 format. Go to https://
www.base64encode.org/ to encode or decode the value.

<characteristic uui d="el35b2b0-e9ac- 4dd2- 8b92- 65eb259dc41d"

type="com ai rwat ch. andr oi d. andr oi dwor k. per m ssi ons"

tar get =" 1" ><par m nanme=" AppLevel Runt i nePer m ssi ons"

val ue="WBsi cGFj a2FnZU5hbWJi O Jj b20uc3l t YmBsLndmyYy52b2l j ZSI sl nBl cmlpc3Npb25
zl j pbeyJuYWLI | j oi YWskcnmDpZCowzZXJt aXNzaVWulLkJJITk Rf QUNDRVNTSUJJTEI UW9TRVIWS
UNFI i wi dnFsdWUi O | xI nOseyJuYWLI | j oi YWbkcnDpZChwZ


https://www.base64encode.org/
https://www.base64encode.org/
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XJt aXNzaVWQuLk FDQOVTU19DTOFSUOVF TE9QDQVRITO4i LCI2YWK1ZSI 61 j Ei f Sx71 mbhbWJi O Jh
bnRy b2l kLnBI cmlpc3Npb24uQUNDRVNTX0ZJ Tk Vf TE9DQVR

JTO04i LCI2YWk1ZSI 61 j Ei f Sx71 mbhbWJi O JhbnRyb2| kKLnBI cmlpc3Npb24uUk VRVUVTVF9J RO
5PUk VI QkFUVEVSW/9PUFRITU aQVRITOS5TI i wi dnFsdWUi O

i I xI n0OseyJuYWLI | j oi YWbkcnmBpZCowZXJt aXNzaWouLl NZULRFTVIBTEVSVFIXSUSET1ci LCI2Y
Wk1ZSl 61 j Ei f Sx71 mbhbWJi O JhbnRyb2| kLnBI cmlpc3
Npb24uRVhQQUSEXINUQVRVUL9CQVI i LCI2YWk1ZSI 61 j Ei f Sx71 nbhbWJi G JhbrmRyb21 kLnBI cnil
pc3Npb24uROVUX1RBUOt Tl i wi dnFsdWUi G | xI nOseyJ

uYWLI | j oi YWskcmBpZCowzXJt aXNzaVWpuLl dSSVRFXONPTI RBQLRTI i wi dnFsdWUi O | xI nOseyJu
YWLI | j oi YWbkcnmDpZCowZXJt aXNzaV@ulLkdFVFOBQONP

VU5UUy| sl nZhbHVI | j oi MSJ9LHSsi bt ZSI 61 nFuZHIvaWuec Gy bW

zc?2| vbi 5DQUxMX1BI TO5FI i wi dnFsdWJi O | xI nOseyJuYWLI | j oi YWokcnmBpZC5wZ

XJt aXNzaWBuLl JFQO9SRFOBVURI Ty sl nZhbHVI | j oi MSJ9LHsi bnft

ZS| 61 nFuzHIvaWuc GvybW zc 2| vbi 5SRUFEXONPTI RBQLRTI i wi dnFsdWUi O | xI n
OseyJuYWLI | j oi YWskcmBpZCowzZXJt aXNzaWbuLkZPUk VHUKOVTKRf U

OVSVKI DRSI sl nZzhbHWVI | j oi M8J9LHsi bnFt ZSI 61 nFuzHIvaWuc GvybW zc2l vbi 5

JTI RFUK5FVCI sl nZhbHVI | j oi MSJ9LHsi bt ZSI 61 mFuZHIvaWQuc GV

ybW zc2| vbi 5NTORIRI | f QUWESWOf UOVUVElI OR1IM LCI2YWk1ZSI 61 j Ei f Sx71 nbh

bWUi O JhbnRyb2l kLnBI cmlpc3Npb24uUk VBRFOTRVRUSUSHUy | s| nZh

bHVI | j oi MBJ9LHsi bnFt ZSI 61 nFuZHIvaWuc GvybW zc2| vbi 5SRUFEX1BI TOSFX1N
UQVRFIl i wi dnFsdWUi G | xI nOseyJuYWLI | j oi YWbkcmDpZC5wZXJt aXN
zaWAuLkFDQOVTUL9XSUZIXINUQVRFI i wi dnFsdWUi G | xI nOseyJuYWLI | j oi YWskcm
9pZC5wZXJIt aXNzaVOuLk FDQOVTUL9ORVRXT1ILXINUQVRFI i wi dnFsdW

U G | xI n0OseyJuYWLI | j oi YWbkcmDpZC5wzZXJt aXNzaWdulLl JFQOVIVKVF Qk9PVFIDT
01QTEVURUQ LCI2YW«1ZSI 61 j Ei f Sx71 mbhbWJi O JhbrRyb2l kLnBl ¢
mLpc3Npb24uVOFLRVOMIONLI i wi dnFsdWJi O | xI nOseyJuYWLI | j oi YWokcmBpZC5wZ
XJt aXNzaWBuLkRIUOFCTEVF SOVZR1VBUKQ LCI2YWk1ZSI 61 j Ei f Sx71

nbhbWUi O JhbnmRyb2I kLnBl cnilpc3Npb24uVkl CUKFURSI s| nZhbHVI | j oi MSJ9LHsi bm
Ft ZSl 61 nFuZHIvaWQucGVybW zc2l vbi 5CTFVFVEIPVEhf QURNSU4i LCJ

2YWk1ZSI 61 j Ei f Sx71 mbhbWJi O JhbnRyb2| kLnBI cmlpc3Npb24uQkxVRVRPTLRI | i

wi dnFsdWUJi G | x1 nOseyJuYWLI | j oi YWokcnmBpZCowZXJt aXNzaVWQulLl V

TRVOTSVAI LCI2YW1ZSI 61 j Ei f Sx71 nbhbWJi G JhbrmRyb21 kLnBI cnilpc3Npb24u0
9O0RKI HWJIFX1INJUCI sl nZhbHVI | j oi MBJ9LHsi bnFt ZSI 61 nFuzZHIvaWu

cGWbW zc2l vbi 5SRUFEXOVYVEVSTKFMXINUT1JBROUI LCI2YWk1ZSI 61 j Ei f Sx71 m
5hbWJi G JhbrRyb2l kLnBl cnilpc3Npb24uV1JJVEVF RvhURVJI OQUxf ULRP

UKFHRSI sl nzhbHVI | j oi MSJ9LHsi bnFt ZSI 61 mFuZHIvaWQuc Gy bW zc2l vbi 5CUk
9BRENBULRf ULRJQOt ZI i wi dnFsdWUi O | xI nOseyJuYWLI | j oi YWbkcnBp

ZC5wWZXJt aXNzaWouLl JFQURF UFJPRKI MRSI sl nZhbHVI | j oi MSJ9LHsi bnft ZSI 61 n
uZHIvaWQucGvybW zc 2| vbi 5DSEFOROVF VOI GSVINVUx USUNBULRf U1RBVE

U LCI2YW1ZSI 61 j Ei f Sx71 mbhbWUi O JhbnmRy b2l kLnBl cmlpc3Npb24uR0OVUXOF
DQO9VTI RTI i wi dnmFsdWUi O | xI nOseyJuYWLI | j oi YWskcmBpZCowZXJt aX

NzaWduL| VTRVIDUK VERUSUSUFMJy| s| nZhbHVI | j oi MSJ9LHsi bt ZSI 61 nFuzH]
vaWuc GvybW zc2l vbi 5SNQUSBROVF QUNDT1VOVFM LCI2YWk1ZSI 61 j Ei f Sx

71 mbhbWJi O JhbnRy b2l kLnBI cmlpc3Npb24uQvVUSEVOVEI DQVRFXOFDQO9VTI RT

i wi dnFsdWUi O | xI nOseyJuYWLI | j oi YWbkcnDpZCowzXJt aXNzaWdulLl J

FQURf ULl OQL9TVEFUUy| sl nZhbHVI | j oi MSJ9LHSsi bt ZSI 61 nFuZHIvaWuc Gy

bW zc2| vbi 5SRUFEXINZTKNf UOVUVElI ORLM LCJ2YW«k1ZSI 61 j Ei f Sx71 nbh

bWUi O JhbnRyb2| kLnBI cmlpc3Npb24uV1JJVEVF ULl OQL9TRVRUSUSHUy I sl nZ

hbHVI | j oi MSJ9LHsi bt ZSI 61 nFuZHIvaWuc GvybW zc2l vbi 5SQU TRU

Rf VEhSRUFEX1BSSUWISSVRZI i wi dnFsdWUi G | xI n1df VO=" type="string" /></
characteristic>
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PFM_Config.xml

E/I‘ NOTE: Replace Zebra PROFILE CLIENT TOKEN with your customer token.

<wap- pr ovi si oni ngdoc>

<characteristic version="8.3" type="Intent">

<par m nane="Action" value="StartActivity" />

<par m nane="Act i onNane" val ue="androi d.intent.action. VIEW />
<par m nane="Package" val ue="com zebra. dfs" />

<parm nanme="Uri" val ue="wfcpp://Zebra PROFI LE CLI ENT TOKEN' />
</ characteristic>

</ wap- pr ovi si oni ngdoc>

MDM Deployment Files for the Profile Client

The Profile Client requires three files to be deployed when installing the app through an MDM:
Profile_client_display_over.xm enables the Profile Client to display over other apps.

PFM Confi g. xm provides a connection to the Profile Manager and requires the customer's API
token.

Profil eC ient PERMS. t xt provides the necessary OS permissions that enables the app to
function properly.

Profile_client_display_over.xml

<wap- pr ovi si oni ngdoc>
<characteristic version="10.0" type="AccessMyr">
<par m nanme="Per ni ssi onAccessActi on" val ue="1" />
<par m nanme="Per m ssi onAccessPer ni ssi onNane"
val ue="andr oi d. per m ssi on. SYSTEM ALERT W NDOW />

<par m nanme="Per n ssi onAccessPackageNane" val ue="com zebra. dfs" />

<par m name="Per nm ssi onAccessSi gnat ure" val ue="M | Dl zCCAn
+gAw BAgl EJI XuHTANBgkghki GOw0BAQs FADB8 M wCQYDVQQGEW] VUz EL MAK GALUEC
BMCSUwx FTATBgNVBAC TDEXpbm\vbGza@ yZTEbIVBK GALUEChMBWhWVI cmEgVGV] aGbvb@&@naW/z
VRl WEAYDVQQLEWM XRkNvbnbl Y3Qx GDAVWBgNVBAMIDO! vdXJpl FRhenNvdWsvdj Ae FwOx Nz Ex MTA
y MTAWMT daFWOONTAz M gy MTAWMT daMHwx Cz AJBgNVBAYTAI VTMEBEWCQYDVQQ Ewd J TDEVIVBMGAL
UEBXMMId uY29sbnNoaXJ!l MRswGQYDVQXKExJaZWy YSBUZWNobmBsb2dpZXIVkEj AQBgNVBASTCV
dGR9ubnVj dDEYMBYGALUEAXMPSVWO1cnkgVGFyc291bnD2M | Bl j ANBgkghki GCOWOBAQEFAAOCAQ
8AM | BCgKCAQEAN7KWSI zkl Uz8Dd33r kt 6 YRSRFIKbhhN 9QDs | +BWjuMdOso/ Zell QM_Vs| OLPO
NNHRzeQ@SATLYZUo1DyQzj deM kel i W r 5WYf wROPI n7QXx+J8r 9DEt LsYf eUcf xpuEuJdxc/ g86FE
6S6f x60QX7BVc4gZj jj qVsJogj Ybhy8j URLgOyuJl VE10NnqCXOz COIWIXDNXx@B1UJpKzy TsLf nHhO
4SvwauDCef 2Por hgf eSD1i d66Q6QZ9qg+J 7Wae8l Anrkhgv G SzaRdOXt CzSoi n3vHU9OTcj j cFW
EvznWRdTecAt h8/ Jgl cr TaZNl hO9+l Guga4DTQRozUP8qvt GQ DAQABoy EwHz AdBgNVHQUAEFgQU
Zo3uLl j n0S4cKj si | gr Bt 9x02j | wbDQYJKoZI hvc NAQEL BQADg g EBAEz PNHOHU Sk X bHUFS57 nt N+df
/ cd4xUU7N76h2dZgl f d7/ ngVep7LGEgf nt RHXUI 9zvPQIP5E0S2pZTZt Q | 4FR agnLA8gJo0dpr 6
nnYYasMaNmBRcagoNva5PBLASWIWCI gL hnKAWLr SxA MFkchXvbnNLAmAcj Nur | C2d TZXNUms ¢ ONn
+sX
+TOBXLKF wM cG5S00f C8HbAns PINSRLuar R6sP54f 9nb4l 3j BeLO46d4D0y gVl f ELCESmMWR7x F



App Deployment Files

xf QgCBmvWWBG5 Q04 e6CBVMK4gW MoBj t WTHDW KV8t TEgLMAdFgUJ+ug6JqCHki 4b5/
KsQLr qi 9pODNoNs1Y=" />

</ characteristic>
</ wap- pr ovi si oni ngdoc>

ProfileClient_PERMS.txt

<characteristic uui d="el35b2b0- e9ac-4dd2- 8b92- 65eb259dc43d"

type="com ai rwat ch. andr oi d. andr oi dwor k. per ni ssi ons"

target =" 1" ><par m name="AppLevel Runt i nePer ni ssi ons"

val ue="Wsi cGFj a2FnZU5hbWUi O Jj b20uenmVi cnEuZGZzI i wi cGVWybW zc2l vbnM A t 7
| mBhbWUi O JhbnRy b2l kLnBl cmlpc3Npb24uRk9SRUIST1VORFOTRVIWSUNFI i wi dmFsdWLUi O |
xI n0seyJuYWLI | j oi YWbkcnmBpZCowZzXJt aXNzaWduLkl OVEVSTkVUI i wi dnFsdWUi G | xI nOsey
JuYWLI | j oi YWbkcmBpZC5wZXJt aXNzaWdulLl JFQURf UOVUVEI OR1LM LCI2YWk1ZSI 61 j Ei f Sx7I
nbhbWUi O JhbnRyb2I kLnBl cnilpc3Npb24uUk VBRFOQSE9ORVITVEFURSI sl nZhbHVI | j oi M5J9
LHsi bt ZSI 61 mFuZHIvaWQuc GVybW zc 2l vbi 5BQONFULNf VOI GSVITVEFURSI s| nZhbHV | j oi
MBJ9LHsi bnFt ZSI 61 nFuZHIvaWuc GvybW zc 2l vbi 5BQONFULNF Tk VUVO9SS19TVEFURSI sl nZ
hbHVI | j oi MBJ9LHsi bnft ZSI 61 nFuZHIvaWuc Gy bW zc 2l vbi 5SRUNFSVZFX0JPT1Rf QO9NUEX
FVEVEI i wi dnFsdWUi O | xI nOseyJuYWLI | j oi YWbkcnmBpZCowzZXJt aXNzaWguLl dBSOVF TE9DSyI s
| nNZhbHVI | j oi MBJ9LHSsi bt ZSI 61 mFuZHIvaWQuc GVybW zc2l vbi 5SRUFEXOVYVEVSTKkFMX1N
UT1JBROUI LCI2YWk1ZSI 61 j Ei f Sx71 mbhbWUi O JhbnRyb2Il kLnBI cmlpc3Npb24uV1JJVEVF Rvh
URVJ OQUxf ULRPUKFHRSI s| nZhbHWVI | j oi MBJ9LHsi bnFt ZSI 61 nFuZHIvaWuc GvybW zc?2l vbi 5
TW/NURULf QUxFU Rf VOI ORE9XI i wi dnFsdWUi O | xI n1df VO=" type="string" /></
characteristic>
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Installing the Apps

You can install and manage Workcloud Communication using Workspace ONE, SOTI MobiControl, or Zebra
StageNow. The steps for installing each app are provided below. When using the Profile Client with Zebra
PTT Pro or Zebra Voice, install the Profile Client first.

This guide provides the procedures for each app but does not provide the detailed user interfaces for each
MDM. Specific MDM details are beyond the scope of this document. The administrator deploying the apps
is expected to understand the details of the MDM.

_/‘ NOTE: Zebra StageNow is only applicable to Zebra Android devices.

The location of the configuration files differs between Android 10 and Android 11.

Android 10 and earlier:
Files can be copied to the external SD card (/ sdcar d).

Android 11 and later:
Files can be copiedto/ ent er pri se/ devi ce/ setti ngs/ <app>.

Installing the Profile Client
Create the deployment files for the Profile Client as described previously, create an optional configuration
file, and download the latest APK from the Zebra support site.
1. Upload the APK and the deployment files to the MDM.

Install the Zebra Profile Client.

Apply the Profil e_client _display_over. xnl file.

Apply the Profi |l ed i ent _PERMS. t xt file.

g W N

Apply additional configuration parameters using the WFCDFSConf i g. j son file.

Installing the Voice Client
Create the deployment files for Zebra Voice as described previously, create an optional configuration file,
and download the latest APK from the Zebra support site.
1. Upload the Zebra Voice APK and the deployment files to the MDM.
2. Install Zebra Voice.
3. Applythe BatteryOpti m zati onWFCVoi ce. xm file.
4. Apply the G- ant WFCVoi cePer mi ssi ons. t xt file.

"



Installing the Apps

5. Apply the Syst emAl ert Permi ssi on. xmi file.
6. Apply the PFM Confi g. xm file.

NOTE: Enter your token to the PFM_Confi g. xml file.

7. Apply additional configuration parameters using the WFConnect . xnil file.

Installing PTT Pro

Create the deployment files for PTT Pro for Android as described previously, create an optional
configuration file, and download the latest APK from the Zebra support site.

Upload the PTT Pro for Android APK and deployment files to the MDM.
Install the PTT Pro for Android client.

Apply the PTT_Pro_Bypass_Dat a_Consent . xnl file.

Apply the PTT_Pro_Battery_Optim zation. xnl file.

Apply the PTT_di spl ay_over. xni file.

Apply the WFCPTTPer ns. t xt file.

Apply the PTTPro_confi g. xnl file.

Nowupwpyps

NOTE: Enter your token in the PTTPr o_confi g. xm file.

8. Apply additional configuration parameters using the WFCPTTPr oDef aul t . j son file.

12



Updating an App

You can use an MDM to update the configuration of installed apps. Update the configuration file for each
app and deploy the new configuration using the MDM. It is not necessary to reinstall the apps or reapply
the permissions.

13



SOTI MobiControl

SOTI MobiControl is a comprehensive Mobile Device Management (MDM) solution that empowers
organizations to efficiently manage, secure, and support mobile devices and endpoints.

SOTI Enrollment Methods

The following enroliment methods are described in detailed:

UUT Enroliment to SOTI via afw# Method

1. Perform a Factory Reset on UUT.

2. From the welcome page, click Lets' Go.

3. Click Set up as new.

4. Connectto any WLAN with internet connection (e.g.,-ZEWireless).
5. Enter af w#nobi cont r ol in email text field.

6. Click Install Android for work.

7. Click Install.

8. Click Next on the set up work device screen.

9. Select | consent and click OK.

10. From the Location Consent page, click Next .

11. Launch the MobiControl application and enter the Enroliment ID WEWJXV79.

Whitelist Package Name

« enable_system_app com.symbol.tool.stagenow
« enable_system_app com.zebra.licenseuiapp

« enable_system_app com.symbol.pttexpress
Whitelisting the above apps:

For example:

1. Select the enrolled device in the console > Send script > choose legacy & send enable_system_app
com.symbol.tool.stagenow.

2. Select Script Type as Legacy.

14



SOTI MobiControl

Enrolling SOTI via StageNow Method

For single barcode staging, select StageNow tool version MX 9.1
for Device Owner (DO) mode.

1. Download the latest SOTI Google Mobicontrol apk https://pulse.soti.net/support/soti-mobicontrol/
agent-downloads/.

¢« > c C“.; lpulse.soti.net/support/soti-mobicontrol/agent-downloads; @2 Google Lens ﬁ) [ )

SOT' PU LSE News Marketplace Product Support Community e}

Home > SOTIMobiControl > AgentDownloads

SOTI MobiControl Device Agent Downloads

W O o

Android Apple Linux

Android Enterprise Agents and Plugins

macOS Agent Linux - Generic Agent
Android Classic - OEM Specific Agents and Plugins
i0S Agent Linux - OEM Specific Agent
Android Management API- Companion
N\
. . o .
2. Click Android Enterprise Agents and Plugin .
<« G % pulsesotinet/support/soti-mobicontrol/agent-downloads/android/android-enterprise/ * O &
SOTI PU LSE News Marketplace Product Support Community Q

Home > SOTIMobiControl > AgentDownloads > Android > Android Enterprise
Android Enterprise Agents and Plugins
Agent Plugin
This is the Agent (App) to install in your Android Enterprise Device to work with SOTI The Plugin allows you to leverage components of our Android+ technology in Android
MobiControl. Click the Download button to get it from our Servers. Enterprise.

Click here to learn more.

Manufacturer

—Please Select-- v

DOWNLOAD or

From the Play Store

You can also download the agent from the Google Play store.

GETITON
*® Google Play

3. Click the DOWNLOAD button to download the apk.
4. Launch StageNow on the host PC and log in as an administrator.

5. Click Create New Profile and select the appropriate MX version.
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SOTI MobiControl

6. Select Xpertmode and click Create . The selected MX version must be equal to or earlier than the MX
version present in the device.

Add WIFI, FileMgr, AppMgr, and Intent CSP’s, and click Continue.

From WIFI CSP, select the Network Action as Add a New Network and provide SSID (WLAES_CSST)
and Passphrase (validation) and click Continue.

i Specify Motspot Options?

i Spacify OmniTrail Optisns?
i Speciy FTM Optiona?

i Global Prosy State:

16



SOTI MobiControl

9. From FileMgr CSP, select the following:
. File Action as Transfer/ copy File.
. Target path and File name as / dat a/ t np/ publ i ¢/ Lat est Mbi Control APK Nane.
« Source Access Methodas Fil e on a renote server.

« From the Source archive URI, select the latest MobiControl app and click Continue.

FileMgr

Save Setting for Re-use

. File Action: .

Download and
Tansfer/Copy FilejQium = 27121 Expand Archive
File
Target Access Method:

File in the device
file system

Target Path and File Name:
/data/tmp/public/GoogleMabiControl1 520_1025.apk | ()

Staging Server URI Selector

Staging Server:
Built In

Select a File
GoogleMobiControl1520_1025.apk

10. From AppMgr CSP, select Install from the Action drop down list.

11. From the APK Path and Name drop down list, enter / dat a/ t np/ publ i c/ <I at est
nmobi cont r ol apk nane>.
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SOTI MobiControl

12. Click Continue.

4

FileMgr Intent

Action:
Install >

APK Path and Name:
/data/tmp/public/GoogleMabiControl1520_1025.apk (@

Protected List Action:

Do nothing ¥
Access to App Info Action:
Enable Accessto  Disable Access to
Do nothing App Info for all App Info for all

applications applications

13. From the Intent CSP, select Enroll a Device Owner from the Action list box.

14. Enternet. soti . nobi cont rol . andr oi dwor k from the Package Name list box.
15. Enter net.soti.mobicontrol.admin.DeviceAdminAdapter from Class Name list box.
16. From Json Values, click JSON File to select the JSON file from the Local folder.

17. Click Continue.

2
FileMgr Intent
Action:
Enrall a Device Owner >
Package Name: :
net.sotl.mobicontrol.androidwork %) .
Class Name: l

netsotl moblcontrol. admin. DeviceAdminAdapter 0

Json Values:

Do Nothing Jaon File Jzon String

JSON File:
:. C:\Files Rea\Soti\Soti apk\SoT|-1514 1058\30TI1 DO.. [ B oo .

18. Click Complete Profiles , select PDF417 barcode type, and click Test.

18



SOTI MobiControl

19. From the A13 device, select the JSbarcode option while generating the barcode.

+i Export for JS =i Export for MDM
Barcode NFC/SD/USB

Trpe Staging Client Last Tested Publizhed Latast Staged

n!m FOF41T Stage o

Recommanded
fou 20 Scan
Engines

|||II|II Linear StageNow

Recommended
for 10 Laser

n!w JEPOFAT StageNow
FRecommended
For 2D Sean

Engines

|||II|II JS Linesr StageNow

fior 10 Laser
Scannes

Profile Id: 18 Profile Status: Complete

StageNow Config Review Publish
Barcode NFC/SD/USB
Type Staging Client Last Tested Published Latest Staged
n?mm POF417 ¥ StageMow
I
) Recommended
for 2D Scan
Engines
I ”III.I Linear StageMow
Recommended
for 10 Laser
Scanner
B Test = Publi Stag
Acti =
o T Selert Test Publish

Deploying XML Files and Passing Intents via SOTI

1. Open your browser and navigate to the provided link to launch the latest SOTI MDM console:https://
zebratech12.mobicontrolcloud.com/MobiControl/.

19


https://zebratech12.mobicontrolcloud.com/MobiControl/
https://zebratech12.mobicontrolcloud.com/MobiControl/

SOTI MobiControl

2. Enter the Username and Password as stt est er

ILONE » | u

= COMHECTIMNG

WELCOME TO Lf}g In .
@ SOTI MOBICONTROL [
I0VEN MOBILITY MANAGEMENT I
____________________________________________________ | ]

3. Click LOG IN.

4. Click the Hamburger icon in the top left corner.
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5.

SOTI MobiControl

Go to Configurations > Policies and click File Sync.

X SOTI MOBICONTROL | Ppolicies

<) Famiy: Al M Filters: None v e - @ newaperoLicy
SOTIONE v s (®)
APP POLICIES (1-500f452) 50 Vv PerPage & 10f10 = ] \UI] &)
Devices POLICY NAME FAMILY APPS CREATED DATE ASSIGNED DATE
Apps v () 45625 W Android Plus 1 2024-11-076:31:31 PM 2024-11-07 6:31:44 P!
Certificates
Vv @ 4s6251 W Android Plus 1 2024-11-07 6:47:11 PM 2024-11-07 6:47:48 P!
Reports
v Q) 562452 W Android Plus 1 2024-11-07 6:49:43 PM 2024-11-07 6:49:54 PV
CoNFiGuRATIONS Vv Q) 4s62453 o Android Plus 1 2024-11-07 7:55:27 PM 2024-11-07 7:55:45 PV
Profiles
— V (2) 4562454 W Android Plus 1 2025-01-08 8:26:51 AM N/A
Policies
Packages vV (#) 4562455 W Android Plus 1 2025-01-08 9:49:13 AM N/A
v (2) 49517 W Android Plus 1 2024-12-27 2:40:57 PM N/A
SYSTEMSETTINGS
Global Settings V (2) 495171 Android Plus 1 2024-12-273:18:40 PM N/A
Content Library Vv (2) 495172 W Android Plus 1 2024-12-273:24:14 PM N/A
Users and Permissions .
v (@) 495173 W Android Plus 1 2024-12-272:30:36 PM N/A
System Health
v () 49518 #  Android Plus 1 2025-01-04 9:19:53 AM N/A

Relocate devices INto @ New group based on the

LU | (R) sttester

SOTI MOBICONTROL

- D

Policies () Famiy: Al W statuss Al v Search Policies . @ newresmcrouicy
Apps FILE SYNC POLICIES (1-2500f517) 250 v perpage & 10f3 - () @ C@
Configure and Manage Apps that will be I
accessible on your devices NAME STATUS FAMILY DEVICE FILE / FOLDER NAME DIR'
Compliance © Wi_Agent_permission ©) assign..  f Android 9%sdcard% o
Customize criteria that define whether or not
your devices are compliant © Delegation_Scope_Wi Assign... W Android %sdcard% [

Enrollment Combined_xml Assign... @ Android /sdcard/ thC
Create enrollment policies for devices that will

be managed through MobiControl

Assign... W Android %sdcard%

[cd

File Sync AT_filesync

combine

<)
©
wi_agent_combined ©  assign... & Android /sdcard/ 4 C
<
@

© ® ® ®

Assign... W Android /sdcard/ [
Firmware Management

Create policies to manage updates for your (@) PW_upgrade_recovery_sdcard_CradleFW_5_1.zip @ ot W Android 9%sdeardoe [Cl
devices

© nim_filesync © assign..  f Android 9%sdcard% th
Trigger automated actions based on configured © ma-a13_aa90 © Assign.. @ Android 9%sdeardos [CH
conditions

© cope_sdcard ©)  Assign.. @ Android %sdcard% thC
Device Relocation
Relocate devices into a new group based on the sxml_download install apk As Android 9%sdcardos (O
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SOTI MobiControl

6. Choose Android Plus, right-click the File Sync and select Create File Sync Rule.

ADD FILE SYNC POLICY

Add a policy that exchanges and sync files between your devices and a specified server. Policies can be created new

orimported from a previously established environment.

Please Choose

i “ a a

Android Windows >

7. Enter the policy Nare and Descri pti on.

W§§ FILE SYNC POLICY | Android
o SET UP POLICY CONFIGURE SCRIPT SCHEDULE

Start by giving a name and description to this File Sync Policy for Android devices.

Details

Name *

Description

8. Click Next.
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SOTI MobiControl

9. Download the file(s) from the Server to Devices as shown in the device path and file name below:
. AB8/A10 device: / sdcar d/ WFConnect /
« A1M1/A13 Device:/ ent er pri se/ devi ce/ setti ngs/ WConnect/

Ial FILE SYNC POLICY | Android

@ SET UP POLICY o CONFIGURE

Configure this policy's storage and sync settings.

File Settings

File Sync Type Upload from Device Download from Server

Server File / Folder Name * %ROOT%)\

Device File / Folder Name * I opsdcardos

Use Subfolders for Files

Sync Settings
Transfer Files When Files are Different

Sync Sub-Folders

Sync Online Devices Now

BACK

10. Click the Browse icon and select the XML file to upload.
11. Click OK.

Ial FILE SYNC POLICY | Android
FILE MANAGER

O Seamcholders e © Please avoid closing the browser while Upload or Download is in process.

> Folders FILES (1-30f3) O whe *~ @

NAM  import File

WFC
File * owse File BROWSE

WFC

WEg CANCEL IMPORT

12. Navigate to the Rule Target tab and select your device.

23



SOTI MobiControl

13. Go to the Advanced Tab, and scroll down and click script.

a) Sending intent for A8/A10 device

sendi ntent -a
"intent:#l ntent;acti on=wfc. voi ce. ACTI ON_NEW CONFI G S. profile_uri=/

sdcar d/ WFConnect / WFConnect . xml ; end"

b) Sending intent for A11/A13 device

__chnod 777 /enterprise/devicelsettings/ WConnect/WConnect . xmi

sendi ntent -a
"intent:#l ntent;acti on=wfc. voi ce. ACTI ON NEW CONFI G S. profile_uri=/

ent er pri se/ devi ce/ setti ngs/ WFConnect / WFConnect . xm ; end"

W§§ FILE SYNCPOLICY | Android

@ ‘CONFIGURE o SCRIPT

@ SET UP POLICY

T e——

Enable Post-Sync Script ()

Script Editor

1 sendintent -a "intent:#Intent;action=wfc.voice.ACTION NEW_CONFIG;S.profile_u

Execute Script Only if Files Transmitted

CANCEL m

___/‘ NOTE: The process of uploading XML files and specifying the intent in the script section

= varies depending on the XML files and the operating system. Proceed to the next page
for detailed instructions on which XML files to add and the actions to perform for different
Zebra applications and OS platforms.
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SOTI MobiControl

14. After providing the script, click OK.

Ial FILE SYNC POLICY | Android

@ SET UP POLICY @ CONFIGURE o SCRIPT

RSN ——

Enable Post-Sync Script e

Script Editor

1 sendintent -a "intent:#Intent;action=wfc.voice.ACTION NEW_CONFIG;S.profile u

Execute Script Only if Files Transmitted

Ial FILE SYNC POLICY | Android

-
@ SET UP POLICY @ CONFIGURE @ SCRIPT o SCHEDULE

Schedule this policy as per Device Updates or set a Custom Schedule.
Details

Schedule Type * Device Update

CANCEL SAVE AND ASSIGN m

Deploying XMLs and Intents for Workcloud Communication Applications Using
StageNow

Zebra PTTPro
. XML File Name: act i vat e_key. xm
« A8/A10 device: /sdcard/
. script to be passed: nxconfi g /sdcard/ activate_Key. xni
- A11/A13 device: /enterpri se/ devi ce/ settings/pttpro/
« script to be passed:
. chnod 777 /enterprisel/devicel/settings/pttpro/activate Key. xni

.- nmxconfig /enterprise/devicel/settings/pttpro/activate_ Key.xn
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SOTI MobiControl

lal FILE SYNC POLICY | Android

@ SET UP POLICY @ CONFIGURE o SCRIPT SCHEDULE

RN ——

Enable Post-Sync Script o

Seript Editor

1 sendintent -a "intent:#Intent;action=wfc.voice.ACTION NEW_CONFIG;S.profile u

Execute Script Only if Files Transmitted

« XML File Name: Conf i g-reset . xmi
« AB8/A10 device: /sdcard/
. script to be passed: nxconfi g /sdcard/ Confi g-reset. xmnl
« A11/A13 device :/ ent er pri se/ devi ce/ setti ngs/ pttpro/
« script to be passed:
« chnmod 777 /enterprisel/device/settings/pttpro/Config-reset.xm

-« nxconfig /enterprise/device/settings/pttpro/Config-reset.xm

lal FILE SYNC POLICY | Android

@ SET UP POLICY @ CONFIGURE o SCRIPT SCHEDULE

vy e sy

Enable Post-Sync Script c

Script Editor

1 sendintent -a "intent:#Intent;action=wfc.voice.ACTION_NEW_CONFIG;S.profile u

Execute Script Only if Files Transmitted

Zebra Voice Client

. XML File Name: WFConnect . xm
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SOTI MobiControl

- A8/A10 device

sendi ntent -a
"intent:#l ntent;acti on=wfc. voi ce. ACTI ON NEW CONFI G S. profile_uri=/sdcard/
WFConnect / WFConnect . xm ; end"
. A11/A13 device
« script to be passed:
. chnod 777 /enterprisel/devicel/settings/ WConnect/WConnect . xm

sendi ntent -a
i ntent: #l ntent; acti on=wfc. voi ce. ACTI ON NEW CONFI G S. profile uri=/
ent erpri se/ devi ce/ setti ngs/ WFConnect / WFConnect . xm ; end

Profile Manager
For A8/A10/A11 device

json file: key.json

« To push key.json to device
« json file: key.json
« Script
-« chnmod 777 /enterprisel/devicel/settings/key.json

lal FILE SYNC POLICY | Android

@ SET UP POLICY @ CONFIGURE o SCRIPT

R E———

Enable Post-Sync Script

Script Editor

1 sendintent -a "intent:#Intent;action=wfc.voice.ACTION NEW_CONFIG;S.profile u

Execute Script Only if Files Transmitted

Intent to enroll device to PTTPro server and PFM server

sendintent -a "intent:#l ntent;acti on=com zebra. df s. ACTI ON_ENRCLL_DEVI CE; S.
st or e=<st or e_nane>; end"

sendi ntent -a "intent:#l ntent;acti on=com zebra. df s. ACTI ON_ENROLL_DEVI CE; end"
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SOTI MobiControl

sendi ntent -a "intent:#l ntent;acti on=com zebra. df s. ACTI ON_ENROLL_DEVI CE; S.
st or e=<st or e_nane>; end"

Deployment Intent for PVM Token Parameters via SOTI

sendintent -a "intent: wctp-uat://
PTT Pro_ Al | #l ntent; acti on=androi d. i ntent. acti on. VI EW conponent =
com synbol . wf c. ptt pro; end"
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STAGENOW

Install, Upgrade, and Uninstall Zebra Apks from StageNow to DUT

Launch the Stage Now Application.

Click Create a New Profile.

Select MX version MX > 9.0 or according to the device's MX Version.
Click Xpert Mode.

Click the Create button.

Enter the Profile Name and click Start.

From the Settings list, select FileMgr & AppMgr and click + icon.
Click Add.

FileMgr:

© © N O @ pw N

a. File Action: Transfer/Copy File
b. Target Access Method: File in the device file system

c. Target Path and File Name:

8- A8/ A10/ A1l device: /sdcard/<file_name.apk> or /data/tnp/public/
<file_nane. apk>

d. Source Access Method: File on a remote server

e. Source File URI: Click on and select the APK file on your system

Figure1 Staging Server

Staging Server URI Salector

: Busilt n

M Select a File n

10. Click Continue to move to the next section, AppMgr.
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11. Application Action: Install/Upgrade

12. To Install/Upgrade:
a. APK Path and Name
A8/ A10/ A11 devi ce: /sdcard/<file_name.apk> or /data/tnp/public/
<fil e_nane. apk>
a. Access to App Info Action: Do nothing
b. App Feature Action: Do nothing

E/I‘ NOTE:
13. Click Continue > Complete Profile.

Install, Upgrade, and Uninstall Zebra Apks from StageNow to DUT without

FileMgr

o0 pw N

Click Create a New Profile.

Select MX version MX > 9.0 or according to the device's MX Version.
Click the Create button.

Click Xpert Mode.

Enter the Profile Name and click Start.

From the Settings list, select AppMgr (Perform application (APK) management), and click the + Icon to
add.

Enter the required data and click Add.
To install/upgrade, copy and paste the following path:

A8/ A10/ A11 devi ce: /sdcard/<fil e_nane. apk>

or

/data/tnp/ public/<file_nane.apk>

NOTE: You must copy the APK to either the /sdcard/ or /data/tmp/public/ location on the
DUT.

9.

10.

1.

12.

To uninstall, provide the Application Package Name only.
Click Continue and then click Complete Profile.

Select the barcode type PDF417 StageNow checkbox, and then click Test button to generate the
StageNow barcode.

Launch the StageNow App from the DUT and scan the generated barcode.
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Deploying XML File into Specified Path

Click Create a New Profile.

Select MX version MX > 9.0 or, according to the device's MX Version.
Select Xpert Mode and click Create . Enter the Profile Name.

Click the Start button, select the FileMgr, and click Add (+).

o oswoN

Enter target path and file name.

[ sdcar d/ WFConnect / WFConnect . xmi

6. Select the source file and click Continue, then Complete Profile.
7. Select the barcode and click TEST.

8. Scan the generated barcode using the StageNow application on the device.

Deploying XML Files and Configuring Intents to Designated Paths
The following steps are for configuring intent from the StageNow server considering Workcloud
Communication Voice.

Click Create a New Profile.

Select MX version MX > 9.0 or according to the device's MX Version.

Select Xpertmode and click Create.

Enter a Profile Name and click Start.

Select FileMgr and click Add (+).

Select the Intent and click Add (+).

Click Add FileMgr.

©® N o u s w NS

Enter the target path and file name as

/ sdcar d/ WFConnect / WFConnect . xm

Table 1 Intent Definition

Name Description

Action wf ¢. voi ce. ACTI ON_NEW CONFI G

Intent Type startActivity

Extra O This extra parameter defines the URI of the configuration file.
Type String

Name profile_uri

Value / sdcar d/ WFConnect / WFConnect . xm

9. Click Continue , then Complete Profile.
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10. Select the barcode type PDF417 StageNow checkbox, then click the Test button to generate the
StageNow barcode.

11. Launch the StageNow app from the DUT and scan the generated barcode.

Deploying XMLs and Intents for Workcloud Communication Applications
Using StageNow

Zebra PTTPro (PVM Token)

. XML File Name: acti vat e_key. xm or Confi g-reset.xm oractivate ESN. XM.
« Target Path and File Name

. A8/A10 device: / sdcard/pttpro/<file_nane.xm >

. A11/A13 device: /enterprise/ devicel/ settings/pttpro/<file_nane.xmnl >

Table 2 Intent Definition

Name Description

Android Action androi d.intent.action.VIEW
Intent Type startActivity

Package Name com.symbol.wfc.pttpro

URI wfctp-uat://Dyna_| atest _pro
Extra O None

Type None

Name None

Value None

Zebra PTTPro (Deploying JSON)
1. Create a Profile and Add File Manager and intent, as shown in the following table.

2. Click Continue.

Table 3 Intent Definition

Name Description

File Action Transfer/ Copy File

Target access method File in the device file system

Target path and file name /enterprisel/devicelsettings/pttpro/
WECPTTPr oDef aul t . j son (Change the location based on android OS
version)

Android Action Name com synbol . wf c. ptt pro. ACTI ON_DEFAULT_CONFI G

URI Upl oad the json file

Intent Type Broadcast

Extra O 0
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Table 3 Intent Definition (Continued)

Name Description

Type 0

Name configpath

Value /enterprise/devicelsettings/pttpro/
WECPTTPr oDef aul t . j son (Change the location based on android OS
version)

Zebra Voice Client
« XML File Name: WFConnect . xm .
. Target Path and File Name
- A8/A10 device: / sdcar d/ WConnect/ <fil e_name. xm >

- A11/A13 device: /enterpri se/ devi ce/ settings/ WConnect/<fil e_nane. xm >

Table 4 Intent Definition

Name Description

Android Action wfc. ptt pro. ACTI ON_NEW CONFI G
Intent Type startActivity

URI wfctp-uat://Dyna_| atest _pro
Extra O None

Type String

Name profile_ur

Value 0

Assigning or registering a Device to a Site via StageNow

to assign/register:
1. Click Create New Profile, select MX version , thenXpert Mode, and click Create.
2. Provide the Profile Name and click Start.

3. Select Intent, click Add and provide the intent details as described in the following table:

Table 5 Intent Details

Name Description

Action StartActivity

Android Action Name android.intent.action.VIEW
Package Name com synbol . wfc. pttpro

Token Name Uri (example: wf ct p-uat: // 3rdParty)

4. Click Continue , then Complete profile.
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5. Generate the barcode.
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