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MotionWorks Enterprise
2.0 Device Manager

The Device Manager page in the MotionWorks Enterprise (MWE) web client provides a simple way to add,
monitor, and manage location sensors and readers that send real-time location data to MWE.

The following figure illustrates two ways to connect a sensor to send data to MWE.
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In the first case, a configuration file is created using the System Builder tool and published to a ZLA
appliance, which publishes the file to the sensors. The sensors forward location data (tag blinks) to the

ZLA and then to the MWE server.

An on-premises ZLA is recommended in certain deployments. For example, for sensors generating a large
volume of redundant location data, you can filter and combine the data on the ZLA before forwarding it to
the MWE server across a WAN or the Internet. Also, for location algorithms sensitive to network time
delays, an on-premises ZLA minimizes or eliminates such delays.



MotionWorks Enterprise 2.0 Device Manager

The second case depicts a simpler deployment using Device Manager to add and configure a sensor, and
the configuration is published to the sensor without requiring a ZLA. Tag blinks are sent directly from the
sensors to the MWE server. Device Manager also offers an intuitive interface to monitor, manage, and
reconfigure the sensors. The following figure shows Device Manager in the web client.
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NOTE: MWE 2.0 supports adding and managing only passive RFID readers (FX7500, FX9600, FXR90,
ATR) via Device Manager. While a future MWE release will support other types of sensors in Device
Manager, MWE 2.0 requires using System Builder to add these devices, and therefore still requires a ZLA
for them.

RFID readers added via Device Manager use the new ZIOTC application to communicate with MWE,
briefly described later. These readers must be running a recent firmware version that includes the ZIOTC
application. Contact Zebra Product Support for the latest available firmware versions.

When adding RFID readers via System Builder in MWE, communication between a reader and a ZLA uses
the LLRP protocol. An advantage of using ZIOTC instead is that ZIOTC includes pre-configured operation
modes based on use cases and hides low level LLRP protocol parameters. However, deployments that
require the flexibility offered by low level LLRP protocol must include a ZLA.

MWE 2.0 supports adding readers both via Device Manager and via System Builder. However, readers
added via System Builder are displayed in the Infrastructure > System Builder Report page in the MWE
web client, but are not visible in Device Manager, and readers added in Device Manager are not visible in
the System Builder Report or in the System Builder tool.
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Launching Device Manager

To open Device Manager, select Infrastructure > Device Manager in the MWE web client menu bar.

Ry —
$ Zebra MotionWorks Enterprise X + ~
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System Builder Report
WherePorts

The first time you open Device Manager, no devices and a default set of columns display.
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To change the set of columns displayed, click the 3-vertical-bars icon on the toolbar. To change the
position of a column, hover over a column name and drag the four-horizontal-bars icon.
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Reader Requirements
A passive RFID reader must meet the following requirements to communicate with and be managed by
Device Manager:
* Must be a Zebra FX7500, FX9600, FXR90 or ATR7000 reader

¢ Readers must be running a firmware version compatible with the MWE software version used. Contact
Zebra Product Support for the latest firmware versions available.

MWE- Reader Firmware Compatibility

The following table displays the reader firmware versions compatible with versions of MWE based on
Zebra testing. It is possible and likely that recent firmware versions (3.26.90, 3.28.1) function with previous
MWE versions (MWE 2.0.3, 2.0.4), but following the table is recommended.

Connection Type to MWE

. Firmware i
MWE Version . Secure with .
Version Non-secure Self-signed CA %%CLUE:ee:tviI;iI::ate
SSL Certificate
Reader Models: Zebra FX7500, FX9600
MWE 1.4 3.9.16 Yes Yes Yes
MWE 2.0.2 3.10.30 Yes Yes Yes
MWE 2.0.3 3.21.23 Yes Yes MWE patch required
3.24.43 for 3.24.48 and higher
3.24.48
MWE 2.0.4 3.21.23 Yes Yes MWE patch required
3.24.43 for 3.24.48 and higher
3.24.48
3.25.70
MWE 2.0.5 3.21.23 Yes Yes Yes
3.24.43
3.24.48
3.25.70
3.26.90
MWE 2.0.6 3.21.23 No Yes Yes
3.24.43
3.24.48
3.25.70
3.26.90
3.28.1
Reader Model: Zebra FXR90
MWE 2.0.2 - N/A N/A N/A N/A
2.05
MWE 2.0.6 2.0.10 No Yes Yes
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Connection Type to MWE

- Firmware -
MWE Version . Secure with .
Version Non-secure Self-signed CA g%cLuE:ee‘rftviI;i'::ate
SSL Certificate
Reader Model: ATR
MWE 2.0.3 3.24.48 Yes Yes MWE patch required
for 3.24.48 and higher
MWE 2.0.4 3.24.48 Yes Yes MWE patch required
3.25.70 for 3.24.48 and higher
MWE 2.0.5 3.24.48 Yes Yes Yes
3.25.70
3.26.90
MWE 2.0.6 3.24.48 No Yes Yes
3.25.70
3.26.90

Manual Firmware Upgrade

You can add FX readers running firmware version 3.9.16 or higher directly to Device Manager. Device
Manager displays the firmware version and allows easily upgrading or downgrading the firmware of one or
many readers at the same time. To upgrade a reader running a firmware version lower than 3.9.16, or
upgrade the firmware before connecting to MWE, perform this manually as follows.

To determine the reader firmware version, log in to the reader home page by entering
https://reader_IP_Address in a web browser where reader_IP_Address is the reader IP address. The
default login credentials are admin / change. Recent firmware versions prompt you to change the default
password. The home page shows the Reader software version.

Y ZEBRA Fx7500 8

Reader Administration Console

Wel the FX Series (4

Reader Software Version : 3820 - Sf—
Reader Host Name : FXT500FBB14A

Reader Network IP Address : 162 165 193

Reader Serial Number : 18302010500007

USB Port Status : USB Powered off

Power Source Type : DC Supply

Power Negotiation Status : Disabled

Zebra
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To upgrade the firmware, click Firmware > Upgrade on the left panel and follow the instructions on the
right panel.

Firmware Update

sl e Stwaen Vg FTRETRS Server ® File basad Upload

Fmears e Croses Fies |V e chossn.
Upeate A8 Pamitigns: -]

“Star Update™

FLEASE ENSURE THAT THE READEH 15 NOT POWERED OFF OR REDOOTED UNTIL GRECH LED 13 ON
CONTINUCHISLY]

15 mirveten.

st Techsotegins

Obtain the latest compatible firmware version from Zebra. Firmware files are typically provided in a zip file,
such as FXSERIES-3.26.90.zip. Unzip the file before upgrading the reader. Click Choose Files, select all
files included in the zip file, and select the Update All Partitions checkbox. See instructions on the right
panel.

Secure Connection and Network Ports

MWE 2.0.5 and earlier releases use non-secure communication with RFID readers by default, so readers
added in Device Manager can communicate with the MWE server regardless of the SSL certificate
installed on the MWE server. MWE 2.0.6 and later support only secure connection between readers and
the MWE server, therefore a reader validates the MWE server SSL certificate before connecting to the
server.

All versions of MWE are installed with a self-signed certificate using the domain name zebramwe. This
certificate is accepted by web browsers, though the Not secure warning displays in the URL bar.
However, in MWE 2.0.6 and later, a reader by default does not accept this certificate.

In MWE 2.0.6 or later, to enable FX/ATR readers to communicate with the MWE server, perform one of the
following. Refer to Installing an SSL Certificate in the MWE Configuration Guide for instructions.

* Install a valid CA SSL certificate on the MWE server
* Install a self-signed certificate using the Fully Qualified Domain Name (FQDN) of the MWE server
¢ Configure the MWE server so that readers accept the default zebramwe domain certificate.
You must re-Initialize readers after implementing one of these options. See Initializing a Reader.
»  CAUTION: If upgrading from MWE 2.0.5 to 2.0.6 and the MWE server is configured to use a non-secure

= connection or to use the default zebramwe certificate, you must implement one of the three options above
immediately after upgrade to enable the readers to communicate with the MWE server.
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A reader connects to two endpoints on the MWE server, namely the http/https endpoint to post tag blink
data and an MQTT endpoint for reader management commands. The latter can be a direct MQTT connection
or an MQTT over WebSocket connection. The following table summarizes the ports that must be open on
the MWE server in different scenarios.

Connection Type

MWE Version
Secure Non-secure
MWE 2.0.5 or earlier TCP 443 for https endpoint TCP 80 for http endpoint
TCP 9443 for MQTT connection | TCP 9000 for MQTT connection
MWE 2.0.6 or later TCP 443 for https endpoint Not supported
TCP 9443 for MQTT or TCP
443 for MQTT over Websocket

Any firewall between the server and readers must allow traffic to these endpoints.

For instructions on switching between MQTT and MQTT over WebSocket connections, refer to Installing
an SSL Certificate in the MWE Configuration Guide. You must re-Initialize the readers afterward. See
Initializing a Reader.

Setting Up a Reader

The following diagram summarizes the steps in Device Manager to get a reader operational and feeding
data into MWE.

- Add Reader in Device Manager
Add Reader - Provide IP Address or FQDN

- Specify Number of Antennas

- Specify x,y for reader and antennas

Initialize - Enable communication between
Reader MWE server and reader

Upgrade

. - Upgrade Firmware as needed
Firmware

- Select Operation Mode
- Specify Operation Mode parameters

Edit Reader

-Publish reader configuration to server
and reader

- Start processing tag blink data from
reader

The following sections provide details on each step.
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Adding a Reader

Before adding a device in Device Manager, define one or more sites in the Site Manager page in the MWE
web client, and one or more maps loaded under a site.

Calibrate the maps before using them. Refer the MWE 2.0 Configuration Guide for details on adding sites
and maps.

To add a reader in Device Manager:

1. Open the Devices Manager page in the MWE web client.
L= 1.

-~

@ @ & X

Infrasiructure Configuration Usors admin -

Appliances

Device Manager ‘{j
Sing Manag

B System Buider Repodt
WherePoris

2. In the toolbar, click All Maps.
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3. Click the desired map to select a site and map for the device location.

i ZEBRA Dushbonsd  Tports  Visbory  Alis | blastclom  Configation (e
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4. The name of the selected map displays on the toolbar.

?ﬁﬂ-.ZEEI!A Dashboard  Peports  Hislory  Alerts |ml'¥.‘m.}:|ur Configuraion  Users  admin =

Infrastnucture / Devices: © Morth LA Site - Office Asea (8) = | © Rettesh  + Add @ Siteioto [ Tempies | W %

[ &= | Device Model & |Fimware = | Hostname = = | Contig. State & | Site Name

INo results

5. Click + Add > Add Devices Manually.
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o results & farch impon

o A8drSyme Device List from Zebra Data Service

6. RFID Reader displays. This is the only device type supported in MWE 2.0.

Deshbeamd  Reports Marts | Infastnuctes
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7. Click on the device type (RFID Reader) to see the models supported and click < and > to indicate the
quantity of each model to add. This example adds 1 FX7500.

8. Click Next Step: Device Details.

Dashboard  Reports  History
€D seiect types and models 1) Provide device detai )
v @ RFID Reater
FX7500 £
EXO800 < >
ATRIO00 <[>
Cancel Mt Step: Devics Datails Iy

9. The device type and model display with an auto-generated device name in the form
SiteName_DeviceModel_UniqueNumber. To change the device name, enter it in the text box.

Cancel | ::-_.____'n W

10. In the Hostname field, enter the IP address or a fully qualified domain (FQDN) for the device. Note that
the IP or FQDN must be reachable from the MWE Linux server, which hosts the service that
communicates with the devices.

1"
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11. Do not specify anything in the Template field for now, as this is addressed later. This device page
displays fields/columns specific to the device being added, such as the Antennas column for RFID
readers. Use the < and > buttons to indicate the number of antenna ports the reader has, and then click

Save.

n

12. A yellow banner briefly displays showing the result of the operation. The Row Status column also
displays this result. Click Continue.

— /‘ NOTE: Click Back to Landing Page to return to the main Devices page, from where you can modify or
|:'~_-‘| complete the device configuration later.

#h Zebra MotionWorks Enterprise 3% [N

¢ € & MNotsecure | 192.168.1.52/¢/device-manager/devices/add-devices o a % @ :

& ZEBRA

© hdd Dirvices Manually

o 3 B Frovise device detai O

Tl cov |

13. Place the device on the map. Also specify the position of each antenna if the device has antennas that
can be positioned independently, such as passive RFID readers.

12
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14. The left pane displays all added devices. Drag each device into the map window by holding down the

left mouse button and drop it at the desired location, or click the down arrow next to the device name to
manually enter coordinates for the device.

Wiaiuchee  Cosguation  Uses  aamin v

< mm

Zore ana Antenna Mappng 1 {; i g |
J

(11883574 §

15. If you de-select All antennas use reader position, enter x,y coordinates for each antenna, or drag and
position each antenna on the map.

Deshboant  Peports

Hintory Mets | infmstruchwe  Configuralion  Users  admin v

] Crewte one sum Tome Do antemng %‘*-..
] &l antesnas use imader position

(501, 8652 |

16. Create one auto zone per antenna is discussed later. After positioning the RFID reader and
antennas, click Save All to return to the main Devices page, which now displays the added devices

with the Config. State column displaying Saved for each device.

ik ZEBRA

Dushboand  Repons Hiztory Aderts Infmstructure Configuration Usits  pdmin ~
\rtrasucLe ¢ Devioes @ ot LA Ste-Officerea (1) = | 4 Aetiosh  + Add @ Siteinfo () rempiates | W0

[]  evice Typs = = irm-.-..xr- = | Hostname = | stahs = | Antennas Conlig State = | Site Mame = | Map Hame =
[] AP Rsaces FX7500 § GRIER1IER nia Saved Morth LA Site Office Area e [1]
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Initializing a Reader

Device Manager does not communicate directly with passive RFID readers, but rather with the Device
Management Service (DMSVC) on the MWE server, and DMSVC communicates with the reader. Reader
initialization is a one-time process that enables communication between the ZIOTC application on the
reader and the DMSVC on the MWE server. Specifically, the Initialization command performs the following
tasks on a reader:

¢ Turns off the LLRP server on the reader and loads and starts the ZIOTC application on the reader
¢ Adds an http/https endpoint for posting tag blink data to the MWE server
e Adds an MQTT or MQTT over Websocket endpoint for receiving management commands from MWE

¢ Installs the MWE server certificate on the reader (when secure communication between the reader and
the MWE server is used)

If DMSVC on the MWE server can reach the http/https port on the reader, use Device Manager to perform
initialization as explained in Readers and Servers on the Same Network. However, if the MWE server is in
the cloud or otherwise cannot reach the http/https port on the reader, perform the initialization by running
the MWE-RFIDReaderInitializer tool on any local Windows machine on the reader network that can
access the reader's http/https port as explained in MWE Server in the Cloud.

Readers and Servers on the Same Network

If the DMSVC on the MWE server can access either http port 80 or https port 443, the Initialize request is
sent from Device Manager to DMSVC, and DMSVC sends the command to the reader. The DMSVC
attempts to connect to port 80 and port 443 on the reader, and uses whichever port is open. After
initialization, the ZOITC application on the reader can communicate with DMSVC on the MWE server.

2. Initialize
RFD command
<

3. R2C-DMSVC
communication

1. Initialize
Device request
Manager

Web Browser

Server

To initialize a reader, in Site Manager click action menu (three-dot icon) > Initialize.
Dashboard  Reports Histery Aderts | infrastructie  Configuration Users admin ~

© MM () - | o Reen 4 ki @ Siento B Tergiates | W (&
| =]

i(lm\‘lq State & | Bite Name & | Map Name &

14



MotionWorks Enterprise 2.0 Device Manager

After a few seconds, the Status displays Initialized. The Firmware column also displays the firmware
version running on the reader. If this is not the case, refresh the report.

Dashboard  Reports  Histoy  Alers | infastrctue  Configuiation  Users aamin -

© Moeth LA Sile - Office Arra (1) = | o Refesh 4 Add @ Siteinfo (5] Tempistes | m &
ot Type - = | Antennas = l:‘ I
l_l RFID Reader KTS00 ’ '.' 192.168.1.93 Saved Horth LA Site Office ivea Eon m

MWE Server in the Cloud

If the MWE server is in the cloud, the DMSVC on the MWE server cannot directly reach port 80 or port 443
on the readers, for example the readers are in a private network behind a firewall. In this case, the readers
are initialized using the MWE-RFIDReaderInitializer tool running on a local Windows machine that can

reach port 80 or port 443 on the readers. This is only required once when first deploying a reader. The
MWE -RFIDReaderInitializer application connects to DMSVC on the MWE server, downloads information

for all readers added in Device Manager, and performs the initialization after contacting the readers on the
local network.

After a local reader is initialized, communication between the reader and DMSVC in the cloud is done via
an MQTT server hosted on the MWE server as follows.

1. Download All

RFIDReaderlni 3 "
Devices Information

tializer
(Windows App)

3. R2C-DMSVC
communication
RFID Reader St —— N

. 4, Reader Status updated in
Device Device Manager

Manager
Web Browser

Local Firewall

2. Initialize

Cloud Firewall

15
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The MWE-RFIDReaderInitializer tool is installed via a separate Windows installer. To use this to initialize
the reader:

1. Launch the application and enter the MWE server URL, which is the same URL used when launching
the MWE web client (such as https://mwe.company.com) and click NEXT.

e MWE-FHDReacderinaalze [&] x

uptens view rep

PN ‘
%-ZEBRA

MOTIONWORKS ENTERPRISE

3. Select Infrastructure > Devices (or Infrastructure > Device Manager depending on the version).

| M Motinworks Enterprise Cloudconnect - u *
i iew  Hel
infrastructure
i . By
!
i
[ i

Appliances
Devices
Hardware Devices
W Printer Settings

Site Manager

I ¥ 7 MotionWorks Enterprise

VISIBILITY THAT'S VISIONARY.
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4. On the toolbar, click All Maps.

B Motionworks Enterprise Cloudconnect - o X

Options  View Help

Q‘h,zgsgn infrastructre.  admin

Infrastructure / Devices @ AliMaps = | &7 Refresh @ SiteInfo

Device Type = | Device Model E!rumwar':- = | Hostname = |Status = | Antennas

o results

5. Select the site and map where the reader is located.

| @ Moticmworks Enterpre Cloudconnect - o x

Cptans View Help

-{(h‘zggng infrastructre  admin +

eﬂiw, Cr Refresh @ sieindo | W

) O] B ® o @
St ok | Mspoawsr  MOPOARNST oo o awss  MaP.QAAWS? o on awea  Map.0AAWS3

%3 ®)
| Mmoaswss MapQAAWSE

6. Click action menu (three-dot icon) > Initialize in the row for the reader.

otionworks Enterprise Cloudconnect -
Moti Enterprise Clouds =} x

Options View Help

. ZEBRA Infrastructure  admin

Infrastructure / Devices Q@ site_QA_aws1 - Map_DA_AWS1 (0) ~ £ Refresh @ site Infn‘ m

O Device Type = |Device Model = |Firmware = |Hostname = | status Antennas

D RFID Reader FX9600 & 1000238 n/a m

D RFID Reader FX7500 4 192.168.1.242 n/a :

Upgrade Firmware
Initialize
View Details
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After a few seconds the Status column displays Initialized.

TP Motiomworks Enterprise Cloudconnect _ o x

Cptions View Help

. ZEBRA infrastructure  admin ~

Infrastructure / Devices Q Site_OA_aws] - Map_OAAWS1 (0) ~ | &7 Refresh @ Sie Illln| [11]

[0 Device Type = | Device Model = |Firmware = |Hostname = | status = | Antennas

ek
10.0.0.238 nfa IZ‘
H

1921681 242

[ AFIDReader FX2600

4=

[] RFIDReader FXT500

-

The Status column in Device Manager in the MWE web client also displays Initialized for this reader.

# Zebra MotionWorks Enterprise X ==

L C A Notsecure | mwe-dev.zebramwe.com,/#/device-manager/devices “ H » B g
%E.ZEBRA Dashboard Reports History Alerts Saved | Infrastructure Configuration Users admin ~
Infrastructure / Devices Q Site_QA_aws1 - Map_QA_AWS1 (0) ~ | < Refresh  + Add @ Siteinfo [E] Templates | m &

[0 Device Type Device Model = |Firmware = | Hostname = |Status ennas Config. State

D RFID Reader FX9600 4 1000238 n/a Saved

D RFID Reader FXT500 4 192.168.1.242 Saved

In the connected reader Ul, clicking the Applications on the left panel indicates the ZIOTC application is
loaded and running (green Start/Stop button), and displays the ZIOTC version.

Y ZEBRA FX9600 _ |

Applications
Thes page provde:
User Application Page and also 10 nstal apphcat
Existing Packsgos

Listof instaled apps. StaSiop  AutoStan  Usiestad

TOTC » [ ] 0 Uninstal

e A Indicates App is nunning

. s Indicates App is NOT rucning

gy thes chaeck bax shal erable B
artup

2022 Zebra, ANl Rights Reserved
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Upgrading Firmware

Device Manager allows upgrading the firmware of one or multiple readers at the same time. Download the
required firmware from the Zebra website, typically provided as a zipped file such as
FXSERIES-3.26.90.zip.

To upload the firmware file to MWE and upgrade the readers:

1. In Device Manager, click Firmware in the report toolbar to open the FX Reader Firmware page.

Dashboard Reports History Alerts Saved ‘ Infrastructure Configuration Users admin
Site .
Q All(lld)aps - ‘ <> Refresh + Add @ e [E] Templates {5} Firr@nware ‘ m &j
Hardware Health Antenna Ports Config. State = | Site Name Map Name
N/a A (L L1] Saved Broekman First Floor
2. Click +Add.

Dashboard Reports History Alerts Saved Infrastructure Configuration Users admin ~

0Row o| + Add ‘-|[§ﬁ

3. Click Select Firmware File, browse to the location of the firmware zip file (such as
FXSERIES-3.26.90.zip), and then click UPLOAD AND SAVE.

. W
Add Firmware

File Type

[Firmware ~]

Upload File
(3 Select Firmware File *

UPLOAD AND SAVE CLOSE

The zip file displays in the FX Reader Firmware page.

@r‘ ZEBRA Dashboard  Reports History Alerts Saved Infrastructure  Configuration Users admin ~

< Infrastructure / FX Reader Firmware 1 Row +r Refresh ‘ + Add ‘ m ‘ &j

D 3.26.90.0 FX9600,FX7500,ATR7000 FXSERIES-3.26.90.zip
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4. Return to the Device Manager main page and click action menu (three-dot icon) > Upgrade Firmware.

Dashboard Reports History Alerts | Infrastructure Configuration Users admin

1-10f1 <1 > 9 aliMaps(1) v| £ Refresh + Add @) Siteinfo ] Templates {5} Firmware |I el

Status Hardware Health Antenna Ports Config. State Site Name Map Name

Initialized o (111} Saved San Jose Office Area Edit |Z|

Upgrade Firmware
Initialize @
Resync Reader Status

View Details
Edit On Map

I nne

5. Select the firmware version and click Upgrade.

Firmware Upgrade

FX9500 [select option v

San Jose-FX9600-24-14-1439571

RFID Reader

Select Option

6. Close the dialog. A circling icon displays in the Status column during the upgrade. When complete, the
new Firmware Version displays.
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Editing a Reader

Edit the reader to specify the operation mode, which is the algorithm reader used to collect data from
passive RFID tags. In Device Manager, click Edit on the reader row.

=10 m—
& Zebra MotionWorks Enterprise X +
“« C A Notsecure | 192.168.1.52/#/device-manager/devices o~ Q & 9
{ﬁ\.IEBN Dashboard  Feporis  History Aets | Wfrastucture  Configuration Ussrs  admin v
Infrastnucture | Devices @ Mmspa(1) - | o Retesn 4 a00 @ Sheinto [ Tempiates | M A
Devace Type & | Device Model F |Femware & Mahus. F Config. State F |-‘E'J|>: Namé & | Map Name
RIFID Reader FX7500 & 13216819 Saved Noeth LA Site Office Area ﬁ =

The window displays information previously entered, such as Name, Hostname, x,y coordinates for reader
and antennas, and information Device Manager retrieved from the reader, such as MAC Address.

mﬁ.ZEBRA Dashboard  Reporls  History Alerts ‘ Infrastructure  Configuration Users  admin =
< Edit Device
-
GD DataURL Canfiguration state Template Gonfiguration version s
Published No template change Vo view all Running
E Identity
3 Operation Data URL =
] Antennas Data URL
| URL
Identity =
Device Type

RFID Reader - FX7500

Name

North LA Site-FX7500-21-28-1053151
6 characters left.

Description

Enter Description

500 characters left

< BACK | SAVE | H "

There are four items on the left panel: Data URL, Identity, Operation, and Antennas. The following new
fields must be specified.

Data URL

Data URL is the URL of an external or remote server where the reader posts tag blink data. If left blank, the
reader sends tag blink data to the MWE server.
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Operation

Specify the Operation Mode used by the reader. Selecting a mode displays a set of corresponding filters
or parameters.

Simple

A reader reports each tag in its field of view (FOV) a single time. If a tag leaves the FOV and returns, it is
reported again a single time.

Filters: Allows filtering on tag ID.

iﬁi.ZEBRA Dashboard Reports History Alerts Infrastructure Configuration Usars admin ~
< Edit Device
Identit
o s Operation -]
=
g e Operation mode
5] Antennas ® simple QO Conveyor Q Inventory (O Portal
Tag ID Filter Match Operation
| - - ~ |

A reader reports tag IDs a single time as they pass on a conveyor belt. This is similar to Simple mode, but
the reader also reports the antenna that reads the tag.

Filters: Allows filtering on tag ID.

“\ﬁi.ZEBRA Dashboard  Reporis  History Alerts | Infrastructure  Configuration  Users  agmin ~
< Edit Device
Identit;
E ! Operation -]
-
= i Operation mode
51 Antennas QO simple @ conveyor (O Inventory () Portal
Tag ID Filter Match Operation
~ - |

This periodically reports unique tags on each antenna, and the antenna that read the tag.

Filters: Allows filtering on tag ID. Also offers a Minimum RSSI filter since the antenna power is set to
maximum, so only tags within a certain distance from the reader are reported. The range of values for the
RSSI filter is 0 (highest RSSI, short distance) to -120 (negative 120, lowest RSSI, large distance).
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Other parameters: By default, this mode reports tags once a minute. Use the Reporting Interval field to
change this interval.

%%IEBRA Dashboard  Reports  History Alerts | Infrastructure  Configuration Users  agmin =
< Edit Device
Identit
a 4 Operation -]
- |
&, Operation Operation mods
51 Antennas QO simple O Conveyor @ Inventory (O Portal
Tag ID Filter Match Operation
~ ~
Reporting Interval Units
I I -

Minimum RSSI

Portal

This reports unique tags as they pass through a portal. The reader is configured to start reading tags when
a GPI event is triggered. Once triggered, the reader continues reading and reporting unique tags until no

more unique tags are read for a configurable duration. The reader then waits for a new GPI event. The
antenna that read each tag is also reported.

Filters: Allows filtering on tag ID.

Other parameters: GPI Port number and Signal (high, low) specify the GPI event that triggers the reader
to start reading. The parameter Interval specifies the duration of the reading period.

%i.ZEBIIA Dashboard Reports History Alerts | Infrastructure  Configuration Users

admin ~

G2 Data URL

Operation [-]
B identity

Operstion mode
- :
<3 Operation QO simple O conveyor (O Inventory @ Portal
S Antennas

Tag ID Filter Match Operation

~ ~ |
Start Trigger

GPI Port signal

Stop Trigger

Interval
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User Defined

In MWE 2.0 and later releases, a User Defined mode also displays. This allows uploading a customized
operation configuration file in json format that supports features such as Sessions and filter per antenna,
and other configuration options not available in the pre-defined operation modes. Contact Zebra support
for sample files.

Dashboard

PG00 22071640161

@2 Pratocol 8 Dwrect with Readers () wia Zebra Data Senvice
T Operation Tag Data UAL
] Antennas
[+
Operation -]
Operation Mode:
QO simple O Conveyor O Inventory O Portal @ User Defined

R LT towse

Reader Configuration

Scroll down the Edit Device dialog to view the Reader Configuration pane, where you can upload a
lower level reader configuration. Click Show Example to display a sample file, or Get Config From
Reader to download the current configuration from the reader.

Reader Configuration
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Antennas

Further down the Edit Device dialog you can adjust the antenna power.

Antennas

# Antenna Ports

4 External ~

Enable antenna

Transmit Power (dB)

Use same value for all antennas

Name*

Auto Zone

Port 1
| Value from reader
0]
. -

10 15 20 25 30

D

Antenna 1

31 characters left

60.94
3219

0

Mo Auto Zone

Port 2
Value from reader
©
. -

10 15 20 25 30

=)

Antenna 2
31 characters left

60.94
3219

[

No Auto Zone

| Value from reader

@
o -

10 15 20 25 30

O

Antenna 3
31 characters left

60.94
3219

0

Mo Auto Zone

Walue from reader

©
@ -

10 15 20 25 30

5

Antenna 4

31 characters left

60.94
3219

0

No Auto Zone

Dynamic Fusion

At the bottom of the Edit Device dialog, enable and configure the Dynamic Fusion feature. Refer to the
MWE 2.0 User Guide for more information.

Mobile Reader

O Enable Dynamic Fusion

Leader Technology

Leader Tag ID
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Publishing

To publish the configuration to the reader, in Site Manager click the action menu (three-dot icon) >
Publish.

Q-.IEBI!A Dushboand  Heports  History Alerts Infrastructure Configuration

Infrastiuctt | Devices ' NorimLASAe-OficeArea{l) - | £ Refresh 4 Acd @ Sitednfo [F] Templates | ] &
[ DevcaType - = | Hostama Canfig State = = | Map Hama |
) RFIDResder FXTS00 11 & 192158153 Seved Hortn LA Site ffice Area

After a few seconds, the Status column displays Running and the Config. State column displays
Published.

ﬁTﬁ.lEBPJ\ Dastboard  Pleports  History Aderts i Wirastructure  Configortion  USers  admin v

Infrastructure / Devices @ Moeth LA Sife - Office Area (1} - | 7r Betresh  + And @ Site it [5] Tempistes | m &
OO0 DeviceType = |DeviceModel = |Femware = | Hostname -

= | Amtennaa | Config. State = | Site Nama = | Map Hame

O m=in Reager

o LA Site Office Ana

MWE now receives blinks from the reader which display in the Tags report.

Dushbeard  Fspons  Hisory  Alents ||n|mm=—..m- Confiquration USRS gdmin =

G RmRapot +Add / Updein B Delein % Bport ¥ bmport 8 Detslls -‘]Hﬂ‘:-|a|‘§]

D e ©
Al r
[+]
fscarce Trpe a
= =
Aescurce 10 i 1
I Lse l %1 "
an e
Lovating L
Yes o
>
Za0e o I
o
Site Mame
Blieking
3
Alest % i
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Reader Menu

Click the action menu (three-dot icon) for a reader.

Dastboard  Feports  History Aets Infrastructioe Corfiguration Users  admin T

@ Norih LA Site - Office Area (1) + | & Refresn 4+ Add @ Site info [3] Tempistes [-&
1 'fl

I
Config, State = | Site Mame = | Map Name =|

Dinaisle

The following actions are available for the reader:

Upgrade Firmware: Enables firmware upgrade for that reader.

Initialize: Turns off LLRP protocol and turns on R2C application, enabling the reader to communicate
with servers in the cloud and with the DMSVC service on a MWE server.

Resync Reader Status: While the value in the Status column refreshes periodically, this option forces
an immediate retrieval of the current reader status.

View Details: Opens a vertical panel on the right side of the Device Manager displaying detailed
information about the reader.

Edit on Map: Allows configuring or changing the x,y coordinates for the reader and antennas.
Logs: Allows configuring and downloading logs from the reader.

Publish: Publishes the reader configuration to the reader.

Stop: Stops the flow of tag blinks from the reader to MWE.

Start: Starts the flow of tag blinks from the reader to MWE after it is stopped.

Reboot: Reboots the reader.

Disable: Disables all other actions in the reader menu.

Enable: Enables reader actions in the reader menu after they are disabled.
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Customizing Device Manager

The Devices page offers several of the same customization options available to other reports in the MWE
web client, including the columns to include, their order, report/map views, and details column, as
illustrated in this section.

To select a report/map view, click the camera icon on the toolbar. The following figure is the Report & Map
Vertical option. The readers are listed in the report window on the left and display on a map on the right.

Reports  History

Aerts

infrastructure  Configuration w.™<  agmin *

Repori View
Devioe Type = | Device Model © & Report View
i Mg \
RFID Reader
i Fiepant & Map Vertical
BEID Reader £X7500 & 192188124 nia 2 [/

| B Fieport & Map Herizonta

[

To change the set of columns displayed, click the action menu (three-dot icon) on the toolbar. To change
the position of a column, hover over a column name and drag the four-horizontal-bar icon.

Dashboard  Reports  History  Alerts |Inllast.r\.|:tm Configuration  Users  admin ~

OAIIqusvl & Refresn  + Aca @ Si

1z info [ Templates | W &

osss@d@@
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To show the vertical details panel, click the action menu (three-dot icon) on a reader row and select View
Details. You can select multiple readers in the report and move from one reader to the next using the
single arrow at the top of the panel. To hide the details pane click the double-arrow at the top of the panel.

“{ﬂi.ZEBRA Dashboard  Reports  History  Alerts ‘Infrastmcture Configuration  Users

admin ~

Infrastructure / Devices @ North LA Site - Office Area (2} ~ ‘ £ Refresh  + Add @ Siteinfo (] Templates ‘ m &

del E|Filmwam = |Hostname = | Antennas Config. State = | Site Name = | Map Name

192.168.1.93

Published Office Area Coxsimenshon sists

Published

North LA Site

|4

192.168.1.242 n/a Saved North LA Site Office Area Edit m

Upgrade Firmware

Initialize
Configuration version

View Details
0 o

Edit on Map

[ —

Running

Device Type: RFID Reader
Delete Description:

Hostname: 122.168.1.93

Coordinates: X:11.80 Y.
553 Z:0

7 Operation Mode: Simple =

Autozones

An FX RFID reader can have multiple antennas. The Tags report in the MWE web client displays the
Reader ID (IP address or FQDN) and the x,y coordinates of the antenna that detected a passive RFID tag.
If zones are defined in MWE, the Tags report also displays the name of the zone containing the x,y
coordinates. While defining a zone around each antenna is time-consuming if you have many antennas,
Device Manager offers the option to automatically create and name a zone around each antenna, as
explained in this section.
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Creating Autozones

To create an autozone:

1. Selecting Edit on Map from the reader's menu.

Dastboard  Heports  History Aleits Infrastructure Configuration Users  aomin -

@ AnMaps(1) « | o Remesn 4+ Add @ Sheinto [ tempiates | W B,

Config, State = | Gite Mame = | Map Name

| [0 RFDResder FATS00 817 4 192168193 s Published Hormh LA Site Office Area Ean :

The Edit Devices dialog lists the reader on the left pane and displays it on the map window.

Dashboard  Reports  History Alerts | Infrastructure  Gonfiguration Users  admin T

Worth LA Site-FXTS00-21:28-
1053151

Return to Device List

2. Click the down arrow next to the reader name on the left to display the x,y coordinates of the reader and
antennas. If the All antennas use reader position option is selected, when you drag the reader on the
map the reader and its antennas move together, and the x,y values in the left pane for the reader and
its antennas are the same.

Drshboand

| (i) Morth LA SreruTsonanas.
L= vpsms
(1121 | ¥{s1.23

g

1.7 Astenna 1
¥nn ¥En

2. Amenna 2
X L] =
Zone | N Zant | L)
[] Create one suto 2one gt sotenna

[ 4l aenennas se reader posmon
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3. Deselect All antennas use reader position to enter different x,y values for each antenna. You can
also drag antennas independently on the map. The following figure displays a reader and its two
antennas.

a = |
ot Morth LA v FXTE00-2128- | |
1DEXTE -1 |

X102 | ¥|5.02

1.7 Antena 1

Tene | No Zone
[] Erewse oe myto zone pes stenna N

] AN mertennas ues ieader posdion

4. Select Create one auto zone per antenna option, to auto-populate the Zone field for each antenna
with a zone name.

a1

| 57 Monh LA SneFRTs0RIae I
1083181 P -a | f

1.7 Antesca 1

xfra ynn | &

Zore (1921681 53Tz -

Zeea[182 = =
R A f
G Create one aute zone per asnenna N
[ Al sntennas use readed position 2
Zone and Antenna Mapging

[N

5. The auto-generated zone name has the format hostname-antennaNumber-az, where hostname is the IP
address or FQDN entered when adding the reader and az is the autogenerated-zone. To change the
auto-generated name click Zone and Antenna Mappings.
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6. Click AZ on the vertical toolbar to display the auto-generated zones on the map.

i, ZEBRA Dashboard  Report

< Edit Device

(7] Morth LA Site-FX7500-21-28-
= 1053151

ez s

1.% Antenna 1

o Em ] m
2T Antenna 2

fs  oe
] *

o
o

Plaszdninﬁmmgmqlm e - <

Create one auto zone per antenna
[ All antennas use reader position

Zone and Antenna Mapping

Each autogenerated zone is a 10 ft square centered on the antenna. Dragging the antennas on the
map moves the autozone with the antenna. Click AZ again to display the zone names. Click a third time
to hide the zones.

7. After generating autozones and optionally renaming them, click Save All to save changes and return to
the main Devices dialog.

Now, when one of the antennas detects a passive RFID tag, the MWE Tags report and Resources report
display the reader ID and the x,y coordinates of the antenna, as well as the zone in which that tag resides.

Multiple Antennas in One Autozone

After creating one zone per antennayou can re-assign the antennas to different zones and assign several
antennas to a single zone. In the following Zone drop-down list, zone 192.168.1.93-1-az is selected for
both Antenna 1 and Antenna 2.

. ZEBRA

< [Edit Device

Place devices on the map (1)

* oe

North LA Site-FX7500-21-28-
1053151

1" Antenna 1

X|14 ¥|50.1 E
Zone[192.168.1.951-32 ¥ | S
2" Antenna 2

i vfsem ]
Zone[152160 19518 | g2 2

[] Create one auto zone per antenna \- -
(] All antennas use reader position g B s
Zone and Antenna Mapping = —

~

Click AZ on the vertical toolbar to display zone 192.168.1.93-1-az on the map window. Note that both
antenna 1 and antenna 2 are inside the zone. Drag the antennas apart on the map to grow the autozone to
retain both antennas, or move the antennas close together to shrink the autozone. Use the Zone
drop-down list to move an antenna from one autozone to another at any time.
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Configuring Zones and Autozones

To manually create zones rather than using the autozone feature, in the MWE web client select the
Infrastructure > Site Manager page.

Click on a map in the tree view and then click Configure Zones.

_/‘ NOTE: The map must be calibrated before defining zones. Refer to the MWE 2.0 Configuration Guide for
= details.

. ZEBRA

[€]  wiastrocure  steMumger | I} Contigure Map P}mz-:
My Sites 4 Goup 4 osie @ B £ B - x B o~ I1d @ 5 [ B Zones (0) Q
All -~
® +]
5P Detault
TGP Tebra Sites -~ L]
@ s=nsose =

TR L) - -y S ——— =

If you defined autozones, click Show/Hide AutoZones on the toolbar to view them.

B, £ 8 -~ x B = ~ I § @ &

i
—de
|
Ol )
o
jawr=) ]

T
\

Autozones appear in light gray. The shape, color, and name of autozones created in Device Manager can
only be modified in Device Manager, not in the Configure Zones dialog.
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Autozones have lower priority than manually defined zones. If you define a zone in the Configure Zones
dialog that overlaps the autozones as in the yellow zone below, MWE reports a tag blink in the tag zone to

MotionWorks Enterprise 2.0 Device Manager

be the yellow zone, not the autozone.

=]

rgl
&

I Configure Map

B, £ &

P3 configure Zones

4 B,

oo
|

| 2 NS

-

¥

® 2

(G

|
_+_ _+ |

et

_} i ] _.1

(A

San J|
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Templates

You can add several devices in Device Manager with the same configuration, for example, several FX
readers with the same Operation Mode (such as Conveyor mode) and the same number of antennas (such
as 4). To do this, define a template with this configuration and select the template when adding a new
reader rather than adding the information with each new reader. This auto-populates the corresponding

fields in the new devices.

Creating a Device Template

To create a template:
1. Click Templates on the toolbar.

Dasshiboard s History Herts Infrastructure  Configuration Users  admin v

. zEBRA

@ North LA Site- Office Area (2) = | < Refresh  + Acd @ Siteinfo [E] Templstes | m &
: =] -

Infrastructure / Devices

Config. State

[0 DeviceType &= | Device Model = |
] (] AFID Reader FX7500 3 Published Horth LA Site

] AFID Reader FiT500 & 132168129 na Sweed Hortn LA Site Office Area |
2. Click + Add

Alerts Infrastructure Configuration Users admin ~

. ZEBRA Dashboard  Reports  History

€ Infrastructure / Templates «r Refresh + Add @ Details | I

3. Click a Device Type, such as RFID Reader.

Dusteosd  Pepots  Misloy  Aels | imbsincte  Confiuition  Uses  admin <
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A dialog displays basic configuration parameters for the selected device type. Scroll down to display all
parameters. The following dialog displays Data URL = blank (MWE server), Operation mode =
Conveyor, a Tag ID Filter that only allows IDs that begin with 123, and two enabled Antennas.

st feports Moty Aels | fastses  Confgamin  Uses g

5 Dats URL
Devie Typs ]
T Opeton
S E
A Linked Do
Data URL ]
Bata R
Cperation L]
ot e
O smpls @ Co O I O Forts
g 0 e [ fainsn
Foetn reiate -
[ [ vt s nem Temguaie [ e Ciuanges |

oo Dt UAL
T opeason
i =
& " [S——
& Linked Devices. O smpe @ o O Per
wg 0 e ach Cewmten
Pt v | e -
Arsercas L]
B tnatie
s -
B Enanie
= T e |

4. Click Save as new Template if you are creating a new template or Save Changes if editing an existing
template.

If creating a new template, enter a template name and description, and click CREATE TEMPLATE.

-
New Template Details

Ne device will be updated
Name®

FIFID Feader Template 001

Deseription®
Templare te b used for RFID readers at warensuse &1

ANCEL CREATE TEMPLATE
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The Templates dialog lists all templates created.

%;IIEBRA Dashboard Reports History Alerts | Infrastructure Configuration Users admin ~

< Infrastructure / Templates +> Refresh + Add @ Details | Il

[0 Name Device Type Last Updated

|:| RFID Reader Template 001 RFID Reader admin 1/30/21,6:01:28 PM 0 Edit i

To return to Device Manager, click < on the top left or select Infrastructure > Devices from the main menu
bar.

Using a Device Template

When adding a new RFID reader in Device Manager, select a previously defined template to auto-populate
all fields specified in the template. See Adding a Reader to get started, and on the Provide device details
dialog, click the edit (pencil) icon in the Template column.

s_:!_h_zgggn Dashboard  Reports  History Aerts ‘Im-'ss-m-:tur( Configuration Users  admin ~

< Add Devices Manually

O soecttpesa © Provice device cerass (5 ]

[Desvies type and model o - ® Fiow Statis  [Message

RFID Reader - FXTS00

Horth LA Site-F¥7500-21-30-1902311 X 3| Hotemplate Fa K n >

/

cancel [

Select the desired template and click OK.

-
Current template: No Template

Select Template

GConfigure the device without template

Template name Author Creation date
RFID Reader Template 001 admin 1/30/21, 6:01:28 PM

Description
Template to be used for RFID readers at warehouse #1

Note that the number of antennas (and other parameters not visible in this window) is automatically
populated. After entering the Hostname click Save and continue with the procedure in Adding a Reader.
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Bulk Operations

Actions on Readers

Clicking the action menu (three-dot icon) for a reader opens a menu of actions to perform on the reader.
To perform the same action on multiple readers, select the checkbox for each reader in the set, click the
action menu on the rightmost column header, and select the action. This applies the action to all selected
readers.

{f_h.IEBIIA Dashboard  Feports  History Herts |H|r1.asnu'.1ure Configuration Users  admin v

Intrastructure / Devices @ Horth LA Site - Office Area (3) ~ | 3 Retresh 4 Agd @ Siteinto [E) Templates i u &

Device Type = | Device Model = |Firmware = | Hostname & | Antennas Config. State = | Site Name &= | Map Name :_|

Upgrade Fimmware
RFID Reader FXT500 192.168.1.93 Published Narth LA Site Office Area

Aitikee

a

h 4

RFID Feader FX7500 4 19216813242 nfa Saved North LA Site Office Area | Edon Map
— Publish
L4

FRFID Reader FXT500

B

10.0.0.50 nia Saved Harth LA Site Dffice Area P

S0
—_—

Enable

Disable

Batch Import

To use batch import to add many devices in Device Manager:
1. Click + Add > Batch Import.

Q\“'-.IEBR,A Dashboard Reports History Alerts ‘ Infrastructure Configuration Users admin ~
T AT e Tt @ North LA Site- Office Area (3) ~ | 4 Refresh + Add @ SiteInfo [E) Templates | m &
Device Type = | Device Model = |F\m1were Hostname = = | Antennas Config. State SRS Rl Add Devices Manually 3
& Batch Import
RFID Reader FX7500 170 & 192168193 Published O e e
RFID Reader FX7500 4 1921681242 n/a Saved North LA Site Office Area Edit m
RFID Reader FX7500 4 100050 n/a Saved North LA Site Office Area Edit m

2. In the Batch Import dialog, drag and drop the import file into the indicated area. To determine the

Dashbowrd  Reports  History Merts | infastucture  Configuration  Users  admin *

@ 2dafies toimport © cornim r1ed e © Fracene

Hotiles uploaded yet

Erag & Drop C5V files here

CSV Hle requirements
+ The import file must be csv extension

« Allthe data is read by rows, first the headers and then the infermaticn of the devices
* Allthe nformation must be clear and sepasated by a comma

e

Download C5V file template
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3. The import file displays under Uploaded Files. Click Next step: Show Devices.

Reports  Hiistory infrastructure  Configuration

@ »ad files 1o import

0:4 e ne

Uploaded Files

Batchimport-01.c5v X
Drag & Drop CSV files here

CSV file requirements

+ The import file must be _cav extension
o All the data is read by rows, first the headers and then the information of the devices
« Allthe information mist be clear and separated by a comma.

Download CSV file template

Dushboard  Peports  Hmlory Arts Inirastructwre Configuraticn

@ sooviestoimpon 1) Contiem imported devcen X

Files uplcaded: Dachimpon-0l cov  Devices detected FFID Reader (10)  Devices with efors: O

th errers

FFID Fleader  FASS00 Warenouse 1 Fecener | 1534354355 Templatedd & o1
RFID Feader  FXTS00 Warehouse 1 feceiver I 1534354356 nia 3 e
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The Row Status column indicates whether the reader was added successfully. Click Place devices on

map.
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6. Drag each reader to the desired location on the map, or click the down arrow next to each reader name
to edit x,y coordinates and define autogenerated zones.
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7. Click Save All.
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The imported readers display in the Device Manager.
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	1. Open the Devices Manager page in the MWE web client.
	2. In the toolbar, click All Maps.
	3. Click the desired map to select a site and map for the device location.
	4. The name of the selected map displays on the toolbar.
	5. Click + Add > Add Devices Manually.
	6. RFID Reader displays. This is the only device type supported in MWE 2.0.
	7. Click on the device type (RFID Reader) to see the models supported and click < and > to indicate the quantity of each model to add. This example adds 1 FX7500.
	8. Click Next Step: Device Details.
	9. The device type and model display with an auto-generated device name in the form SiteName_DeviceModel_UniqueNumber. To change the device name, enter it in the text box.
	10. In the Hostname field, enter the IP address or a fully qualified domain (FQDN) for the device. Note that the IP or FQDN must be reachable from the MWE Linux server, which hosts the service that communicates with the devices.
	11. Do not specify anything in the Template field for now, as this is addressed later. This device page displays fields/columns specific to the device being added, such as the Antennas column for RFID readers. Use the < and > buttons to indicate the ...
	12. A yellow banner briefly displays showing the result of the operation. The Row Status column also displays this result. Click Continue.
	13. Place the device on the map. Also specify the position of each antenna if the device has antennas that can be positioned independently, such as passive RFID readers.
	14. The left pane displays all added devices. Drag each device into the map window by holding down the left mouse button and drop it at the desired location, or click the down arrow next to the device name to manually enter coordinates for the device.
	15. If you de-select All antennas use reader position, enter x,y coordinates for each antenna, or drag and position each antenna on the map.
	16. Create one auto zone per antenna is discussed later. After positioning the RFID reader and antennas, click Save All to return to the main Devices page, which now displays the added devices with the Config. State column displaying Saved for each d...

	Initializing a Reader
	Readers and Servers on the Same Network
	MWE Server in the Cloud
	1. Launch the application and enter the MWE server URL, which is the same URL used when launching the MWE web client (such as https://mwe.company.com) and click NEXT.
	2. Enter the same login credentials used to log in to the MWE web client and click LOGIN.
	3. Select Infrastructure > Devices (or Infrastructure > Device Manager depending on the version).
	4. On the toolbar, click All Maps.
	5. Select the site and map where the reader is located.
	6. Click action menu (three-dot icon) > Initialize in the row for the reader.


	Upgrading Firmware
	1. In Device Manager, click Firmware in the report toolbar to open the FX Reader Firmware page.
	2. Click +Add.
	3. Click Select Firmware File, browse to the location of the firmware zip file (such as FXSERIES-3.26.90.zip), and then click UPLOAD AND SAVE.
	4. Return to the Device Manager main page and click action menu (three-dot icon) > Upgrade Firmware.
	5. Select the firmware version and click Upgrade.
	6. Close the dialog. A circling icon displays in the Status column during the upgrade. When complete, the new Firmware Version displays.
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	1. Selecting Edit on Map from the reader's menu.
	2. Click the down arrow next to the reader name on the left to display the x,y coordinates of the reader and antennas. If the All antennas use reader position option is selected, when you drag the reader on the map the reader and its antennas move to...
	3. Deselect All antennas use reader position to enter different x,y values for each antenna. You can also drag antennas independently on the map. The following figure displays a reader and its two antennas.
	4. Select Create one auto zone per antenna option, to auto-populate the Zone field for each antenna with a zone name.
	5. The auto-generated zone name has the format hostname-antennaNumber-az, where hostname is the IP address or FQDN entered when adding the reader and az is the autogenerated-zone. To change the auto-generated name click Zone and Antenna Mappings.
	6. Click AZ on the vertical toolbar to display the auto-generated zones on the map.
	7. After generating autozones and optionally renaming them, click Save All to save changes and return to the main Devices dialog.

	Multiple Antennas in One Autozone
	Configuring Zones and Autozones
	Templates
	Creating a Device Template
	1. Click Templates on the toolbar.
	2. Click + Add
	3. Click a Device Type, such as RFID Reader.
	4. Click Save as new Template if you are creating a new template or Save Changes if editing an existing template. If creating a new template, enter a template name and description, and click CREATE TEMPLATE.

	Using a Device Template

	Bulk Operations
	Actions on Readers
	Batch Import
	1. Click + Add > Batch Import.
	2. In the Batch Import dialog, drag and drop the import file into the indicated area. To determine the format required for an import file, click Download CSV file template to download a file template.
	3. The import file displays under Uploaded Files. Click Next step: Show Devices.
	4. The readers in the imported file display. Click Save to add the readers to Device Manager.
	5. The Row Status column indicates whether the reader was added successfully. Click Place devices on map.
	6. Drag each reader to the desired location on the map, or click the down arrow next to each reader name to edit x,y coordinates and define autogenerated zones.
	7. Click Save All.




