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Objectives

A large percentage of the Workcloud Communication deployments already have Active Directory (AD) and
Active Directory Federated Services (ADFS) deployed in their enterprise.

The purpose of this document is to inform the administrator of the items necessary for PTT Pro and Profile
Manager to provide authentication, provisioning, and transformation using the existing AD database.

Environment Description

The Workcloud Communication solution supports the use of OAuth2 authentication using ADFS to provide
the ability for a single device to be used by multiple users. This is often referred to as the Shared Device
Model as opposed to the Dedicated Device Model.

The support of a Shared Device model is based on the configuration of a Relying Party Trust in the
customer’s ADFS server. A fully integrated Workcloud Communication solution includes integrating with an
Identity Provider (IdP) solution, like AD/ADFS. The functionality of an IdP connection serves three purposes:

1. User Authentication
« Granting user access to the system by validating credentials
« Providing a shared device usage model

2. User Provisioning

« As associates join and leave the enterprise, they are added to and deleted from the IdP by the
customer administrators. The connection to the IdP with Profile Manager and PTT Pro provides the
ability to automatically synchronize the user databases with changes made in the IdP.

3. Attribute Transformations

« Various elements in the IdP database can be evaluated to determine the profile configuration sent to
the users.

When the Workcloud Communication solution is fully integrated with AD/ADFS, all three functions are
available. Both Profile Manager and PTT Pro rely on the IdP to simplify and automate what would otherwise
be a manual process.

The focus of this document is the ADFS configuration and how this determines the configuration of PTT Pro
and Profile Manger.

PTT Pro Setup

When PTT Pro is deployed, Zebra requires the following information to configure the and for the
customer.

« PTT Pro configuration elements:
«  OAuth URL
+ Access URL
« OAuth Token

The configuration elements are available through the Well-Known URL.

NOTE:

« To support the shared-device model, the serial numbers of each device must be entered into
the .
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+ The can support a mix of OAuth and Activation Code device users.

« Each device user must have an OAuth user name to authenticate to the Azure AD.

Profile Manager Setup

When the Profile Manager is deployed, Zebra requires the following information to configure the server for
the customer.

+ Host URL

« Authentication Path
« Token Path

« ClientID

« Client Secret

« Token UserName

« Client Authentication - Header or Body

ADFS Configuration
Workcloud Communication supports the Forms based sign-on process. Some deployments use Windows
Integrated Authentication (WIA) which is not compatible.
This guide assumes the following:

1. The customer has an existing 2016 Windows Server with ADFS installed. Additional documentation
describes differences when a Windows 2019 and Windows 2022 server.

2. Current Certificates are installed on the ADFS server.

3. The ADFS services are installed on a server that is joined to the Active Directory Domain Controller.
4. Administrative privileges are assigned to the user configuring the system.

If the deployment uses WIA, please review the following information:

- How to configure intranet forms-based authentication for devices that do not support Windows
Integrated Authentication (WIA) | Microsoft Docs

ADFS Server Versions

Windows 2016
Windows 2016 Datacenter server supporting SPA (Single Page Authentication)
version 1607 10.0.14393 Build 14393

Server 2019 and 2022
Concepts presented for Server 2016 can be applied to Server 2019 and 2022.

Prerequisite Information

The PTT Pro and Profile Manager servers both require specific URL and Token information to provide a
connection to ADFS.

This section describes how to use the Well-Known URL to discover this information


https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-intranet-forms-based-authentication-for-devices-that-do-not-support-wia
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-intranet-forms-based-authentication-for-devices-that-do-not-support-wia

PTT Pro and Profile Manager AD/ADFS Integration Guide

About the Well-Known URL for ADFS

The Well-Known URL concept was created to provide a publicly available central location for server and
metadata resources. It provides publicly available information about a site.

A Well-Known URL defines a sign-in flow that enables a client application to authenticate a user and
to obtain information (or claims) about that user, such as the user name, email, and so on. It is useful

to identify URLs, encryption schemes, and other information useful in establishing server-to-server
communications.

Customers may know their Well-Known URL. The construction of the Well-Known URL is typically

https://<server _DNS>/ adf s/ . wel | - known/ openi d- confi gur ati on, although there can be
differences.

How to Find the Well-Known URL

You can determine the Well-Known URL using the ADFS Management Console.

Navigate to Endpoints.

The Well-Known URL is constructed by taking the customer host name and appending the value of the
OpenlD Connect Discovery.
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How to Use the Well-Known URL

The Well-Known URL helps configure the Profile Manager and PTT Pro servers to connect to the ADFS
environment.

The URL returns a JSON listing of the OpenID/OAuth endpoints, supported scopes and claims, public keys

used to sign the tokens, and other details. The clients can use this information to construct a request to the
OpenlD server.

The Authorization endpoint is shown below. In this example, the Identifier for the Relying Party Trust
is Z-Test-Trust. The authorization_endpoint: "ht t ps: // ptt proadf s. ptt pro. zebr a. cont adf s/
oaut h2/ aut hori ze/ " becomes https://pttproadfs. pttpro.zebra.com adf s/ oaut h2/

aut hori ze?r esour ce=Z- Test - Tr ust . Pasting this URL in a browser reveals helpful discovery
information.
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{
isswer: hitps //PTTPRO-ADFS E'L'tl: o, sebra, com/ !d 5.
authorization_endpoint: https; f !
token_endpoint: hitps://etipe amfg ptipro, gbu com/ g,-jjs,:n ﬂh; tokens,
Jwks_wrd: hitps://pitorgadfs.pttpro.zebra, com/adfs/discovery/eys,
" token_endpoint_suth_methods_supported: |
“client_secret_post™,
“client_secret_basic”™,
“private_key jwt™,
“windows_client_suthentication™
]F
" response_types_supported: |
“code™
“id_token";
“code id_token",
“id_token token"™,
“code token”,
“code id_token token™
1s
" response_modes_supported: |
CQuery”,
“fragment”,
“forms_post™
]F

" grant_types_supported: [
“authorization code™,
“refresh_token”;
“clisnt_credentials",
':.u'n':i-:t‘:;uram:::auth'g'r!'.-T;.'rr:;'-ut-l:eurrr",
“implicit”,
“password”,
“srv_chal lenge",
“urn:ietf:params ocauth:grant-type:device code™,

“device_code”
]l
" subject_types_supported: [
palrwize”
1.

scopes_supported: [
“winhello_cert”,
“wpn_cert"”,
“email™;
“allatclaims" ,
“profile”,
“logon_cert®,
“user_impersonation”,

“aza”,
“openid”
1
T id_token_signing alg values_ supported: |
“RS21%8"
1.
" token_endpoint_auth_signing_alg_valwes_supported: [
"RS256"
]l

This information is provided here as an introduction to the Well-Kknown URL which is helpful in establishing
the server connections to ADFS.

More information about using the Well-Known URL is provided in the validation section.
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ADFS Setup Flows

The following process describes steps for configuring the ADFS services running on a Windows 2016
server.

ADFS Server Definition
Windows 2016 Datacenter server supporting SPA (Single Page Authentication)
version 10.0.14393 Build 14393

Global Rule
Workcloud Communication depends on Forms-Based authentication.

Open the ADFS Management Console and navigate to Service > Authentication Methods to open the Edit
Authentication Methods screen.

Figure 1 Edit Authentication Methods Screen.
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Set Forms Authentication as the primary method for the network supporting mobile devices.

E/I‘ NOTE: This is an enterprise-wide setting. Changing the setting may affect existing operations.
= Check with the System Administrator before modifying.
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Configuration Process Overview

This outline describes the process to properly establish an ADFS configuration to support PTT Pro and
Profile Manager OAuth2 authentication. This outline may be helpful for advanced users familiar with ADFS
configurations.

« Add a Relying Party Trust
+ Name the Trust
« Skip the Cert — not required
« Skip the URL - not required
« Configure the Trust Identifier
« Choose the Access Control Policy
« Configure Claims Issuance Transform Rules
+ AddRule
« Select Passthrough Claim Rule Template
« Create Pass Though for Name
« Create Pass Through for UPN
« Bind the Token Decrypting Cert to Relying Trust
« Select the Token Decrypting cert
« Copy Cert to File -- Name and Save base64 cert file type
- Bind the cert to the Relying Party Trust in Signature
« Export the Token Signing Cert to be used in the PTT Pro OAuth configuration
« Create Application Groups
« Add an Application Group
« Select Standalone / Native application
« Capture Client ID
« Redirect = https://localhost
« Select Standalone Web API
« Add identifier
« Select Access Control Policy
« Add Application Permissions
« Add Issuance Transform Rules
+ Add Rules
« Select passthrough Claim Rule Template
« Create Pass Through for Name
« Create Pass Through for UPN
« Apply Access Control policy

« Config Application Permissions to include Openid and Profile


https://localhost
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Create a Relying Party Trust
Add a Relying Party Trust using the ADFS Management Console.
1. Open the ADFS Management Console.
2. Select and Add Relying Party Trust.

&0 ADFS
@0 File Action View Window Help
= | @
] ADFS
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| #ccess Control Policies Overview
I —— S
2 Cle Add Relying Party Trust... Active Directory Fed
1 &p Mews Window from Here Learn More Aboul
Refresh What's new m Al
Help AD FS Deploym
ADFS Operation
Integrate Azure N
Monttor AD FS S
3. Select Claims aware.
Qi 2dd Relying Party Trust Wizard *
| Welcome
| Steps Wedcome to Ee Add Fiekying Party Trust Wizard
|i Wisleten .
1 7l < e | clairs in by Rokiere by ke Buthenbcabon and
[ s tcnns T due st st we b Lot i |
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4. Select the option to Enter the data about the relying party manually.

K Aud Relying Party Trust Wizard *

- Select Data Source

Swps Salect 9n cptinn that this wizend will ues b obisn dats aibout this relving gy
@ Welcona

() impod datn about the nelying pary pubkshed anbne or on & lcal netwolc
M@ Seinct Deta Source

Wisex this option 1o impont the necessany data and cerficates from & refying party orpanization that publishes
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5. Enter a name for the relying party in the Display name field.
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Click Next.
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8. No URL is required. Click Next.
9. In the Relying party trust identifier field, enter a meaningful name for the relying trust, and click Add.

In this example, the identifier Z-Relying-Party-Trust-ID is used.

Q) Add Redying Pasty Trust Wizard *
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10. Click Next.

The wizard advances to Choose Access Control Policy screen.
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11. In the Choose an access control policy field, choose Permit everyone.

12. Leave the Access Control Policy option unchecked.

14
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13. Click Next.

The wizard advances to Ready to Add Trust. The summary page provides the ability to review all
selections made.
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14. Click Next.
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15. Ensure the Configure claims issuance policy for this application box is checked.
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16. Click Close to finish. The console returns to the Relying Party Trusts summary page.
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Configure Relying Trust for Claim Issuance Policy

Edit the Claim Issuance Policy of the Relying Trust policy.

1. Right-click on the new Relying Trust policy and select Edit Claim Issuance Policy.
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2. Click Add Rule.

Edit Clawn Issuance Palicy for Z-Dema-Trust
ssusnce Transform Fules

The folowing transfom ndes speciy the claims thal wil ba sent 1o the lving party

Onder  Fude Mame lesuad Clasrs

Add Rule.._ Edt Fule Remeve Rue...

[

3. Inthe Open rule template drop-down, select Pass Through or Filter an Incoming Claim.

G 2ok Beanatzorm Clam ok Wased -
Sedect Fule Template
T e e w1 T SE A T AT W el o T collowreg 0 [Te SRR e
& Sauss Fuls T e por SR ol e
® Conlyss T R Dy e e
Pamr Thomag i S 7 P Ciw -
iy miba v Samcroenn
Largthe P T g o Cber am mozeeg Caer s fercons o 2ee s s ol mo e e
it 3 poociod g b i oae ge M o v o suoreg caea wih @ sooud i L
L L e T e T e T T T
< v e Fra i e ety LB Caeve hal ol i @R Blilicr dem wlt Fo s
dum hys vy e anfed ey Pl e ¥ roseeg deire ey tesed o Fe riss heng effar
s (] | e
4. Click Next.

5. Enter a name in the Claim rule name field.

6. Select Name from the Incoming claim type menu.
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7. Select Pass through all claim values.

G 234 Transiorm Clawms Rule Wizard
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8. Click Finish.

The console returns to the Insurance Transform Rules screen.
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Click Add Rule to add another Rule for UPN.
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10. Click Finish when UPN is complete.
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Add Rule. Edit Ruls. Raserwn Fuls.

Click Apply to return to the Relying Trusts listing.
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Export the Token Decrypting Certificate

Select the certificate for decrypting the token and export it for later use.

1. Select ADFS > Service > Certificates from the ADFS Management Console view.
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The Certificate window appears.

2. Select the appropriate token-decrypting certificate from the Certificates window.

& Cetificate s
General Detals  Corsfication Fath
Show: <Al | w
Eei Vakst -
:__"l'crnm V3
|| serial rmumbber 04 b9 a5 36 4 4 25 a0 30 ad ..,
|, | sgnature slgonthe A ZEERSA
|| signature hash algorithm shag
[ Thawte RSA CA 2018, www.d...
| o vabed rcen Wednesday, Janusry 5, 2022 ...
| vt v Thursday, January 5, 2023 11...
1= 1% bt 5 mbnen rabes rnem Pahes Ta ot
Edit Properfies. .. Copy toFie....

3. Right-click on the desired certificate, click the Details tab and copy the certificate to a file on your
computer.
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4. Use the Certificate Export Wizard to export the Token Encryption Certificate to a Base-64 .CER file
type.

& &= Certificate Export Wizard

Excpeort File Format
Certificates can be exported in a variety of fie formats,

Selact the format you want to use:
() DER encoded binary X. %09 {.CER)
(%) Base-54 encoded X, 509 (CER)
() Crypangraphic Message Syntax Standard - PKCS #7 Certificates (P75}

Inchude &l certficates in the certification path if possile
Personal Information Exchange - PECS 212 (FFX)
Imchude al certificates in the certification path if possible

Dwdete the private ey if the export 5 swocessful
Export al extended properties
Enable certficate prrvacy

Microsoft Sevialized Certificate Store (.55T)

G

5. Name the exported cert and save it to a location on your computer.

6. Click Save to finish.

Bind the Token Decrypting Certificate to the Relying Party Trust

Select the Token-Decrypting Certificate you created earlier and bind it to the Relying Party Trust.
1. Select Relying Party Trusts to display the list Replying Party Trusts.
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2. Right-click on the trust and select Properties.
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3. Select the Signature tab and click Add.

Z-Desniee Trus Frogenies =

Opanizstien  Edponis Prosy Endpomis Notes  Advanced
Maordong bdenidwrs Ercrypinon Spnete Accepied Claws

Spescty e mgrasiure venfication cenficat e for reguass fom th neving
p3Ty.

.Squ: It Effestive Dals Ergwaix

4. Browse for and select the exported Token Encryption Certificate and click Open to add the certificate.

Z-Derna-Trust Properties b4

Omganization  Bndpoints Py Endpoints: Motes  Advanced
Monitoring  Meniifiers  Encryplion  Signature  Ascepted Claims

Specify the signature vesfication certficates for requests from this relying
party

Subject ST Effective Date Expiratic
ElcHN="pttpro2.. CH=Thawte RS.. 1/5/2022 12.00... 1/5/20

5. Click Apply and OK to finish.
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Export Token Signing Certificate

Export the Token-Signing Certificate using the same method as the Token Decrypting Certificate to a
Base-64 .CER file type.

1. Return to Certificates and select a valid Token Signing Certificate.

l* File Action View Window Help

| #mm HET

W Service
| Attribute Stones Specd leer
| Buthentication Methods Senace communscations
| Certificates B ptipro eebra oo, O=Zabra Technokoges Comorati..  Ch=Thawte RSACA 2018, O
| Claim Descriptions Token-decrypting
Device Regirtration [EICN=ADFS Encryplion - PTTPROADFS plipr pebrm com  CN=ADFS Enceyplion - PTTP
1 Endpoints [ECHa" ptipm ebra nom, OaZebm Technaoges Comporsti.. CHaThawte ASA CA 2018, O
| Scope Descriptions Tokmv-ciing
| Web Application Dru}'q-' -
[EICH=ADFS Signing - PTTPROADFS plipen sebea.com CN=ADFS Signing - FTTPRO)

| Aceess Control Policies
Redying Party Trusts

1 Clairms Prervider Trusts

| Application Groups

B CW="plipm 2ebr com, O=Febra Technologies Copomti,..  CN=Thawas RSA CA 2018, O

2. Export the selected certificate in that same fashion as the Token Decryption Certificate.

Save the certificate. You will use the Token Signing Certificate to configure OAuth2 in the PTT Pro
Server.

Create the Application Group

When you define the Application Group, the template selection determines whether a Client Secret is used.
The process flow below describes two flows. The first process flow steps through a configuration without
the Client Secret, and the second process flow shows a configuration with a Client Secret. Workcloud
Communication supports both configurations.

The use of a Client Secret is up to the Customer. If the customer wants to use a Client Secret:
« The Client Secret must be defined in the Profile Manager.

« Ifthe secret is not populated or is incorrect for the customer in Profile Manager, the user is prompted
for credentials but the Profile Client displays an “Unknown Error” message when the credentials are
entered.

« The Client Secret must be included in the PTT Pro Client configuration.

« Ifthe Client Secret is not included in the PTT Pro client JSON configuration file, the client displays a
security error when the connection is activated.
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Create a Standalone Application Group
After you create the application group, you need to create a Web API Application Group. If the customer
requires a client secret, choose the procedure referenced in the post-requisites.

1. Inthe ADFS Management Console, right-click on Application Groups and select Add Application
Groups.

'@ File Action View Window Help
@75 Hpm

] ADFS Applicati
w [] Service
| Attribute Stores Name
| Authentication Methods pertal)
[ Certificates pitpro
[ Claim Descriptions test
" Device Registration pentaf
= . test 14
| Endpoints adityel
_ Seape Deseriptions ottpro]
| Web Application Proxy iospiig
[7] Access Control Pelicies
| Relying Party Trusts
| Claims Provider Trusts

1 Ap Add Application Group...

View ¥

Mew Window from Here
Refresh

Help
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2. In the Templates list, select Native Application from the Stand Alone Application list.
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3. Enter a meaningful name and click Next.
The Client Identifier is displayed in the Add Application Group Wizard.

a) Copy the Client Identifier so that you can paste it into a validation application such as Postman.

b) Enter htt ps://1 ocal host in the Redirect URL field.
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4. Click Next and Close.
The next depends on whether the customer requires a client secret:

« If a client secret is not required, proceed to Create Standalone Web API Application Group on page
26.

- Ifaclient secret is required, proceed to Create a Web API Application Group with a Client Secret on
page 29.

Create Standalone Web API Application Group

Use this task to create an application group that does not use a shared secret.

1. Open the ADFS Management Console
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2. Right-click the Application Group and select Add Application Group.
3. In the Templates list, select Web API from the Stand Alone Application list.
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4. Configure the Web API.
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a) Enter a name in the Name field.

The name is appended to the Access URL to access the ADFS Application Group, asin https://
<server_nane>/ adf s/ oaut h2/ aut hori ze?r esour ce=pt t pr o-i d in this example.

b) Click Add.
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5. Click Next to advance.

The Access Control Policy defaults to Permit Everyone.
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6. Click Next to advance.

Under Permitted Scopes, the application permissions default is openid. Also ensure profile is checked.
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7. Click Next to advance.

A summary is shown.
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8. Click Next to close and finish.

Create a Web API Application Group with a Client Secret

Use this task to create an application group that uses a shared secret.

If the customer uses a Client Secret, the Application Group configuration is different.
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1. Select Server Application accessing a web API from Client-Server Applications instead of Native
Application from Standalone applications.

| @1 Add Application Group Wizard X
Welcome
Steps Mame:
@ Welcome |Z 200 Group Secret
@ Server application 0 —

@ Configure Application
Cresdentiats

@ Corfigure Web AF|
@ Apply Access Control Palicy

@ Configure Application
Pamissi

Template:
Client-Server applications
@ Summary am:mmmﬂawﬁhﬂ

Cenver application accessing a web AP
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2. Enter a meaningful name in the Name field.

The Client Identifier is automatically generated. Copy the Client Identifier for later use.

| G Add Application Group Wizard b4 J
Server application
Steps
@ Welcoma
@ Server apphication
@ Configure Application
Cradantials

@ Configure Web AF| Redirect LR

@ Apply Access Control Policy |i cample: hitps -/ /Contase com | Add

@ Configure Application
Permise:

@ Summary
@ Complete

<o | [Tt ] [ e

3. Enterhttps:// | ocal host inthe Redirect URI field.

4. Click Next to advance.
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5. Select Generate a shared secret in the Configure Applications Credentials screen.

|| G Add Application Growp Wizard * u
Configure Application Credentials

Heps Saelect credentials used by the apphcation to authenticate teeF with AD FS when requesting access tokens.

@ Welcom
o [ Register s key used to sign JSON Web Tokers for suthertication
@ Server application

i

@ Corfigure Application
Credentials -
@ Corfigure Wab AP| U
Salact the AD Account:
@ Ppply Access Cortrol Policy
Example: CONTOSD \opensave Celact

@ Configure Application
P
Generste 3 shared sacrel
Secret:
|NWN5:&BWEFEQWIKHDHT-EWMH | Copy to cipboand

@ Summary
@ Complate

0 Copy ard save the secret. You will not be able to view the secret after the application group is
created. You can resel the secred |sber if requined.

<Previous | Met> | Cancel

6. Copy and save the secret that is generated. The shared secret will not be shown again.

7. Complete the creation of the application group as previously described Create a Standalone
Application Group on page 24.
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Add Claims to the Application Group

After creating the Application Group, the Claims Issuance may not be automatically prompted for and must
be added.

1. Right-click on the Application Group and select Properties.

I-ipp-Group-Stamddlone-Natrve-App Properties X
General

Masree:

(24 Group-SlardMone-Hatve-Fon

Depcrgtion

Applcations:
Hame Diesonplion
Matro sppbiaticn
Web AP
Lehgp roup-Sardone Hate-fpp < Wb API

Add appboaion
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Select the Web API application and click Edit.

T-App-Group-Standlene Native- App - Wieh AP Preperties

atlirs Moty Acosss cortrol pobcy  lisusnce Trandform Rules  Chent Pesmissors
Spacty tha dieplay name aredl dentifary For thie ripng party bt
Doy s .

|2 pp-tarmug Standione-Hatwee -bpp - W API

Fstng party idenbfisr

[ a4

Evnrnpie: hmpa /A8 pontods comrada senices sl

Rahyng party ierihens

piipen Rincem
[

Select the Issuance Transform Rules tab.
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4. Click Add Rule and enter two rules, one for Name and one for UPN.

I-App-Group: StandAlone: Maiive- App « Web AP Propesties =
ideihen Moles  Acoess conirel polcy  Hsuance Tanslom Flist et Pemason

Tha Balcrang bransfom rules spechy the clam Fal wil bs sert b3 the rlfpryg pady

Drder  Fubs Name: o] Clawy

Using two rules provides flexibility. The required Transform Rule is based on the content of the Access
Token.

In this snippet, we see both the UPN and the Name (unique_name) in the token. Refer toExamine the
Returned Access Token on page 43 for more details.
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5. Select Pass Through or Filter an Incoming Claim from the Open rules template drop-down menu.
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6. Click Next.

7. Enter a name in the Claim rule name field and select Name from the Incoming claim type drop-down
menu.

Ensure that Pass through all claim values is selected.

G Lo Tt DL Rt Wasd s
Cownlijas o ks
e s GiP -2 gueT d a5 2 Pvoasgh o W 0 e Fae. TGP e car g B e 5 Tl

e e e e wheiear i we Cer whoes o Wl

:lh-'l'--:f-'h—

Picko borgeaie: Fasn Treough o Bl on rooeeg Gy
=

i e 2

R Tegh o e aaan

£ P irvmagh o » mpachc dam veias

s ko Fp

£ P irmgh ame i e T nch AT Sa i e

17 P Brh e e ol ook sl o g ok

8. Click on Finish to return to the Add Transform Claim Rule Wizard.
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9. Repeat these steps to add a Pass Through UPN claim rule.
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10. Click Finish and Apply to display a list of the rules.

Z-App-Group-Standalone- Mative-App - Web AP Properties x
ldenifiers Mobes  Acoess control polcy bsance Trarsform Fulss  Chant Pemissions

Thos frlorwing travafiom russ specy the claira that vl ba sent 1o tha miing pady.

Order  Rula Nama Iesad Claims
1 Paes Thiough Name Narme

Pas=s Through UIFH

11. Click on Apply and OK to finish.

If the procedures under the ADFS Setup Flows were followed, the ADFS server support for the PTT Pro
server and Profile Manager should now be established.

The validation procedures provide tools and methods to help validate the configuration settings.
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Updating the Access and Refresh Token Lifespans

You can update the lifespan for access tokens and refresh tokens according to the requirements of your
business. The commands listed below require administrator privileges and must be run in Powershell.

__/‘ NOTE: The access token lifespan must be less than the refresh token lifespan.

1. Run the following command to issue refresh tokens. If refresh tokens are issued, you can skip this step.

set - Adf sRel yi ngPartyTrust -Target Nane "Rel yi ngPartyTrust nane"
| ssueQAut hRef r eshTokensTo Al | Devi ces

Replace RelyingPartyTrust_name with the address of the ADFS server.

2. Set the access token lifespan. This value is at the Relying Party Trust level.

set - Adf sW\ebApi Appl i cation -Targetldentifier ldentifier_nanme -
tokenlifetinme tinmelnMn

set - Adf sWebAppl i cati onPr oxyRel yi ngPartyTrust -TokenLifetime tinmelnMn

set - Adf sRel yi ngPart yTrust - Target Nane Rel yi ngPartyTrust nane -
TokenLi feTinme tinmelnMn

Replace Identifier_name, timelnMin, and RelyingPartyTrust_name with values appropriate for your
environment. The value of timelnMin is in minutes.

3. Set the refresh token lifespan. This is a global setting.

set - Adf sProperties -ssolifetinme tinmelnMn

Replace the value of timelnMin with the refresh token lifespan. The value is in minutes.

Validating the Configuration

After the ADFS server is configured, validate the configuration to ensure the PTT Pro and Profile Manager
servers operate as expected.

The following tools can be used to validate the configuration.

Postman
Postman is an API platform for building and using APIs. https://www.postman.com/downloads/

JWT Token validator
JSON Web Tokens are an open, industry standard RFC 7519 method used to represent claims
securely between two parties. JWT.IO allows you to decode, verify, and generate a JSON Web
Token. https://jwt.io

JSONLint
Validates the structure of a JSON file. JSONLint validates and reformats JSON, a lightweight data-
interchange format. Copy and paste, directly type, or input a URL in the editor and let JSONLint tidy
and validate your messy JSON code. https://jsonlint.com
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KeyCDN Cert Checker
KeyCDN is a web-based certificate checker. tools.keycdn.com

The Well-Known URL

When the Well-Known URL is pasted into a browser, it returns a JSON listing of the OpenID/OAuth
endpoints, supported scopes and claims, public keys used to sign the tokens, and other details.

Clients can use this information to construct a request to the OpenlD server. The example below is the
response returned from the ADFS server for the Well-Known URL.
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Figure 2 Response for Well-Known URL

{
issver: hitps://PTTPRO-ADFS.ptipro.zebra.com/adfs,
authorization_endpoint: hitps://pitproadfs.pitpro.zebra.com/adfs/gauthd /aythorize/,
token_endpoint: https:/Spttproadfs.pttpro.zebra,cos/adfs/oauthd/tokens,

juwks _wri: https://pttproadfis.pttpro.zebra. comfadfs/discovery/keys,
token_endpoint_asuth_methods_supported: |

“client_secret_post”,

“client_secret_basic®,

“private_key_jwt",

“windows_client_authentication™

1.
response_types_supported: [
“code”,

“id_token",
“code id token"”;
“1d_token token”,
“code token”,
“code id_token token”
1.
response modes_supported: |
“query”,
“fragment”,
“form_post™
1.
grant_types_supported: [
“authorization_code”,
“refresh_token"”,
“client_credentials”;
“wrn:ietf:params:oauth:grant-type: jwt-bearer™,
Simplicit”,
“password”,
“srv_challenge”,
“urn:ietf:params:oauth:grant-type:device code™,
“device_code”
1.
subject_types_supported: [
“pairwize”
1

scopes_supported: [
“winhello_cert”,
Svpn_cert”,
“email”,
“allatclaims",
“profile”,
“logon_cert”™,
“user_impersonation”,
“aza",
“openid”
1.
id_token_signing_alg values supported: [
“R5256"
1.
token_endpoint_auth_signing_alg values_supported: [
“R5256"

]J

I L L i I ——

The response includes the two URLs required by the PTT Pro server to complete the OAuth configuration:
the Access URL and the Token URL. Examine the Well-Known response to find the Authorization Endpoint
and the Token Endpoint.

« Authorization endpoint: ht t ps: // pt t proadf s. ptt pro. zebra. com adf s/ oaut h2/ aut hori ze
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« Token endpoint: htt ps:// ptt proadfs. pttpro.zebra. conf adf s/ oaut h2/t oken

Once the Authorize URL has been identified, resources will need to be added to the URL.

Z-Test-Rebying-Party Properties k4

Ceganization Endpoirts Promy Endpoints Mobes Adwanced
Mondorng  Mdentfiers  Encption  Signatue Accepted Caims
Spacey the despley name and idenifiars for this rehang party trus

[esplary name

[Z-Tast-Reing Pasty

Riskyire paty idaniifier:

| Ao
Expmpla: hitpe-/ A8 conloss com/adfssenices drust

[ox ] e |1 dosh

In our example, the Identifier for the Relying Party Trust is Z- Test - Tr ust, and the PTT Pro server
authorization URL becomes:

https://pttproadfs. pttpro.zebra. com adf s/ oaut h2/ aut hori ze?r esour ce=Z- Test -
Trust

Using Postman

Postman is a graphical tool used to test APIs and construct HTTP requests. You can also use Postman to
validate the Authorization and Token URLs, the Client ID, and the Client Secret you will need to access the
ADFS server from PTT Pro and Profile Manager.

NOTE: Postman can be freely downloaded from the web.

You can use a tool like Postman to validate expected connection attributes and retrieve an Access Token
from the connection.
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Figure 3 Requesting an Access Token

Curren Tolen
Qdanh 2.0

Ayalable Tokend

Adldl autiariration dats 1o Kequant Visadem
Haemder Predis Beare

Configure Méw Token

cerlguration Optans §

Aulforigation Code

Auth URL TEpE A TEe ci i DI, Dl

s Token UIRL Mg T pe et ipra Db comiedls o

Cliant ID IRBARA0E- B 1-4 02 4-b81 Y- BE5 33 PhEl

Use the information collected from the customer environment and enter the following information into
Postman:

1. Enter the Authorization URL in the Auth URL field.

The Authorization URL is found in the response from the Well-Known URL and then adding the identifier
from the Web API Application Group with ?r esour ce=.

2. Enter the client identifier in the Client ID field.

The client identifier is found in the Native Application Group.
3. Enter openid in the Scope field.

The openid is specified in Web API Application Group when creating the application permissions.
4. Enter openid in the State field.

After you enter the required information, clear any cookies that may be present and initiate the Get New
Access Token. If the settings are accurate, the console will prompt you for AD credentials. Enter valid user
credentials to retrieve the Access Token.
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Examine the Returned Access Token

After you sign on using Postman, the next step is to examine the returned JSON Web Token Access Token
(JWT) using the JWT Token Analyzer.
Copy the Access Token returned from Postman and paste the token into the analyzer at https://jwt.io.

Review the Payload portion of the token. For example:

Ry LOAD

« Valid encryption is expected, for example, RS256.
- The aud field contains the correct identifier.

« The identifier in the token must match the Relying Party Identifier stated in the Standalone Web APl in
the Application Group.

« The Claims Issuance examines the token contents, so the Claims can use the UPN. The Name is not
included in the Token so is not used or needed in this definition. If other elements are available, the
Claims can be refined with the token elements.

This process is also helpful in the Profile Manager environment to identify token elements used to
determine User Profile assignment.

Validate the Signing Certificate

A valid signing certificate is required for the PTT Pro server OAuth2 configuration. In a previous step, you
exported the Signing Certificate for later use. This process reveals if the Signing Certificate is valid and can
be used in the PTT Pro server runtime configuration.

Open the Signing Certificate in Notepad and copy the certificate into the clipboard.

Verify the integrity of the certificate using a validation tool such as Certificate Checker. Pasting the token
into the tool enables you to verify that the token details are as expected.
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Figure 4 Validating the Signing Certificate
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The Certificate Checker produces JSON output, which is not shown here for security purposes. The
Certificate Checker provides information including:

- Validity of the certificate
« Expiration timing
« The Signature RSA encoding

After you perform the validation steps, you can begin to configure the PTT Pro server and Profile Manager.

Configuring PTT-Pro to Support OAuth2

Configure the PTT Pro server to use OAuth2 to authorize requests and grants through tokens between the
customer’s identification provider and PTT Pro.

The OAuth2 Access URLs and the ADFS Signing Certificate token must be entered in the PTT Pro
Management Portal.
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1. Open the PTT Pro Management Portal through a Web browser and navigate to the Customer
Configuration.

= PTT Pro Subscriber Functions

[- Viewing Customer. Zebra EdenPrairia 02

| Profile Motes Licenze License History Templates Departments Usage
d: 1
Name: Zebra EdenPrairie 02

Website: =

Account Reference
Default Country: United States
Type of Business: Education
Billing Status: Setup Pending
Billing Status Date: 083072018
Billing Date: N/A
Demo End Date: NIA
Server Name: stage(2
Primary Server. stage(2 pttpro_zebra.com (23.101.167_41)
Secondary Server. stage(2-b_ptipro.zebra.com (23.101.166.131)
Billing Day: 1
Sales Force Opportunity ID
Sales Force Customer 1D
Sales Conduit: Zebra Azure Stage 2
Enterprise ID: 550
TCP Signaling Port: 4200

Edit RTP Gateway Config _ Call Idle Timeout Config Disable Client
Mon-Billable Activate Demo Invoice Sent Paying Deactivate Customer

2. Click Modify OAuth or Enable OAuth.
The Configure OAuth dialog box appears.
3. Enter the OAuth URL and the Access URL.

« OAuth URL example: ht t ps: // <server. domai n. conr/ adf s/ oaut h2/ aut hori ze?
resource=pttpro-id

« Access URL example: htt ps: // <server. domai n. con®/ adf s/ oaut h2/ t oken
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4. Select Dynamic or Static for the OAuth Certificate Usage.

- If you select Static, copy the ADFS Signing Certificate token you created previously and paste it into
the OAuth Token Certificate field. If the certificate changes, you must update the token to maintain
the Replying Party Trust with the PTT Pro Server.

Configure OAuth x|

OAuth URL: [ntips://ptiproadfs_pitpro_zebra cor

Access URL: |https://pttproadfs.pttpro.zebra.cor
OAuth Certificate
Usage: | Dynamic  Static

OAuth Token |___BFGIN CERTIFICATE—— -~
Certificate” |MI1GeTCCBWGgAWIBAGIQCaOIbAXZWIw+JDZXKY7hRzANBgkgh [
kiGOwDBAQsFADBe
MQswCQYDVQQGEWJVUZEVMBMGATUEChMMRGINAUNICNQgS
W5MRkwFWYDVQQLEXB3 -

Submit Cancel

- If you select Dynamic, enter the Open ID Metadata URL into the Open ID Metadata URL field. The
URL automatically handles certificate rotation.

For example, <Server URL>/.wel | - known/ openi d-confi guration .

Configure OAuth B8

OAuth URL: [niips://ptiproadfs_pitpro_zebra cor
Access URL: |hitps://pttproadfs.pttpro.zebra.cor
OAuth Certificate
Usage: Dynamic  Static
Open ID Metadata
URL: | | This field is required.

Cancel

5. Click Submit.
The Relying Party Trust is established in the PTT Pro Server.
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Configuring Profile Manager to Support OAuth2

The steps for configuring Profile Manager to support OAuth2 differ from the steps to configure PTT Pro.

Profile Manager configuration requires five elements, each element can be derived from the Well- Known
URL, the ADFS Configuration, or the Token Certificate.

- Enter each of the elements in the OAuth Details screen, as shown in the example below.

OAuth Details:

Host Url

pttproadfs.pttpro.zebra.com

Authentication Path

fadfs/oauth2/authorize?resource=pttpro-id

Token Path

fadfs/oauth2/token

(]
i

nt 1D

f3918ba0-2478-4b6e-9f0d-a3830127647b

Tosen Username

upn

Client Authentication *

Send client credentials in body

Host URL
The is the customer domain. The Host URL is the prefix for the Authentication and Token Path.
https is assumed and automatically added by the system.

Authentication Path

The authorization path is found by browsing to the Well-Known URL. The Resource query of the
Relying Trust Identifier must be added to the URL, as in ?r esour ce=ptt pro-id.
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Token Path
The token path is appended to the Host URL as it is captured in the JSON response from the
Well-Known URL.

Client ID
The Client ID is provided by the customer and copied at the time of creating the Relying Trust.

Client Secret Key
The secret is provided by the Customer and it is created when the Native Application Group is
established.

Token Username
The Token Name can be determined by using the JWT.IO web site to examine the access token
retrieved by Postman.

External References

There are a number of ways to configure ADFS but the configuration should allow Workcloud
Communication servers to communicate with the ADFS deployment.

The ADFS administrator may find the following links helpful.

« Single log-out for OpenlID Connect with AD FS | Microsoft Docs

« How to enable cross-app SSO on Android using MSAL - Microsoft identity platform | Microsoft Docs

« Mobile application authentication documentation | Microsoft Docs

« The mystery of the missing ADFS OAuth JWT claims | by Rory Braybrook | The new control plane |
Medium

- How to configure intranet forms-based authentication for devices that do not support Windows
Integrated Authentication (WIA) | Microsoft Docs

« AD FS 2016 Single Sign On Settings | Microsoft Docs
« AD FS OpenlID Connect/OAuth Concepts | Microsoft Docs

Revision History

Changes to the guide are listed below:

Change Date Description
MN-004591-01 | 08/2022 First version.
MN-004591-02 | 02/2024 Added topic for changing the access and refresh token lifespans.
MN-004591-03 | 05/2024 Updated OAuth configuration for the PTT Pro Server.
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