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Overview

42Gears SureMDM is an Enterprise Mobility Management (EMM) solution that enables companies to
securely manage devices and endpoints with any form factor and operating system throughout their
lifecycle, from deployment to retirement.

The Zebra Services Agent (ZSA) app is designed to be installed and configured through EMM tools.

Pre-requisites

Devices must be enrolled as Fully Managed Device using the 42Gears MDM's Nix Agent Android application.

To verify if devices are configured as Fully Managed Device, log into the 42Gears SureMDM Console, select the
Device, and then click Check Value of Android Enterprise from the top-right corner.

ZSA Device Setup

Setting up the ZSA app on the device:

1. Download the APK file and add it to the MDM app store.

2. Create an installation job and configure the application.

3. Granting required permissions for the ZSA application on non-Zebra devices.
4

. Assign all created jobs to the devices and verify the ZSA application on each device (Refer to the
FAQs).

5. Allow the ZSA to read the serial number and assign that job to the devices.

Deploying Zebra Services Agent

To add the Zebra Services Agent (ZSA) app to the MDM app store:

1. Download the Zebr a_Ser vi ces_Agent _V5. 0. 0. x. apk file from zebra.com/zebra-services-
agent.
2. Go to 42Gears SureMDM Console > App Store > Android.

3. Click Add New App and select Upload APK.
4. Click BrowseFile to upload the application.
A security warning message is displayed.
5. Select the checkbox and click OK to proceed.
After selecting the application, the Add App page displays.
6. Enter the Category and Description details, then click Add.


https://www.zebra.com/us/en/support-downloads/services/zebra-services-agent.html
https://www.zebra.com/us/en/support-downloads/services/zebra-services-agent.html
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Add App

* App Title Zebra Services Agent

* Category Zevra Services Agent

* Package Id com.zebra.servicesageant 5
* Version 5.0.0.2

* Version Code 50002 wic

ZSA v5.0.0.2 - Testing

* Description

e .

Installing Job Application for ZSA App with Managed Configuration Settings

Follow the steps below to add the ZSA app to the newly created job.

1. Go to Jobs > New Job > Android.

2.  Select Install Application Job, enter a JobName: | nst al | ZSA, and click Add APP.
The Install Job page displays.

3.  Select the Use Apps From App Store checkbox.
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| Add App |
Use Apps From App Store (0]
1gs
* Apps Zebra Services Agent L
* App Version 5.0.02 [ 50002 ) ~

Use Device Encrypted Storage
. o(d
|Direct Boot)

* Device Path @ | fsdcard/f
Install After File Transfer (0]
Delete File After installation o0

Launch App After Installation @
Add Shortcut To Home Screen (0] [:]
Auto-Grant Permissions (0]
Pre and Post Deployment Scripts (@D C]

Pre and Post Revoke Scripts @ [:]

Next

Select the application from the Apps drop-down menu.

Select the application version from the App Version drop-down menu.
Select the Install After Copy and Launch App Upon Installation checkboxes.
Select Auto-Grant Permissions checkbox.

Click Next to configure additional settings for ZSA and its modules.
The Application Restrictions page displays.

You can skip the configuration by selecting Skip Configuration or configure the required settings and
click Done.
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Application Restrictions

Skip Configuration 6] D

Note : This Feature will be supported on Android Enterprise enrolled devices running with SureMDM Agent
versions 27.31.08 and above.

System Configuration
PBR Configuration
Drop Detection

Data Collection

DDT Configuration

Application Configuration

® ® @ @& @ @ @

Proactive Device Monitoring

Done

10. Go to System Configuration, enable the ZSA Configuration and Start Collecting alogsin file options and set the
Configuration of the log level for ZSA with the following values:

O: Info
1: Debug

2: Sensitive
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Application Restrictions

skip Configuration (0] D

Note : This Feature will be supported on Android Enterprise enrolled devices running with SureMDM Agent
versions 27.31.08 and above.

© system Configuration

Enable/Disable of ZsSA Q
configuration of the log level for ZsA 2 v ‘
Start Collecting a logs in file C’

File upload URL

File upload retry count

Data upload URL

File upload retry interval in minutes ‘ 15
Data upload interval in minutes @ ‘

Enable/Disable of data collection C’

1. The system settings include three features for uploading log files:
File upload URL: Specifies the server path for uploading log files.
File upload retry count: Defines the number of retry attempts if the upload fails.

File upload retry interval in minutes: Sets the duration (in minutes) between each retry attempt after a
failed upload.

12. Settings for managing data uploads on non-Zebra devices:
DataUpload URL: Specifies the server path for uploading details of data collection. -

Data Upload Interval in minutes: Sets the frequency of uploads, defaulting to 24 hours (or 1440 minutes).
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Application Restrictions

Filg wpload netry count

Eie wpload ity nmterval in min e

Data updoad US4 milpafanalytick debia comiclient
Data wpload interval in minutes
EnableiDisabie of date ool 1

Ao Ued [l ToQ Qe Jata OOl TN n

Acoount Ho @

# PBER Conflguratien
#  Drop Detectien
#  Data Colkeetion

% DDT Condiguration

13. Data collection settings for non-Zebra devices:

Enable/Disable of data collection: Data collection is turned off by default. When enabled, it gathers
information on default enabled data collections, which can be uploaded to the server specified
in the Dataupload URL. Admin can modify the data collection that is default disabled.

Allow user to toggle data collection: Enabled by default, allowing users to change the status of data
collection via the app. Administrators can disable this option to restrict user access.

14. Mandatory Setup for Non-Zebra Devices

To view data on the VisibilitylQ portal, you must enter the AccountID provided by your Zebra
onboarding team during the ZSAinstallation.

Important: This step is mandatory for all non-Zebra devices to enable data visibility.
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Application Restrictions

—
File upload URL nttpefzaz.Leufovig.zebra.comisystemeonlig-gervice
File upload retry count 3
Filg upload retry intarval in minutes 15
Data upload URL nttpsffanalytics zebra.comiclient2
Data upload interval in minutes @ 1440

Enable/Disable of data collection (}
Allow user to toggle data collection e

Azcount Mo 0O | 2000054226

#® PBER conflguration

® Drop Detection

15. Go to PBR Configuration, enable the Enable/Disable PBR Configuration option, and provide a Custom Message as
required.

Application Restrictions
Skip Configuration @ D

Note : This Feature will be supported on Android Enterprise enrolled devices running with SureMDM Agent
versions 27.31.08 and above.

@ System Configuration

© PBR Configuration

Enable/Disable PBR Configuration [ @)

Custom message to show in the notification ‘ PUT_YOUR_CUSTOM_MESSAGE_HERE| ‘

In case of bad battery alert the user through a

o ) ~ Dialog Y
notification or dialog box

Block device usage @ O

@& Drop Detection
@® Data Collection

@® DDT Configuration

Done

16. Set the Incase of bad battery alert the user through a notification or dialog box with the following values:

- Notification



17.

18.

19.

20.

2.

22.

23.
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Alert Dialog(Default)
Alert Dialog with Assist

The Block device usage option is disabled by default. If enabled by the administrator, it prevents device
access when a bad battery is detected.

Go to Drop Detection, toggle the Enable/Disable of drop detection option as required.

Application Restrictions

Skip Configuration o0

Note : This Feature will be supported on Android Enterprise enrolled devices running with SureMDM Agent al
versions 27.31.08 and above.

@® system Configuration
@ PBR Configuration

©  Drop Detection

Enable/Disable of drop detection

)

Drop sensitivity level

Medium 2 ‘

In case of device drop alert the user through a
notification or dialog box

Notification v ‘

Allow user to toggle drop collection D
Collect location data with drop (@ ]
® Data Collection

@ DDT Configuration

@ Application Configuration

Set the Drop sensitivity level with the following values:
High
Medium (default)

Low

Set the Incase of device drop alert, the user should be alerted through a notification or dialog box with the following
values:

Notification (default)
Alert Dialog
Alert Dialog with Assist

The Allow user to toggle drop collection is enabled by default. Users can control this feature, and admins
can disable it to restrict access for users.

The Collect location data with drop allows to capture location (lat-long) data of the device when device
drop occurs.

Navigate to the Data Collection section. The settings for data collection on non-Zebra devices are as
follows:

Default enabled data collections:
Battery

Device Info
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Application List and Events
Application Usage
Battery Events
Bluetooth Events
RAM Stats
Flash Stats
Utilization
WWAN Information
Screen Brightness
WLAN Stats
Device Usage
Feature Usage
Doze Mode
Scanner Info
24. The Admin can modify the following data collections:

WLAN Info: Enable the Enable/Disable of WLAN info collection option and add value in Interval of WLAN info data
collection in minutes.

Low RAM: Enable the Enable/Disable of Low RAM collection option.

GPS Location: Track the device by enabling the Enable/Disable of GPS location data collection option and set
the Interval of GPS data collection in minutes.

Application Restrictions

© Data Collection
©  wilan Info

Enable/Disable of Wlan Info collection O

Interval of Wlan info data collection in minutes (O | 60

@  Low RAM

Enable/Disable of Low Ram collection C‘

© GPS Location

Enable/Disable of GPS Location data collection O
Interval of GPS data collection in minutes ® | e0 ‘
Set Location collection frequency in seconds O 200 ‘

=

11
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Geofence: Receive notifications when the device leaves a predefined area by enabling Enable
Geofence option and add Location Details information as follows:

Geofence Name: Name of the area.
Latitude & Longitude: Coordinates of the specific area.

Radius (meters): The radius in meters to cover around the specified latitude and longitude.

Application Restrictions

© Geofence

Enable Geofence O

© Location Details + Add

® Geofence Detall

Geofence Name @ ‘

Latitude @ ‘

Longitude @ ‘

Radius (meters) @ ‘

Storage Stats

WLAN Events (@

® @& @

Network Stats @

®

Network Latencv

Done

Storage Stats: Enable the Enable/Disable of Storage Stats option and add value in Interval of Storage Stats data
collection in minutes.

Storage Stats Parameters: Configure the package names for monitoring.

12
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Application Restrictions

® Low RAM
® GPS Location
® Geofence

© Storage Stats

Enable/Disable of Storage Stats O

Interval of Storage Stats data collection in
minutes

@‘50 ‘

Storage Stats Parameters @ ‘ ‘

@® WLAN Events @
® Network Stats @

@® Network Latency

@® DDT Configuration
@ Application Configuration

@ Proactive Device Monitering

Done

WLAN Events: Enabled by default and cannot be disabled. The admin can adjust the threshold
value (in Minutes).

WLAN event data is collected based on the configured threshold value.

Network Stats: Enabled by default and cannot be disabled. The admin can adjust the top no of app
counts.

Network Latency: Disabled by default, if enabled record network performance details for configured
host URLs, including the target host, measured latency, network type, signal strength,
connection information, and request result stats as error message.

13
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Application Restrictions

© WLAN Events @

Threshold value ‘ -75 ‘

© Network Stats @

Enter top no of apps ‘ 5 ‘

© Network Latency

Enable/Disable of Network Latency »

Interval of Network Latency data collection in ol s

minutes

Add the host URLs to check ® ‘ ‘

@® DDT Configuration
® Application Configuration

@® Proactive Device Monitoring

[ = ]

In the DDT Configuration section:

a
b.

C.

Enable the Enable/Disable DDT option.
Keep the Clear DDT configurations option disabled in the primary setup.

One-time tests: Set the Schedule test on specific date in DD-MM-YYYY format if required to schedule one-
time tests.

Repetitive tests: For repetitive tests, specify days using the format MON, TUE, VED in the Schedule tests
on specific days section.

In the Schedule tests at a specific time section, enter the test time in HH:MM 24-hour format for
executing one-time or periodic tests.

Run test when device is connected to charge:: Disabled by default when enabled the scheduled test will
run only when device is connected to charge.

Click Add in the TestPlan section.

14
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Application Restrictions

® Data Collection

© DDT Configuration

Enable/Disable DDT

Schedule test on specific date @

Schedule tests on specific days @

Schedule tests on specific time @

Run test when Device is connected to Charge

«©
Clear DDT configurations O
>

® TestPlan ® + Add

Test-log Retention @® | selectan Option A ‘

Upload Preference @® | selectan Option AV ‘
Done

26. Under the Schedule section, configure the test plan with the following values:

15
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Application Restrictions

® TestPlan @ =+ Add
© Test Plan (0]

@ Schedule @

Test Day (6] ‘ Monday v ‘

Test Time 0] i 10:30 ‘
© Activity ®

System to Test (6] ‘ Bluetooth v ‘
© Delivery ®

Protocol @® | FTP ~ ‘

IP Address ® [ 172.16.201.60 ‘

User Name 0] [ User ‘

Password ® i 42Gears@123 |

Done

TestDay: Day of the Week (For example, Monday)
Test Time: Time of the day for the test (HH: MM format)
Systemto Test: Select the test to schedule (For example, Bluetooth)
27. Under the Delivery section, select the Protocol as FTP, enter a valid IP Address, User Name, and Password.

28. Select the Test-log Retention as required.

16
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System Configuration

PBR Configuration

Drop Detection

Data Collection

O @ ® ® @

DDT Configuration

Enable/Disable DDT (:)
»

Clear DDT configurations

@® TestPlan @ + Ada

Test-log Retention @ | Keep after upload ~

Keep after upleoad

Upload Preference
p Delete after upload

29. Select the Upload Preference as required.

@ system Configuration
PBR Configuration
Drop Detection

Data Collection

@
@
@
(=) DDT Configuration

Enable/Disable DDT Q
»

Clear DDT configurations

@ TestPlan @ =+ Add
Test-log Retention (6] ‘ Keep after upload v ‘
Upload Preference @ l All test logs ~ \

Only on failure

All test logs
| '_

30. Under the Application Configuration section, there are two options, Wireless Insight and ZDS, which are
designated for Zebra devices only. More applications will be supported in the future.

17
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Application Restrictions

Mote | THis Eaalure will e SupEerted

wersboms I7.31.08 and above

& systern Configuration
¥ PBO configuration

# Drop Detection

#  Data Collection

*F  DOT configuration

= Applicstion Conthguration
= wirsless insight

cenfiguration |D Select an Option

Custom Configuratson

Wireless Insight: Configured using Managed Configuration through MDM or VIQ.

Configuration ID: Pre-defined ID specific to the Wireless Insight configuration that includes
several options.

= aApplication Configuration

Wireless Insight

Configuration 10 SEleCy an Oplan

seart Wil Analysis

Custom Configuration

Stan Cellubar Analysis

SEaMT Bt h [WIF and Callular) Analysis

Sroep WTT Aunabysis
- Stop Cellular Analysic

Stap both (Wil and Celbulad] Analyaas

Custom Configuration: Add the custom Wireless Insight configuration as a value.
ZDS: Configured through VIQ with a custom ZDS configuration.
31.  Under the Proactive Device Monitoring sections, enable the following options:

a. Frequent Wi-Fi Disconnections

Enable the Enable/Disable Frequent WiFiDisconnections and set the in case of Frequent Wi-Fi disconnection, alert the
user through a notification or dialog box with the following values:

Notification

Dialog (default)

18
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Application Restrictions

System Configuration
PBR Configuration

Drop Detection

DDT Configuration

@

@

®

® Data Collection
@

® Application Configuration
©

Proactive Device Monitoring

© Frequent WiFi Disconnections

Enable/Disable Frequent WiFi Disconnections 0
In case of frequent WiFi disconnection, alert the
R Dialog v
user through a notification or dialog box
@® Frequent Bluetooth Disconnections
@ Frequent Device Reboots
Alert On Severe Drop Detection ® C‘

e ]

b. Frequent Bluetooth Disconnections

Enable the Enable/Disable Frequent Bluetooth Disconnections and set the in case of Frequent Bluetooth disconnection,
alert the user through a notification or dialog box with the following values:

Notification
Dialog (default)
c. Frequent Device Reboots

Enable the Enable/Disable Frequent Device Reboot and set the in case of Frequent device reboot, alert the user through
anotification or dialog box with the following values:

Notification
Dialog (default)
d. Alerton Severe Drop Detection

Disabled by default. When enabled by an administrator, this feature allows the device to receive
commands from ZDS upon detecting a severe drop.

e. Alert onDevice Overheat

Disabled by default. When enabled by an administrator, this feature allows the device to receive
commands from ZDS upon detecting an overheat event.

. Alerton Device Over cold

Disabled by default. When enabled by an administrator, this feature allows the device to receive
commands from ZDS upon detecting an under-temperature or overcooling event.

19
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q

Application Restrictions
@ Proactive Device Monitoring
® Frequent WiFi Disconnections
© Frequent Bluetooth Disconnections
Enable/Disable Frequent Bluetooth Disconnections O
In case of frequent Bluetooth disconnection, alert
Dialog N
the user through a notification or dialog box
© Frequent Device Reboots
Enable/Disable Frequent Device Reboots O
In case of frequent device reboot, alert the user
Dialog A4
through a notification or dialog box
Alert On Severe Drop Detection ® O
Alert On Device Overheat ® O
Alert On Device Overcold 0] O
Done

32. Click Done.

@ NOTE: The newly created job displays in the Jobs List section.

Granting Required Permission for the ZSA Application for non-Zebra Devices

To grant all the required permissions to the ZSA application:
1. Granting notification permission.
a. Navigate to Jobs > New Job > Android > Run Script.

b. Add aJobName: ZSA Noti fi cati on Perm ssi on and enter the following script:

I #sur emdm

gr ant Runt i mePer m ssi on(com zebr a. servi cesagent,
andr oi d. per m ssi on. POST_NOTI FI CATI ON)

20
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' Hun Script
'i |
% n '
.
| — T ——Y [ P |
|
Earrmssre WRSIE
SHatform Sgned HLAT
et MK Canif by
Jevakcriph Comumandy
1 Lustimeatiie
i
| 1
[

¢. Click Save.

@ NOTE: The newly created job displays in the Jobs List section.

2. Granting runtime permissions and special permissions.
a. Navigate to Jobs > New Job > Android > Application Permission.

b. From the dialog box, add a JobName: ZSA Per mi ssi ons and click +Add.

m

Add App
# App Nama Zebra Services Agent a l
Package Name
App Permissions _
Body Sensors O | Grant o mEm
Calendar Grant w 5T
Call Logs Cramt e mnm
]
Camera O | Default “| .
et
Contacts — —
Do
Location [ R - T
Micraphang @ | Default e mEm
Physical Actiity @ | Default e mnm
SMS Default et EEN
Storage Default B mem
Pl an (=1
e Ll . Teora g B Honeys
(= Signed Krdn od

21
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¢. The AddApp page displays. Select the ZSA App from the AppName drop-down list and grant all
permissions from the App Permission list.

d. Under the App Permissions, click Special App Access and grant all permissions specifically Display Over Other

Apps and Usage Access.
m
Add App
pp Permissions
pocial App Ae
Bi optimiz; Def; [ ]
B aList) @ | Defi
Device Administrator Def. w
o] -

Oefault

e. Click OK, confirm the action, and save the job.

\J
-_l NOTE: The newly created job displays in the Jobs List section.

Creating a Composite Job for ZSA App Installation

After creating the jobs, combine them into a single job by following these steps:
1. Navigate to Jobs > New Job > Android > Composite Job.

2. Enter the JobName: I nstal | and Setup ZSA

3. Click Add and include all the created jobs.

22
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4. Click Save.
5. Go to Home, select AllDevices, and then click Apply Job and select Install and Setup ZSA.

‘0 @ 100%

Internet % Bluetooth
x

o) Do Not Disturb 7 Flashlight

ﬂ Auto-rotate
On

Airplane mode
P P

o Android System \‘;Q’, A
Zebra Services Agent

Installed by your admin

Allowing the ZSA Application to Read Device Serial Number

To enable the ZSA application in your 42Gears SureMDM account:
1. Go to MDM Account Settings > Android Management.

2. Select AgentBridge Trusted Apps.

3. Click +Add and enter the ZSA details in the dialog box.

4. To add ZSA to the allowed list for accessing device properties:

23
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I
,
©
ort

Modify Trusted App

* App Mame Z5A Febra App

* Package Mame com.zebraservicesagent

Signature Key Hash or
*
SHA-256 Signature

@ | 1686876780

»

Integration Access L]
Davice Property Access
[:] APl Access

Mote : APl Access is supported on SureMDM Agent v29.62.03 and later,
Data Access Acknowledgement

Custom and device property data may contain Personally identifiable
Infarmation (PII). By enabling this integration, you autharize the selected
application to access the permitted data through SureMDM.

Please review the Privacy Policy for information about data handling and
responsibilities.

I acknowledge that the selected application may access data permitted
by this integration.

a. Enter ZSA App as the App Name.
b. Enter com.zebra.servicesagent as the Package Name.

c. Obtain the Security Key by navigating to Home > Select Device > Apps > Zebra Service Agent > Signature Key
Hash. Copy and paste the Signature Key Hash value in the Security Key Hash.

d. Accept the Privacy Policy by checking the | Agree checkbox.
e. Click Modify to add the application to the allowed list.
5. To refresh the device properties in MDM, go to Jobs > New Job > Android > Run Script.
a. Add aJobName: Whitelist ZSA for Serial Nunmber and enter the following script:

I #sur emdm

Get Current Setti ngs

24
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{ Run Script
§ * J0b Name [ Whitelist ZSA for Serial Number |
[semen (3] *som :
1 t#sureman
| 2 GetCurrentSettings |
| Generic |
Samsung KNOX
Platform Signed (EA)
Zebra MX Config
Javascript Commands
|
|
1
1

\J
@ NOTE: The newly created job displays in the JobsList section.

6. Navigate to Home, select AllDevices, then click Apply. Select Whitelist ZSA for Serial Number and click Apply.

Expected Behaviour After Auto-launching Zebra Services Agent

This section explains the behaviour of the ZSA app after the auto-launching.

1. Auto-launching the ZSA application on your device. The ZSA home screen displays the appropriate
entitlement.

2. If the Proactive Battery Health (PBR) module is entitled, the ZSA app automatically launches it after
a few seconds.

3. The PBR screen displays both good and bad battery details, and if a badbattery condition is detected, a
dialog will display.

25
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435PM @ ¥ 3 4:38PM §F Q% 439PM G

= Zebra Services Agent € Proactive battery replacement

Q o -

° a Battery replacement required

This battery has reached the end of its useful @ Zebra Services Agent
life. A replacement battery should be available at
your site. Please swap the battery and dispose of

' the old one per site guidelines. Battery replacement required

This battery has reached the end of its
Battery Informatio useful life. A replacement battery should be

Proactive battery Diagnostic Teal
replacement

available at your site. Please swap the battery
and dispose of the old one per site guidelines.

Battery Serial No
T0097

Battery Part No
BT-000535-0020 R.3

Battery Manufacturing Date

May 20, 2025

FAQ

How does zebra determine a bad battery ?

FAQs

1. How do you determine which apps are installed on the devices in 42Gears?
a. Go to Home > Device List.
b. Select any device mentioned in the list.
The Application List page displays.
c. Click the Downloaded Apps tab, then scroll down or use the Search feature to find the ZSA app.

26
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Application List - TestOOON[ONLINE] I

L]
Last updated | Sep 73 2026 TE211S AM .
bt
Downloaded Apps Systermn Apps All Apps
Ll
it
fom
i Refresh Q
"o
D Application Name 1, Type 1 Fackage Mame 1 App Wersson App Size i Lock 1 Visibi

et
O 8 szoessssvobam serice nsLa ed o peatAY sstiiRem 133 &7 bl O = |-
O @ s e SafelyCore natabed camagstgle andrad daletnsre LOSTIEIGLLY (515 20858 D (] | .
O |- ve— area 2 gsogle android apps weth e 055 Ml O WF
"

O € oot rioyservcoroan oemeopless.cove n5s4uE O P
N, pei
O :.-! SHmpleADn t I54 nstaled O DR NI LB IAT 3559 MB (] L
(] 6 SureM Db Agent nstaied © BRI 756N il O -
(] u e nsLaled o RSt UL s 433 [TOA1SLLSY 1M Rl O = AL
E

O @  zezes services age aled OB PG 5002 (00 57,09 M0 (] r
- 1
L)
fanl
fan

Hots : For app permissions and restrictions, see Access Conirod This s supported from SureMDM Agent vZ7.47.00

2. How do you verify if the app is installed with the correct permissions and is able to connect to Zebra
servers?

a. To verify the app version, go to Settings > Apps > Allapps and select Zebra Services Agent.

10:18am @ ¢ ¢ Q 4G 4l B

& All apps Q@ :
(]

RSV RIS

218 MB

YouTube Music
139 MB

Zebra Bluetooth Settings
65.54 kB

Zebra Data Service
3522 MB

Zebra Data Service Plugin
2.71 MB

& Zebra Services Agent
44.20 MB

Zebra Showcase
451 kB

< ® ]

27
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b. The Appinfo page displays the Version.
1024am @ ¢ ¢ @ 0 4G .d

& App info

App battery usage

8% use since last full charge

Open by default

Allow app to open supported links

Unused app settings

Advanced

Display over other apps
Allowed

Version 3.0.0.0
4 o [ |
c. To verify the ZSA Permissions, go to Settings > Apps > Allapps > Zebra Services Agent > Permissions.

10:228am @ ¢ ¢ @ Q 4G 41 B

& App info

:@’_
Zebra Services Agent

@ (| A

OPEN UNINSTALL FORCE STOP

Notifications
About 3 notifications per day

Permissions
Camera, Location, Microphone, Nearby devices, N...

Storage and cache
44.35 MB used in internal storage

Mobile data and Wi-Fi

£01 LD tinad ninan 18 Ane

< ® ]

d. To verify the Display over other apps permission, go to Settings > Apps > Allapps > Zebra Services Agent >
Advanced > Display over other apps.
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1024am @ ¢ ¢ @ Q 4G 4

& App info

App battery usage

8% use since last full charge

Open by default

Allow app to open supported links

Unused app settings

Advanced

Display over other apps
Allowed

Version 3.0.0.0

| ® [

e. To verify Usage access permission, go to Settings > Apps > Special app access > Usage Access > Zebra Service

Agent.
1037am S ¢ ¢ @ 9 4G .l
<& Usage access Q@
. cuoyie
I Allowed
4 Google Play services

Allowed

SureFox

Not allowed

Surelnsights
Not allowed

a SureMDM Agent
Allowed

Zebra Data Service Plugin
Allowed

< Zebra Services Agent
@ Allowed

< ® ]

f For the Device action > Qutdoor Location Tracking feature, ensure that location accuracy is enabled on
the device for precise location information. Navigate to Settings > Location > Location Services > Location
Accuracy.
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10:43am T @ F 2 4G 4 @

&

Location Accuracy

Improve Location
Accuracy Q

®

When Location Accuracy is on, information about
wireless signals, such as Wi-Fi access points,
mobile network towers and GPS, along with

device sensor data, such as accelerometer and
gyroscope, is used to estimate more accurate
device location, which apps and services use to
provide location-based features. To do this, Google
periodically processes information about device
sensors and wireless signals near you to contribute
to crowdsourced wireless signal locations.

Goonale nses this infarmation without identifvina

< ® |

g To verify ZSA Network connectivity to the Zebra URL:
Launch ZSA and go to Settings > Refresh.

10:40am S ¢ ¢ G © 4G gl

a Hi, User

10:40am S ¥ ¥ © 4G 4 B

& Settings

Connectivity

{o Contact Us Last connected to server

Today | 9:59am
5:6:; Settings
Last cached Refresh
@ About Today | 9:59am

Drop Detection

Drop detection o

h. To verify the Drop Detection status:
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Launch ZSA and go to Settings. Enable Drop detection. The user can enable or disable drop detection
if the administrator provides toggle access.

1040am @ ¢ ¢ G Q 4G 4l O

a Hi, User

10:40am @ + ¥ @ Q 4G 4l

< Settings

Connectivity

{q Contact Us Last connected to server

Today | 9:59am
€§3 Settings
Last cached Refresh
@ About Today | 9:59am

Drop Detection

Drop detection o

i. To verify Data collection in a non-Zebra device:

Launch ZSA and go to Settings > Data Collection.

15:36 ¢« OQF o © 2.l 100%8

& Settings

Connectivity

Last connected to server
Today | 2:39pm

Last cached Refresh
Today | 2:39pm

Drop Detection
Drop Detection [ o]

Data Collection

Device Data Q
Last Uploaded: Tue, Apr 29 2025 | 3:10pm

Battery
Last collected on Tue, Apr 29 2025 | 3:25pm
(Collected every 15 mins )

Device Info
Last collected on Tue, Apr 29 2025 | 3:26pm
(Collected every 16 mins )

Installed Apps
Last collected on Tue, Apr 29 2025 | 3:35pm
(Collected every 25 mins )

Application Usage
Last collected on Tue, Apr 29 2025 | 3:30pm
(Collected every 20 mins)
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In data collection, the lastuploaded time indicates when all data was successfully sent to the server.
Each data type has its own last collected time and a specific collection interval.

j- To verify the LogData collection status, click Export.

15114 « B o Q .l 7%&

& Settings

Connectivity

Last connected to server
Today | 7:26am

Last Cached Refresh
Today | 7:26am

Drop Detection

Drop Detection D

Data Collection

Device data D

Logs

Log Data Export

@ Log data has been successfully exported to
the SD card.

I @] <

k. Swipe down the Notification panel to verify the reminder about the upcoming alarm.

5:29 pm Thu, 13 Nov © 1% 4 B69%

¥ Internet > 3 Bluetooth

BT QR code.. > ® Do Not Distu..

e Zebra Services Agent * now & A
Scheduled Diagnostic Test
Upcoming diagnostic tests at 05:44 PM.
Dismiss

@ SureMDM Agent - 2m v

° Zebra Services Agent - 1d v

Manage Clear all
4 o a

l.  Proactive Device Monitoring
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Verify Proactive Device Monitoring and event alerts by observing the alert dialog workflows for
Severe device drop, Frequent network disconnections (Wi-Fi/Bluetooth), unexpected reboots, and
thermal anomalies:

\J
@ NOTE: The following behaviour applies to all supported troubleshoot events, including

Severe device drop
Frequent Wi-Fi Disconnections
Frequent Bluetooth Disconnections
Frequent Device Reboots
The Following workflow uses the Severe device drop scenario as an example.

The Application monitors Severe device drop events from ZDS Application; an alert dialog is shown to
inform the User and recommend running all the DDT tests

849 PM & =

Zebra Services Agent

Diagnostec Requered

A severe drop wos delecied
device s working

rurining & quick d

takes about 2 mmnutes and gL

Snooze for 10 min

Ship

Run — Starts the DDT diagnostic process by executing all DDT tests sequentially.
Snooze for 10 min — Dismisses the alert dialog and the prompt will appear again after 10 minutes.

Skip — Skips the diagnostics and reports to the admin about the skip action.
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) Audie x
B Eocord

*

| ]

Thermal anomalies
Alert on Device Overheat

ZSA receives the device overheat event from ZDS and displays the alert dialog to the user
Snooze — Dismisses the alert dialog and the prompt will appear again after 5 minutes.

Reboot — Reboot the device
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Zebwa Services Agent

Dwevicw Orvwrharated

Alert on Device Over cold
ZSA receives the device over cold event from ZDS and displays the alert dialog to the user

Ok — Dismiss the alert.

Zetwa Services Agent

Darvuce Owar Cold
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