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Overview

42Gears SureMDM is an Enterprise Mobility Management (EMM) solution that enables companies to
securely manage devices and endpoints with any form factor and operating system throughout their
lifecycle, from deployment to retirement.

The Zebra Services Agent (ZSA) app is designed to be installed and configured through EMM tools.

Pre-requisites
Devices must be enrolled as Fully Managed Device.

To verify if devices are configured as Fully Managed Device, log into the 42Gears SureMDM Console,
select the Device, and then click Check Value of Android Enterprise from the top-right corner.

Deploying Zebra Services Agent

Install the Zebra Services Agent (ZSA) app on the devices.

Download the Zebr a_Ser vi ces_Agent V2. 0. 0. 2. apk file from zebra.com/zebra-services-agent.
1. Go to 42Gears SureMDM Console > App Store > Android.

2. Click Add New App and select Upload APK.

3. Click Browse File to upload the application.
A security warning message is displayed.
4. Select the checkbox and click OK to proceed.
After selecting the application, the Add App page displays.


https://www.zebra.com/us/en/support-downloads/services/zebra-services-agent.html
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5. Enter the Category (1) and Description (2) details, then click Add (3).

I | search by appn

Add App

* App Title ‘ Zebra Services Agent ‘

1 ——* Category Zebra Service Agent ‘
* Package Id com.zebra.zsa ‘ 1

* Version ‘ 2.0.0.2 ‘

* Version Code ‘ 20002 ‘
ZSA v2.0.0.2 - Testing with SureMDM d
2 —F— * Description 4
°® ‘

“

!
3

Installing Job Application for ZSA App with Managed Configuration
Settings
Follow the steps below to add the ZSA app to the newly created job.
1.  Go to Jobs > New Job > Android.
2. Select Install Application Job, enter a Job Name, and click Add.
The Install Job page displays.
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3. Select the Use Apps From AppStore (1) checkbox.

ure Tak °

~ Install Job

1 _; I sL;Jtsoe.\h:jqups From App ®
Ad
2 __ ___ & Apps 2.0.0.2 Zebra Services Agent (Package Na... A ‘
b
* Device Path @ ‘ /sdcard/ ‘
3 Install After Copy @
mzton . ©0
s e og

Add Shortcut To Home
o}l
Screen

Select the application from the Apps (2) drop-down menu.

Select the Install After Copy (3) and Launch App Upon Installation (4) checkboxes.
Click Next (5) to configure additional settings for ZSA and its modules.

The Application Restrictions page displays.
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7. You can skip the configuration by selecting Skip Configuration (1) or configure the required settings
and click Done (2).

Application Restrictions

1 —=—— skip Configuration o0

Note : This Feature will be supported on Android Enterprise enrolled devices running with SureMDM Agent versions
27.31.08 and above.

ZSA Configuration
PBR Configuration

Drop data Collection

® ® ® ®

DDT Configuration
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8. Enable the ZSA Configuration (1) option and set the Configuration of the log level for ZSA (2) with
the following values:

« 0O:Info
« 1: Debug

« 2:Sensitive

Application Restrictions

skip Configuration ® [

Note : This Feature will be supported on Android Enterprise enrolled devices running with SureMDM Agent versions
27.31.08 and above.

1 P— B @ ZSA Configuration
Enable/Disable of ZSA Q
2 ———— Configuration of the log level for ZSA ‘ 1 v

@ PBR Configuration
& Drop data Collection

@® bpDT Configuration
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9. Provide a Custom Message (1) as required. Enable the Drop Detection (2) in the Drop Data Collection
section.

Application Restrictions

Skip Configuration ® [j

Note : This Feature will be supported on Android Enterprise enrolled devices running with SureMDM Agent versions
27.31.08 and above.

© zsa configuration

Enable/Disable of ZSA (:)

Configuration of the log level for ZSA l 1 v ‘

@ PBR Configuration

1 Custom message to show in the notification l PUT_YOUR_CUSTOM_MESSAGE_HERE l

© Drop data Collection

2 Enable/Disable of drop detection ()

@& DDT configuration
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10. In the DDT Configuration section, enable the Enable/Disable DDT (1) option, keep the Clear DDT
configurations (2) disabled in the primary setup, and click Add (3) in the Test Plan section.

Application Restrictions

Skip Configuration ® ()

Note : This Feature will be supported on Android Enterprise enrolled devices running with SureMDM Agent versions
27.31.08 and above.

ZSA Configuration
PBR Configuration

Drop data Collection

O ® ® @

DDT Configuration

1 Enable/Disable DDT ()
2 Clear DDT configurations a

@ TestPlan @ 4 Adg — B3
Test-log Retention @® | select an Option v ‘
Upload Preference @® | select an Option v ‘
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11. Under the Schedule section, configure the test plan with the following values:

Application Restrictions
® TestPlan ® + Add
© TestPlan @
@ Schedule ®
1 Test Day @ ‘ Monday v ‘
2 Test Time @i 10:30 ‘
© Activity @
3 System to Test @ ‘ Bluetooth v ‘
® Delivery ©
4 Protocol @ ‘ FTP v ‘
5 ID Address 6] l 172.16.201.60 ‘
6 User Name @l User ‘
7 Password @’ 42Gears@123| ‘
- ]

« Test Day (1): Day of the Week (For example, Monday)
« Test Time (2): Time of the day for the test (HH: MM format)
« System to Test (3): Select the test to schedule (For example, Bluetooth)

12. Under the Delivery section, select the Protocol (4) as FTP, enter a valid IP Address (5), User Name
(6), and Password (7).

10



Zebra Services Agent for 42Gears SureMDM Installation Guide

13. Select the Test-log Retention (1) as required.

Application Restrictions

skip Configuration ® 0

Note : This Feature will be supported on Android Enterprise enrolled devices running with SureMDM Agent versions
27.31.08 and above.

ZSA Configuration
PBR Configuration

Drop data Collection

O ® ® @

DDT Configuration

Enable/Disable DDT ()

Clear DDT configurations

& TestPlan @ + Add

1 Test-log Retention ® | Keep after upload v

Keep after upload

Upload Preference ® Delete after upload

1
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14. Select the Upload Preference (1) as required.

Application Restrictions

skip Configuration o0

Note : This Feature will be supported on Android Enterprise enrolled devices running with SureMDM Agent versions
27.31.08 and above.

ZSA Configuration
PBR Configuration

Drop data Collection

O ® ® @

DDT Configuration

Enable/Disable DDT Q
»

Clear DDT configurations

@ TestPlan @ + Add
Test-log Retention @® | keep after upload v ‘
1 Upload Preference @® | Alltestlogs v ‘

Only on failure

All test logs

2

15. Click Done (2).

E/I‘ NOTE: The newly created job displays in the Jobs List section.
Installing Apps

After creating the profiles, install the apps.

1. Go to Home, select All Devices, and then click Apply.

12
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2. Select the created profiles and click Apply.

The application is now installed on the devices.

"0+ B 100%

Internet Bluetooth

Do Not Disturb Flashlight

Auto-rotate
On

Airplane mode

0 Android System UG A A

Zebra Services Agent

Installed by your admin

Expected Behaviour After Auto-launching Zebra Services Agent

This section explains the behavior of the ZSA app after the auto-launching.

1. Auto-launching the ZSA application on your device. The ZSA home screen displays the appropriate
entitlement.

2. If the ZSBH module is entitled, the ZSA app automatically launches it after a few seconds.

3. The ZSA home screen displays the VIFQ Smart battery health and Diagnostic tool, and if a bad battery
condition is detected, a notification will display.
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4. After a few seconds, the ZSA app will close.

12:49PM + ¢ # 1223AM @ & ¢
12:43 AM Wed, Oct 23 0+ 01100%

= Zebra Services Agent & VIQF Smart battery health

@ Android System 2w

USB debugging connected Tap to turn o...
Q Notification @

Charging this device via USB Tap for m...

i '
o Bad battery alert 0 Zebra Services Agent‘ :@,— o
The remaining life of the attached battery is less Installed by your admin

VIQF Smart battery Diagnostic Tool than 30 days. We recommend you to replace the
health existing battery soon.
0 Zebra Services Agent * Tm ~

# # Bad battery alert

Battery information

The remaining life of the attached battery

Battery serial no is less than 30 days. We recommend you
10599 to replace the existing battery soon.
Battery part no

BT-000314-H1 R.E ‘ Zebra Services Agent - 1m v

Battery manufacturing date
Sep 30, 2018 Manage Clear all

FAQ

14
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FAQs

1. How do you determine which apps are installed on the devices in 42Gears?
a) Go to Home > Device List.
b) Select any device mentioned in the list.
The Application List page displays.

c) Click the Downloaded Apps (1) tab, then scroll down or use the Search (2) feature to find the ZSA
app.

Application List - 17742[ONLINE] il

D
Last updated : Oct 23 2024 12:20:16 AM

D
1 Downloaded Apps System Apps All Apps

[ view F k @ perm @ Restrictions B t [J Clear Data  Q Refresh | Search QJ_'T 2
() Application Name 1, Type 1 Package 1 Version 1 AppSize 1, Lock 1, Visibilit Lo
O 6 SureMDM Agent Installed com.nix 27.4107(7107) 86,098 MB O T

8" Zzebra services Agent Installed com.zebra.zsa 2,002 (20002) 32526M8 O

15
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2. How do you verify if the app is installed with the correct permissions and is able to connect to Zebra
servers?

a) To verify the app version, go to Settings > Apps > All apps and select Zebra Services Agent (1).

1229AM @ & & & o ‘e N
& Allapps @
O e
1.12 MB

YouTube Music
@ 0.95 MB

Zebra Bluetooth Settings
16.38 kB

Zebra Data Service
32.63 MB

Zebra Data Service Plugin
2.33 MB

Zebra Services Agent
32.51 MB

® Zebra Showcase
451 kB

4 ® |

b) The App Info page displays the Version (1).

16
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1230AM @ 2 v ¢ ‘e n

< App info

Allow app to open supported links

Unused app settings

Advanced

Display over other apps
Allowed

Store

1——1L  version2.0.0.2

4 L [

c) To verify the ZSA Permissions, go to Settings > Apps > All apps > Zebra Services Agent >
Permissions.

17
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1231AM@ S v v o v

é

App info

:@’.

Zebra Services Agent

4 0] A

OPEN UNINSTALL FORCE STOP

Notifications
About 2 notifications per week

Permissions
Camera, Location, Microphone, Nearby devices, N...

< ® [

d) To verify ZSA Network connectivity to the Zebra URL:
« Launch ZSA and go to Settings (1) > Refresh (2).

18
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1231AM @ @ ¢ 1231AM @ & ¢

o <& Settings
Hi, User

Connectivity

Last connected to server
Today | 12:19am

Last cached Refresh ——2
Today | 12:19am

19



Q’i‘., ZEBRA www.zebra.com




	Overview
	Pre-requisites
	Deploying Zebra Services Agent
	Installing Job Application for ZSA App with Managed Configuration Settings
	Installing Apps
	Expected Behaviour After Auto-launching Zebra Services Agent
	FAQs

