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Overview

VMware AirWatch is an Enterprise Mobility Management (EMM) solution that enables companies to
securely manage devices and endpoints with any form factor and operating system throughout their
lifecycle, from deployment to retirement.

The Zebra Services Agent (ZSA) app is designed to be installed and configured through EMM tools.

Pre-requisite
Devices must be enrolled as Work Managed with AirWatch Hub application.

1. To verify if devices are configured as Work Managed, log into the AirWatch Console.

2. Select Groups & Settings > All Settings > Devices & Users > Android > Android EMM Registration >
Enroliment Settings.

3. Verify the two settings below under Enroliment Settings.

[

+ Semm

R e [

FPEjd;i

« Management Mode for Corporate Devices: WORK MANAGED
« Google Account Generation for Corporate Devices: USER-BASED
4. Click Save.

Deploying Zebra Services Agent

Install the Zebra Services Agent (ZSA) app on the devices.

Download the Zebr a_Ser vi ce_Agent _V3. 0. 0. 5. apk file from zebra.com/zebra-services-agent.

1. Log into the AirWatch Console.


https://www.zebra.com/us/en/support-downloads/services/zebra-services-agent.html

Zebra Services Agent for AirWatch Installation Guide

2. Click Resources > Apps > Native Apps > List View > Add >

Application File.
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3. Upload the ZSA APK file, and click Continue.

Add Application
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4. Click Save & Assign.
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The next screen prompts to configure application assignment parameters.
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5. Assignment Configuration:
a) Enter a distribution Name.
b) Add Assignment Groups, the organization groups created during registration.

c) Select the App Delivery Method to Auto.

Zebra Seraces Agent - Assighment
&
Dintriution

Distribution

e

s s s I |

o Configur gom hpsgresny

AT R iu

d) Click Create.
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6. Managed Configuration:

a) The ZSA Managed Configuration contains six modules, each with an enable/disable feature to set
the configuration.

b) To send the configurations to devices, go to Application Configuration > Send Configuration.

Zebra Services Agent - Assignment
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c) Under the System Configuration, enable the ZSA Configuration option and set the Configuration
of the log level for ZSA with the following values:

« 0O:Info
+ 1. Debug

« 2:Sensitive
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Zebra Senvices Agent - Assignment
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d) The system settings include three features for uploading log files:
» File upload URL: Specifies the server path for uploading log files.
+ File upload retry count: Defines the number of retry attempts if the upload fails.

+ File upload retry interval in minutes: Sets the duration (in minutes) between each retry attempt
after a failed upload.

e) Settings for managing data uploads on non-Zebra devices:
- Data Upload URL: Specifies the server path for uploading details of data collection. -

- Data Upload Interval in minutes: Sets the frequency of uploads, defaulting to 24 hours (or 1440
minutes), with a minimum allowed interval of 15 minutes.
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Lebra Senaces Agent - Assignment
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f) Data collection settings for non-Zebra devices:

- Enable/Disable of data collection: Data collection is turned off by default. When enabled, it
gathers information such as battery status, device details, installed applications, and usage
analytics, which can be uploaded to the server specified in the Data upload URL.

- Allow user to toggle data collection: Enabled by default, allowing users to change the status of
data collection via the app. Administrators can disable this option to restrict user access.

g) For the Account No, users must enter their MDM account number for non-Zebra devices.

h) In the PBR Configuration, provide a Custom Message as required.
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Zebra Services Agent - Assignment
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i) Set the In case of bad battery alert the user through a notification or dialog box with the following
values:

« Notification (default)
- Dialog
« Dialogue with Assist

j) The Block device usage option is disabled by default. If enabled by the administrator, it prevents
device access when a bad battery is detected.

k) In the Drop Detection, toggle the Enable/Disable of drop detection option as required.

10
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Jebra Services Agent - Assignnment
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I) Set the In case of device drop alert the user through a notification or dialog box with the following
values:

« Notification (default)
- Dialog
- Dialogue with Assist

m) The Allow user to toggle drop collection is enabled by default. Users can control this feature, and
admins can disable it to restrict access for users.

n) In the Data Collection, the Battery option is enabled by default. It collects battery data every 15
minutes, and admins can enable or disable this collection.

o) Device Info option is enabled by default. It collects device info data every 6 hours (360 minutes),
and admins can enable or disable this option.

\J

= NOTE: Data is uploaded based on the configured Data Upload URL and interval settings
in the System Configuration.

p) The Application List and Events option is enabled by default. It collects information on installed
applications and tracks events such as installations, uninstallations, upgrades, and downgrades.
Admins can enable or disable this collection.

q) The Application Usage option is enabled by default. It tracks the duration apps spend in the
foreground, and admins can enable or disable this option.

"
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Zebra Services Agent - Assignment

<APPLICATION CONFIGURATION
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~  Device Info

Enable/Disable of device info data Enable
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Zebra Services Agent - Assignment
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r) Under the DDT Configuration, enable the Enable/Disable DDT option, keep the Clear DDT
configurations disabled in the primary setup, and click Add in the Test Plan section. Select Test-log
Retention and Upload Preference.

12
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Tebra Services Agent - Assignment
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s) Configure the Test Plan and click Save.

e

t) The Application Configuration is designated for Zebra devices. It currently supports the Wireless
Insight application and the ZDS application, with more applications to be supported in the future.

u) The Wireless Insight application can be configured using Managed Configuration through MDM or
VIQ.

« Configuration ID: Pre-defined ID specific to the Wireless Insight configuration that includes
several options.

« Custom Configuration: Add the custom Wireless Insight configuration as a value.

v) The ZDS can be configured through VIQ with a custom ZDS configuration.

13




Zebra Services Agent for AirWatch Installation Guide

Zebra Services Agent - Assignment
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«© o
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Zebra Services Agent - Assignment

Application Configuration
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The ZSA Assignment page displays.

14
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Zebra Services Agent - Assanrment
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Preview the Assigned Devices to ensure only the target devices are listed, then click Publish.

Zebra Services Agent - Preview Assigned Devices
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The application is now installed on the devices.

15
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Zebra Services Agent
Installed by your admin

Auto-Grant Permissions for Zebra Services Agent

To add the automatic permissions:
1. Select Orchestration > Components > Product Profiles > Add Profiles > Android.

The Add a New Android Profile page display. Enter the name as Grant ZSA Permissions Profile.

® Add a New Android Profile x

General

Passcode Name * Grant Z5A Permissions Profile

Chrome Browser
Settings Version

Restrictions

Description
Exchange ActiveSync

Credentials OEM Settings m

antral Profile Scope Production v

Allow Removal Always
System Updates
s Managed By TestPlan-DO
VPN
Permissions

m SANEEL

16
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2. Scroll down to Custom Settings, select Configure, and then add the below script:

i@ Add a New Android Profile

Custom Settings

Custom Settings *

Enterprise Factory
Reset Protection

Custom Settings @

APN . ® O

m s

<characteristic uui d="el35b2b0-e9ac-4dd2- 8b92- 65eb259dc301"

t ype="com ai rwat ch. andr oi d. andr oi dwor k. per m ssi ons"

target =" 1" ><par m nane="Mast er Runt i nePer m ssi on" val ue="1"

type="integer" /><parm nanme ="ApplLevel Runti mePer ni ssi ons"

val ue="WBsi cGFj a2FnZU5hbWJi G Jj b20uemVi cmEuenNhl i wi cGvybW zc2l vbnM O Bbey
JuYWLI | j oi YWbkcmBpZC5wZXJt aXNzaWDuLl dSSVRFXONPTI RBQLRT! i wi dnFsdWUi O | x1 n0Os
Cnsi bnft ZSl 61 nFuZzHIvaWuc GVybW zc 2l vbi 5DQUxMX1BI TO5FI i wi dnFsdWUi O | xI n0sCn
si bnFt ZS| 61 nFuZzHIvaWuc GVybW zc 2l vbi 5SRUNPUKRF QUWWESUBI LCI2YWk1ZSI 61 j Ei f SWK
eyJuYWLI | j oi YWbkcmBpZC5wZXJt aXNzaWdulLl JFQURf QQOOVEFDVFM LCI2YWk1ZSI 61 j Ei f S
wKeyJuYWLI | j oi YWokcmBpZC5wzZXJt aXNzaWdulLkl OVEVSTKVUI i wi dnFsdWUi O | xI nOsCnsi
bnft ZSI 61 nFuZHIvaWQuc Gy bW zc 2l vbi 5SRUFEXINFVFRITkdTI i wi dnFFsdWUi G | xI nOsCn
si bnFt ZSI 61 nFuzHIvaWQuc GvybW zc 2l vbi 5SRUFEX1BI TOSFXINUQVRFI i wi dnFsdWUi O | x
I n0sCnsi bnFt ZSI 61 nFuZHIvaWQucGVWybW zc 2l vbi 5SRUFEXOVYVEVSTKFMX1INUT1JBROUI LC
J2YW1ZSI 61 j Ei f SwKeyJuYWLI | j oi YWbkcnmBpZCowZXJt aXNzaWpuLl dSSVRFXOVYVEVSTKFM
XINUT1JBROUI LCI2YWk1ZSI 61 j Ei f SwKeyJuYWLI | j oi YWbkcmBpZC5wZXJt aXNzaWdulLl JFQU
Rf UFJPRKI MRSI sl nZhbHVI | j oi MBJ9LAp7I nbhbWUi O JhbnRyb2I kLnBl cnilpc3Npb24uVWNF
XONSRURFTI RIQUXTI i wi dnmFsdWUJi G | xI nOsCnsi bt ZSI 61 mFuZHIvaWucGvybW zc2l vbi
5NQU5BROVF QUNDT1VOVFM LCI2YWk1ZSI 61 j Ei f SwKeyJuYWLI | j oi YWbkcnmBpZC5wZXJt aXNz
aVWuLl JFQURf ULl OQL9TVEFUUy| sl nZhbHMI | j oi MSJ9LAp7! nbhbWJi G JhbnRyb2l kLnBI cm
1pc3Npb24uUk VBRFOTWUSDXINFVFRITKAT! i wi dnFsdWUi O | x1 nOsCnsi bnft ZSI 61 nFuZzHlv
aVWQuc Gy bW zc2l vbi 5XUkI URVOTWUSDXINFVFRITkdTI i wi dnFsdWUi G | xI nOsCnsi bt ZS
| 61 nMFuZHIvaWQuc Gy bW zc2l vbi 5SQUI TRURF VEhSRUFEX1BSSWOSSVRZI i wi dnFsdWUi O | x
| N0sCnsi bnft ZSI 61 nFuZHIvaWuc GvybW zc 2l vbi 5QT1NUX0O5PVElI GSUNBVEI PTI M LCI2YW
x1ZSl 61 j Ei f SwKeyJuYWLI | j oi YWbkcmBpZCowZzZXJt aXNzaWduLl JFQURF UFJJVkl MRUJFRFIQ
SE9CRVOTVEFURSI sl nZhbHVI | j oi MBJ9LAp7I nbhbWUi O JhbnRyb2I kLnBl cnilpc3Npb24uUk
VDRUI VV\RVOCTO9UXONPTVBMRVRFRCI sl nZhbHVI | j oi MSJ9LAp7I nbhbWUi O JhbnRyb2l kLnBI
cmlpc3Npb24uQUNDRVNTX05FVFdPUKt f ULRBVEUI LCI2YWk1ZSI 61 j Ei f SWKeyJuYWLI | j oi YW
5kecmpzCowzXIt aXNzaWduLk FDQOVTULIXSUZIXINUQVRFI i wi dnFsdWi G | xI nOsCnsi bnft
ZSl 61 nFuZzHIvaWuc GVybW zc 2l vbi 5DSEFOROVF VOI GSVOTVEFURSI s| nZhbHVI | j oi MSJ9LA

17
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p71 mBhbWJi G JhbnRyb2I kLnBI cnlpc3Npb24uQkxVRVRPT1RI |i wi dnFsdWJi G | xI nOsCnsi
bnFt ZSI 61 nFuzZHIvaWQuc GVybW zc 2l vbi 5CTFVFVE9PVEhf QURNSW4i LCI2YWk1ZSI 61 j Ei f S
wKeyJuYWLI | j oi YWbkcmBpZCowzXJt aXNzaWpuLkJMVUVUTO9USFIDTO5CORUNUI i wi dnFs dWi
QG | xI n0sCnsi bnt ZSI 61 nFuZHIvaWQuc GVybW zc 2l vbi 5CTFVFVE9PVEhT UONBTI | sl nZhbH
VI 1j oi MSJ9LAP7I nbhbWUi G JhbnRyb2l kLnBl cnmlpc3Npb24ukx VRVRPT1RI XOFEVKVSVEI T
RSI sl nZhbHV | j oi MSJ9LAp7I mbhbWJi O JhbnRyb2l kLnBl cmlpc3Npb24uUk VBRFOIQSEICRV
9OVULCRVITI i wi dnFsdWUi G | xI nOsCnsi bnft ZSI 61 nFuZHIvaWQuc GVybW zc 2l vbi 5TVWNU
RULf QUxFU Rf VOI ORE9XI i wi dnFsdWUi O | xI nOsCnsi bnFt ZSI 61 nFuZHIvaWwQuc GvybW zc2
| vbi 5DQULFUKEI LCI2YW1ZSI 61 j Ei f SwKeyJuYWLI | j oi YWskcnBpZC5wZXJt aXNzaVWouLl JF
QURF QVBQXINQRUNJRk| DXOxPQOFMRVM LCI2YWk1ZSI 61 j Ei f SwKeyJuYWLI | j oi YWskcnmBpZC
5wZXJt aXNzaVWouLkhJROhf UOFNUEXJ Tkdf UKFURVOTRUSTT1JTI i wi dnFsdWJi G | xI nOsCnsi
bnFt ZSI 61 nFuzZHIvaWQuc GVybW zc 2l vbi 5BQONFULNF QQ9BU NFXO0xPQOFUSWOOA i wi dnFsdW
Ui G | xI n0sCnsi bnFt ZSI 61 nFuZHIvaWQuc GvybW zc 2l vbi 5SBQONFULNF Rkl ORVOMTONBVEI P
Ti | sl nZhbHVI | j oi MSJ9LAP7I1 nbhbWUJi O JhbnRyb2l kLnBl cnilpc3Npb24uQUNDRVNTX0JBQD
t HUk9VTKRf TE9DQVRITO4i LCI2YWk1ZSI 61 j Ei f SWKeyJuYWLI | j oi YWBkcnmBpZCowZXJt aXNz
aVWuLl FVRVIZXOFMIFOQQUNLQUAFUy 1 sl nZhbHVI | j oi MSJ9LAp7I1 nbhbWJi G JhbnRyb2I kLn
Bl cmlpc3Npb24uUEFDSOFHRVIVUOFHRVITVEFUUyI sI nZhbHM | j oi MSJ9LAp7I nbhbWJi O Jh
bnmRyb2I kLnBI cnlpc3Npb24uRk9SRUdST1VORFOTRVIWSUNFXORBVEFf ULl OQyl sI nZhbHVI 1
oi MBJ9LAp7! nbhbWJi G JhbnRyb2| kLnBI cnilpc3Npb24uRk 9SRUAST1VORFOTRVIWSUNFI i wi
dnFsdWUi O | xI n1df VOK" type="string" /></characteristic>

E/I‘ NOTE: The AppLevelRuntimePermissions value is encoded using the below permission
= JSON value into base64 via base64decode.org:

[{"packageName": "com zebra. zsa", "perm ssi ons":

[{"nanme": "andr oi d. per mi ssi on. WRI TE_CONTACTS", "val ue": " 1"},
{"nanme": "andr oi d. per m ssi on. CALL_PHONE", "val ue": "1"},
{"nanme": "andr oi d. per mi ssi on. RECORD_AUDI O', "val ue": "1"},
{"nanme": "andr oi d. per mi ssi on. READ_CONTACTS", "val ue": " 1"},
{"nane": "andr oi d. per m ssi on. | NTERNET", "val ue": "1"},
{"nanme": "andr oi d. per mi ssi on. READ_SETTI NGS", "val ue": " 1"},
{"nanme": "andr oi d. per m ssi on. READ_PHONE_STATE", "val ue": "1"},
{"nanme": "andr oi d. per m ssi on. READ_EXTERNAL_STORAGE", "val ue": " 1"},
{"nanme": "andr oi d. per mi ssi on. WRI TE_EXTERNAL STORACGE", "val ue": "1"},
{"nanme": "andr oi d. per mi ssi on. READ_PROFI LE", "val ue": "1"},
{"nanme": "andr oi d. per mi ssi on. USE_CREDENTI ALS", "val ue":"1"},
{"nanme": "andr oi d. per mi ssi on. MANAGE_ACCOUNTS", "val ue": " 1"},
{"nanme": "andr oi d. per mi ssi on. READ_SYNC_STATS", "val ue":"1"},
{"nanme": "andr oi d. per m ssi on. READ_SYNC_SETTI NGS", "val ue": "1"},
{"nanme": "andr oi d. per m ssi on. WRI TE_SYNC_SETTI NGS", "val ue":"1"},
{"nanme": "andr oi d. per mi ssi on. RAIl SED THREAD PRI ORI TY", "val ue": "1"},
{"nanme": "andr oi d. per m ssi on. POST_NOTI FI CATI ONS", "val ue": "1"},
{"nanme": "andr oi d. per mi ssi on. READ PRI VI LEGED_PHONE_STATE", "val ue":"1"},
{"nanme": "andr oi d. per mi ssi on. RECEl VE_BOOT_COWPLETED", "val ue": "1"},
{"nanme": "andr oi d. per mi ssi on. ACCESS_NETWORK_STATE", "val ue": "1"},
{"nanme": "andr oi d. per m ssi on. ACCESS W FI _STATE", "val ue":"1"},
{"nanme": "andr oi d. per mi ssi on. CHANGE_W FI _STATE", "val ue": "1"},
{"nanme": "andr oi d. per m ssi on. BLUETOOTH", "val ue": " 1"},
{"nanme": "andr oi d. per m ssi on. BLUETOOTH_ADM N', "val ue": " 1"},
{"nanme": "andr oi d. per m ssi on. BLUETOOTH_CONNECT", "val ue": " 1"},
{"nanme": "andr oi d. per mi ssi on. BLUETOOTH_SCAN", "val ue": "1"},
{"nanme": "andr oi d. per m ssi on. BLUETOOTH_ADVERTI SE", "val ue": " 1"},
{"nanme": "andr oi d. per mi ssi on. READ_PHONE_NUMBERS", "val ue": "1"},
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{"nane":
{"nane":
{"nane":
{"nane":
{"nane":
{"nane":
{"nane":
{"nane":
{"nane":
{"nane":
{"nane":

3. Click Save.

"andr oi d.
"andr oi d.
"andr oi d.
"andr oi d.
"andr oi d.
"andr oi d.
"andr oi d.
"andr oi d.
"andr oi d.
"andr oi d.
"andr oi d.

per m ssi
per m ssi
per m ssi
per m ssi
per m ssi
per m ssi
per m ssi
per m ssi
per m ssi
per m ssi
per m ssi

on.
on.
on.
on.
on.
on.
on.
on.
. PACKAGE_USAGE_STATS", "val ue": " 1"},
on.
on.

on

SYSTEM ALERT_W NDOW , "val ue": " 1"},

CAMERA", "val ue":"1"},

READ_APP_SPECI FI C_LOCALES", "val ue": " 1"},
H GH_SAMPLI NG_RATE_SENSORS", "val ue":"1"},
ACCESS_CQOARSE_LOCATI ON', "val ue": "1"},
ACCESS_FI NE_LOCATI ON', "val ue":"1"},
ACCESS_BACKGROUND_LOCATI ON', “val ue": " 1"},
QUERY_ALL_PACKAGES', "val ue":"1"},

FOREGROUND_SERVI CE_DATA_SYNC', "val ue": "1"},
FOREGROUND_SERVI CE", "val ue": "1"}]1}]

Auto-launching Zebra Services Agent

After deploying the apps, set the app to auto-launch:

1. Select Orchestration > Components > Files/Action > Android.

2. In the General tab, enter the Name and Description.

3. In the Manifest tab, click Add Action under Install Manifest.

ESOURCES

ORCHESTRATION

Rel

Rel

=0 Freestyle
Freestyle Orchestrator

% Time Windows

Product Provisioning
Product Dashboard
Products
Product Sets

Custom Attributes

Relay Servers

lay Servers

lay Server Batch St

Orchestration 3 Product Provisioning

File Actions

[© #oo FiLes/acTion

/

q‘ A10_ST11_Wave2_Hotfix

Components
C Product Apps Q A10.STS
SECURITY Product Profiles
Conditions oy A10.5T8
&
o Event Actions
S A
Q A0S
© File Servers File Actions
q A0 Wave 25

42 ZSA Auto Launch

» Components

Android

Android

Android

Android

Android

Android

Android

¢ XPORT

Managed By (Root OG)

VIQUSAAPP

Zebra Technologies Corporation (Technology)

Zebra Technologies Corporation (Technology)

Zebra Technologies Corporation (Technology)

Zebra Technologies Corporation (Technology)

Zebra Technologies Corporation (Technology)

Zebra Technologies Corporation (Technology)

L]

>

Items 1-38 of 38

Page Size: 50 v
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4. Configure the following information in the Add Manifest options.
« Action(s) to Perform: Run Intent

«  Command Line and Arguments to run:

nmode=expl i ci t, broadcast =f al se, acti on=andr oi d. i ntent. acti on. MAI N,
package=com zebr a. zsa, cl ass=com zebr a. zsa. ui . spl ash. Spl ashActivity

TinmeQut: -1

5. Click Save.

Activating Permissions Product

To activate the Permissions Product:
1. Go to Orchestration > Products > Product List View.
2. Click Add Product, and select Android.

3. In the General tab, fill in the Name, Description, and Smart Groups fields.

Add Product X

General Manifest Conditions Deployment Dependencies
MName ¥ Z54 All Permission
Description
Managed By * TestPlan-DO
Smarl Groups #% ZSA - Test (TestPlan-DO) x

Start typing to add a group Q

VIEW DEVICE ASSIGMMENT
Assignment Rules ADD RULES

¥ -
SAVE ACTIVATE CANCEL

4. Click Save.
5. In the Manifest tab, click Add.
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6. Configure the following information in the Add Manifest options.

Add Product b
G Manifest
R e
A T | nstall Profile Yos Profile = Zebra Sendces Age FaE

m ACTIVATE CANCEL

a) Select Profile Install from the drop-down list.

b) Search for the permissions profile of Zebra Services Agent and select the permissions profile.
c) Select the Persistent checkbox via enterprise reset.

d) Click Save.

e) Repeat steps a - e to add Zebra Services Battery Health permissions.

Creating an Auto-launch Product

To create an Auto-launching Product:
1. Go to Orchestration > Products > Product List View.

2. Click Add Product, and select Android.
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3. In the General tab, fill in the Name, Description, and Assigned Groups fields.

Add Product X

General Manifest Conditions Deployment Dependencies

Mame * Z54 - Auto Launch

Description

Managed By * TestPlan-DO

Srmart Groups #5 ISA - Test (TestPlan-DO) ®
Start typing to add a group @

YVIEW DEVICE ASSIGMNMENT

Assignment Rules ADD RULES

SAVE ACTIVATE CANCEL

4. Click Save.
5. In the Manifest tab, click Add.
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6. Configure the following information in the Add Manifest options.

Add Product x
Manifest
e ¢
F FllesfAct ¥ ti SA Ay s ox

m ACTIVATE CANCEL

a) Select File/Action from the drop-down list.

b) Search the auto-launch File/Action for Zebra Services Agent.
c) Select the auto-launch File/Action.

d) Select the Persistent checkbox via enterprise reset.

e) Click Save.

After creating two products, activate the first permission product and wait for it to comply with all devices.

IMPORTANT:

You are only required to Activate the Zebra Services Agent autolaunching products from the list
of products under Provisioning.

Expected Behaviour After Auto-launching Zebra Services Agent

This section explains the behavior of the ZSA app after the auto-launching.

1. Auto-launching the ZSA application on your device. The ZSA home screen displays the appropriate
entitlement.

2. If the ZSBH module is entitled, the ZSA app automatically launches it after a few seconds.
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3. The ZSA home screen displays the VIFQ Smart battery health and Diagnostic tool, and if a bad battery

condition is detected, a notification will display.
4. After a few seconds, the ZSA app will close.

E 4

1223AMQ@ T ¢ Q -

12:49PM +

& VIQF Smart battery health

Bad battery alert

Zebra Services Agent

Q Notification @

VIQF Smart battery
health

Diagnostic Tool

The remaining life of the attached battery is less
than 30 days. We recommend you to replace the
existing battery soon.

—

Battery information

Battery serial no

12:43 AM Wed, Oct 23

0 +9 0100%

@ Android System

USB debugging connected Tap to turn o...

2v
Charging this device via USB Tap for m...

A

:@: -

Zebra Services Agent

Installed by your admin

Zebra Services Agent * Tm

Bad battery alert

The remaining life of the attached battery
is less than 30 days. We recommend you
to replace the existing battery soon.

T0599
Battery part no
BT-000314-H1 R.E ‘ Zebra Services Agent - 1m v
Battery manufacturing date
Sep 30, 2018 Manage Clear all
FAQ
1. How do you determine which apps are installed on the devices in AirWatch?
a) Go to Devices > List View.
b) Select any device from the list, and it provides information about the selected device.
= Device Dashboard evices 9 List View CE2 i8Iy,
— vigenrollmentuser Zebra ET45 Android ... e | 5o | voex | =
& Details View g - I L L
ESOURCES Device Updates
Summary Compliance Workflows Profiles Apps Content Location User More v
22 Lifecycle
CHESTRATIO Drop Ship Provisioning
Last Scan: Wednesday, October 9, 2024 12:23 AM Installation Status Last Scan: Wednesday, October 9, 2024 12:23 AM
Wipe Log
% ¢ [searcnust
Registration —
MONITO nstallation Status a
Staging a MX
0 .
e Mobile Staging
Desktop Staging e
B
- Peripherals i
: DisplayLink Des|
Peripherals
Printer Profiles 3‘
Files mami
Me: © 744.duo.android_20240728.12_p3)
t)\ v
Items 1-35of 35 Page Size: 50 ~

c) Click the Apps tab, then scroll down or use the Search feature to find the ZSA app.
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2. How can the user verify if the app is installed with the correct permissions and is able to connect to
Zebra servers?

a) To verify the app version, go to Settings > Apps > All apps and select Zebra Services Agent.

10:18am @ ¢ ¢ @ Q 4G 4l B
& Allapps @ :
S
218 MB

YouTube Music
© 139 MB

Zebra Bluetooth Settings
65.54 kB

5

Zebra Data Service
35.22 MB

(0]

Zebra Data Service Plugin
2.71 MB

4 Zebra Services Agent
44.20 MB

Zebra Showcase
451 kB

4 [ ] |
b) The App Info page displays the Version.

1024am @ ¢ ¢ @ © 4G 4

& App info

App battery usage

8% use since last full charge

Open by default

Allow app to open supported links

Unused app settings

Advanced

Display over other apps
Allowed

Version 3.0.0.0

< ® ]

c) To verify the ZSA Permissions, go to Settings > Apps > All apps > Zebra Services Agent >
Permissions.
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1028am @ ¢ ¢ @ Q 4G 4l B
< App info
A/

Zebra Services Agent

@ W A

OPEN UNINSTALL FORCE STOP

Notifications
About 3 notifications per day

Permissions
Camera, Location, Microphone, Nearby devices, N...

Storage and cache
44.35 MB used in internal storage

Mobile data and Wi-Fi

&0 LD vinnd ainan 16 Ans

< (] ]

d) To verify the Display over other apps permission, go to Settings > Apps > All apps > Zebra Service
Agent > Advanced > Display over other apps.

1033am S ¢ ¢ O 4G 4l B

< App info

App battery usage

8% use since last full charge

Open by default

Allow app to open supported links

Unused app settings

Advanced

Display over other apps
Allowed

Version 3.0.0.0

< ® ]

e) To verify Usage Access permission, go to Settings > Apps > Special app access > Usage Access >
Zebra Service Agent.

26



Zebra Services Agent for AirWatch Installation Guide

1037am @ ¥ ¢ @ Q 4G .l
& Usage access Q@ :
N
~ Allowed

4 Google Play services
Allowed

' SureFox

Not allowed

Surelnsights
Not allowed

6 SureMDM Agent
Allowed

Zebra Data Service Plugin
Allowed

R Zebra Services Agent
Allowed

<4 o |

f) For Device action > Outdoor Location Tracking feature, ensure the location accuracy is enabled
on the device to get precise location information. Go to Settings > Location > Location Services >
Location Accuracy.

Wm0 =# 4G 4 B

<

Location Accuracy

Improve Location
Accuracy ‘D

@

When Location Accuracy is on, information about
wireless gsignals, such as Wi-Fi access points,
mobile network towers and GPS, along with

device sensor data, such as accelerometer and
gyroscope, is used to estimate more accurate
device location, which apps and services use to
provide location-based features. To do this, Google
periodically processes information about device
sensors and wireless signals near you to contribute
to crowdsourced wireless signal locations.

Ganale nises this infarmation withaot identifvinn

| ] O

g) To verify ZSA Network connectivity to the Zebra URL:
Launch ZSA and go to Settings > Refresh.
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10:40am @ ¢ ¥ @ Q 4G 4 10:40am @ ¥ v @

9 4G al
a : & Settings
Hi, User

Connectivity
{o Contact Us

i@; Settings

Last connected to server
Today | 9:59am

Last cached

Refresh
@ About Today | 9:59am
Drop Detection
Drop detection - )

h) To verify the drop detection status:

Launch ZSA and go to Settings, check the Drop detection option. The user can enable/disable the
drop detection if the administrator provides the toggle access.

10:40am @ ¢ ¢ @

a Hi, User

© 4Gl 10:40am S ¢ v F O 4Gl

& Settings

Connectivity
{q Contact Us

Last connected to server

Today | 9:59am
ﬁ;; Settings

Last cached Refresh
@ About Today | 9:59am

Drop Detection

Drop detection 0

i) To verify Data collection in a non-Zebra device:
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Launch ZSA and go to Settings > Data Collection. In data collection, the last uploaded time
indicates when all data was sent to the server, while each data type has its own last collected time
and collection interval.

Q = 100%0

Laat connected to derver
Today | 2:39pm

Last cached Refresh
Today | 2:39pm

Drop Detection

Drop Detection m
Data Collectian

Device Data m
Last Uploaded: Tue, Apr 29 2025 | 3:10p

Battery
Last collected on Tue, Apr 29 2025 | 3:25pm
{ Callactad av 5 mins )

Devics Info
Last collected on Tue, Apr 29 2025 | 3:26pm
{ Caltected every 1& mins )

Installed Apps
Last collected on Tue, Apr 29 2025 | 3:35pm
[ Collected every 25 mins )

Application Usage
Last collected on Tue, Apr 29 2025 | 3:30pm
{ Caltected every 20 mins )
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