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Overview
VMware AirWatch is an Enterprise Mobility Management (EMM) solution that enables companies to
securely manage devices and endpoints with any form factor and operating system throughout their
lifecycle, from deployment to retirement.
The Zebra Services Agent (ZSA) app is designed to be installed and configured through EMM tools.
Pre-requisite

Devices must be enrolled as Work Managed with AirWatch Hub application.
1. To verify if devices are configured as Work Managed, log into the AirWatch Console.
2. Select Groups & Settings > All Settings > Devices & Users > Android > Android EMM Registration > Enrollment Settings.

3. Verify the two settings below under Enroliment Settings.

Settings TestPlan-DO v %

> System Android EMM Registration @
“ Devices & Users
¥ General Configuration Zero Touch Enrollment SeHings Enroliment Restrictions

v Android
Android EMM Registration Current Setting () Inherit (@ Override

Intelligent Hub Seftings

(® Enroliment setfings will apply o newly enrolled devicss only. Existing enrolied devices will not be affected.

Service Applications

Security

o
Zebra LifeGuard OTA
» Apple Management Mode ™ Work Managed Corporate Owned Persanally Enubled)
anx
> Linux Afully monaged and locked-down device. Employees will only have access fo
corporate apps +opersonal apps through the Google Ploy Store.
Chrome OS

> Microsaft Accaunt Generation * (D eeeeee based m AOSP | Clased Nehmll)
> s
i

> Advanced The Google oct

enrolled by this
> Apps assigned fo dev
uuuuuuuuuu

Management Mode for Corporate Devices: WORK MANAGED
Google Account Generation for Corporate Devices: USER-BASED
4. Click Save.

Deploying Zebra Services Agent

Install the Zebra Services Agent (ZSA) app on the devices.

Download the Zebr a_Ser vi ce_Agent V5. 0. 0. x. apk file from zebra.com/zebra-services-agent.

1. Log into the AirWatch Console.
2. Click Resources > Apps > Native Apps > List View > Add > Application File.


https://www.zebra.com/us/en/support-downloads/services/zebra-services-agent.html
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My Bockmarks Devices Resources  Orchestration Manitor Security Accounts Groups & Seftings

Apps -
Resources 3 Apps
Native Apps
Web Links List View SR
App Groups
infernal  Public  Purchased
2, Profiles & Baselines »
Filters »
E5 Cerfificates »
- jcon e UEMVersion  ManagedBy  AppVersion  Platform/OS/Model Updates Avallable  Rating
<> Seripting > (SR | From Enterprise App Reposifory TOEZ0 TestPlan-D0 T
[} Workspace ONE Confent , - WorkstationConnect AndroldiAll/Androld Not Applicable
B Bocks . o WorkstationConnect 2140 e C
fo) WorkstationCannect 81120 TestPln-DO &
£5 VPP Orders »
- Zebra Wireless Connect Android/All/Android Mot Applicable
[e} Zebro Wireless Connect 3000 TestPlon-DO 3
- o~ ZebeaBTCommsUtility 1 versionds) Apple I0S/10S 15 0+/1Phone, IPad, Pod ot Applicable
. 2ZebroBTCommsUtilty 1070 TesiPlan-DO 1 o
s 1} [
ltems 1-120f 12 Poge Size:[100 ~ |
&«

3. Upload the ZSAAPK file, and click Continue.

Add Application X

Organization Group ID ¥ TestPlan-DO

Application File

m Cancel

4. Click Save & Assign.
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Add Application - Zebra Services Agent v 5.0.0.2
Internal | Managed By: TestPlan-DO | Application ID: com.zebra.servicesagent | App Size: 20028 KB
Details Files Images Terms of Use More v
a
Name * Zebra Services Agent :_:
Managed By TestPlan-DO
Application D* com.zebra.servicesagent
App Version * 5.002
Current UEM Version 5 .0 .0 N :_:
Is Beta Yes No D
L
@unge Log ‘
P v

B =

The next screen prompts to configure application assignment parameters.

5. Assignment Configuration:
a. Enter a distribution Name.
b. Add Assignment Groups, the organization groups created during registration.

¢. Select the App Delivery Method to Auto.

Zebra Services Agent - Assignment X
Distribution o
Distribution
@ Restrictions [
Name * | Z5A Config Assignment |
© Tunnel [
Description Assignment Description
@ Application Configuration r,;v
@ Components Profile Configuration r,;v 4

Deployment Method *
eployment Metho P Ll Phased Deployment

| To whom do you want fo assign this app?

ZSA- Tesi(TestPlon-DO) X

Deployment Begins * 5 09/17/2026 ®] [12:00 ] (AM ] (oM1-05:00)casternTime (Us & Canodd

App Delivery Method * O Auto O OnDemand @

v

d. Click Create.
6. Managed Configuration:
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a. The ZSA Managed Configuration contains seven modules, each with an enable/disable feature to
set the configuration.

b. To set the configurations for devices, go to Application Configuration > Send Configuration.

Zebra Services Agent - Assignment x
a
® Oistrisution L .
Application Configuration
Restrictions |~
Shaws
Tunnel |~ I EMMMonaged Accass
Application Configuration i
Send Configuraian @
Components Profile Configuration L=
System Configuration Configme
PaR Cenfiguration Configure
DropDetection Configure
Detootecten Configure
DOT Cenfiguration Contgure

Applcction Confiqueton  Configure

FressiaDevasbaniteong o

v

¢. Under the System Configuration, enable the ZSA Configuration option and set the Configuration of the log level
forZSA with the following values:

O: Info
1: Debug

2: Sensitive

Zebra Services Agent - Assignment s
' EMM managed aceess defines which deviees will be able to install his app froem Infeligent Hub. -
Application Configuration 3
1 this seHing is disabled, oll registered devicas will be able to install this app.
Components Profile Configuration [ ]
1 this setting is enabled, only EMM managed devices will be able to install this app.
Managed Access &%
Send Configuration @ O
System Configuration
System Configuration
<Application Canfiguration
a
Enable/Disable of ZSA [ Erotie =
Configuration of theloglevelfor | 2 -
754
Start Callectinga logs in file [ isable -]
v

d. Enable the Start Collecting alogsinfile option.
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Zebra Services Agent - Assignment X

<Application Configuration

Start Cellecting a logs in file | Disatle -]

File upload URL. | hitpsi/izazt.eufsvigeebracom/systemconfig-servicelopitl... |+

File uplood retry count [3 Ji=

[15 =

File uplo:

Data uplead URL [ hitpsy/fanalytics zebra.comicient2 J=

Date [Daz0 [ =a)

Enable/Disable of data callection | Disable -]

Allow user fo foggle data collction | Enable -]

Accountho | =@ v

e. The system settings include three features for uploading log files:
File upload URL: Specifies the server path for uploading log files.
File upload retry count: Defines the number of retry attempts if the upload fails.

File upload retry interval in minutes: Sets the duration (in minutes) between each retry attempt after a
failed upload.

f Settings for managing data uploads on non-Zebra devices:
DataUpload URL: Specifies the server path for uploading details of data collection. -

Data Upload Interval in minutes: Sets the frequency of uploads, defaulting to 24 hours (or 1440
minutes), with a minimum allowed interval of 15 minutes.

g Data collection settings for non-Zebra devices:

Enable/Disable of data collection: Data collection is turned off by default. When enabled, it gathers
information on default enabled data collections, which can be uploaded to the server specified
in the Dataupload URL. Admin can modify the data collection that is default disabled.

Allow user to toggle data collection: Enabled by default, allowing users to change the status of data
collection via the app. Administrators can disable this option to restrict user access.

h. Mandatory Setup for Non-Zebra Devices

To view data on the VisibilitylQ portal, you must enter the AccountID provided by your Zebra
onboarding team during the ZSA nstallation.

@ IMPORTANT: This step is mandatory for all non-Zebra devices to enable data visibility
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Zebra Services Agent - Assignment

<Application Configuration

Filo upload retry count 3 =

Fibe upload retry interval in minutes | 15 =

Dataupload URL hitps:/fonalytics. zebro,.com/client2 "‘.?

Datouplood inferval in mirutes 1440 = @

Enobie/Disable of dafo collec fion Disgbia -

Aliow user 1o toggle data collection | Enablo -

Account Mo 2000054259 =@ v

i. Go to PBRConfiguration, enable the Enable/Disable PBR Configuration option, and provide a Custom Message as
required.

Zebra Services Agent - Assignment

w  wismounen

»

Application Configuration

Restrictions
Show v

Tunnel

G EMM Managed Access

RS S|

Application Configuration

Send Configuration ®

Cy |

Components Profile Configuration

PBR Configuration

PBR Configuration

<Application Configuration

Enable/Disable PER Configuration | Enable -

Custom message foshowinthe |
nofification

Incase of bod battery lert the user | Select -
theaugh a notification or diclog box

Block device usage [ Disable @ v

j- Set the Dialog in Incase of bad battery alert the user through a notification or dialog box from the following values:
Notification
Dialog
Alert Dialog with Assist

k. The Block device usage option is disabled by default. If enabled by the administrator, it prevents
device access when a bad battery is detected.

l.  In the Drop Detection, toggle the Enable/Disable of drop detection option as required.
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Zebra Services Agent - Assignment x

Restrictions w S
Show
Tonnel T2 W2 EMMManaged Access
'

Application Configuration i

Send Configuration o)
Components Profile Configuration r,p

Drop Detection

Drop Detection

<Application Configuration

Enable/Disable of drop defection | Enable -

Drop sensitivify level [ Megiom |

Incase of device drop olert the user | Nosification -
through a notification or diclog bax

Alow user fa foggle drop collection | Eratis -]

Collectlocation date withdrop | Disable -]

v

m. Set the Drop sensitivity level with the following values:
High
Medium (default)
Low

n. Set Notification in the In case of device drop alert the user through a notification or dialog box with the following
values:

Notification
Alert Dialog
Alert Dialog with Assist

o. The Allow user to toggle drop collection is enabled by default. Users can control this feature, and admins
can disable it to restrict access for users.

p- The Collection location data with drop allows to capture location(lat-long) data of the device when device
drop occurs.

g. Navigate to the Data Collection section. The settings for data collection on non-Zebra devices are as
follows:

Default enabled data collections:
Battery
Device Info
Application List and Events
Application Usage
Battery Events
Bluetooth Events
RAM Stats
Flash Stats
Utilization
WWAN Information
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Screen Brightness
WLAN Stats
Device Usage
Feature Usage
Doze Mode
Scanner Info
The admin can modify the following data collections:

WLAN Info: Enable the Enable/Disable of WLAN info collection option and add value in Interval of WLAN info
data collection in minutes.

Low RAM: Enable the Enable/Disable of Low RAM collection option.

Zebra Services Agent - Assignment x

Send Configuration @

Data Collection
Dota Collection

<Application Configuration

GPS Location: Track the device by enabling the Enable/Disable of GPS location data collection option and
set the Interval of GPS data collection in minutes.

Zebra Services Agent - Assignment x

Managed Access

e

Send Configuration @

Data Collection
Dota Collection

<Application Configuration

wwwww

Geofence: Receive notifications when the device leaves a predefined area by enabling Enable
Geofence option and add Location Details information as follows:

Geofence Name: Name of the area.
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Latitude & Longitude: Coordinates of the specific area.

Radius (meters): The radius in meters to cover around the specified latitude and longitude.

Zebra Services Agent - Assignment

uuuuu jed Access

9
)

Send Configuration ®

Data Collection
Data Collection

Encble Geofence.

Storage Stats: Enable the Enable/Disable of Storage Stats option and add value in Interval of Storage Stats data
collection in minutes.

Storage Stats Parameters: Configure the package names for monitoring.

WLAN Events: Enabled by default and cannot be disabled. The admin can adjust the threshold
value (in Minutes).

WLAN event data is collected based on the configured threshold value.

Zebra Services Agent - Assignment

vara Coliection
Data Collection

GPSacaton

Network Stats: Enabled by default and cannot be disabled. The admin can adjust the top no of
app counts.

Network Latency: Disabled by default, if enabled record network performance details for
configured host URLs, including the target host, measured latency, network type, signal
strength, connection information, and request result stats as error message.

11
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Zebra Services Agent - Assignment

Data Collection
Data Collection

sssssss

3
©

i
©

—¢"  NOTE: Data is uploaded based on the configured DataUpload URL and interval settings in the

o= System Configuration.

r. In the DDT Configuration section:

Enable the Enable/Disable DDT option.

Keep the Clear DDT configurations option disabled in the primary setup.

One-time tests: Set the Schedule test on specific date in DD-MM-YYYY format if required to schedule
one-time tests.

Repetitive tests: For repetitive tests, specify days using the format MON, TUE, VEED in the Schedule
tests on specific days section.

In the Schedule tests at a specific time section, enter the test time in HH:MM 24-hour format for
executing one-time or periodic tests.

Run test when device is connected to charge: Disabled by default when enabled the scheduled test will
run only when device is connected to charge.

Zebra Services Agent - Assignment %

Distribution

Application Configuration

Restrictions [
Show
Tunne L I3 EMM Managed Access
Application Configuration \
Send Configuration ®
Components Profile Configuration [
DDT Configuration

DDT Configuration

<Application Configuration

Scheduiefestonspecificdate | 11-10-2026 @

Schedulefests onspecificdays | MON.TUEWED =@

" [m:30 =@

vicei conmected o Enable -

Click Add in the TestPlan section.

s. Configure the TestPlan and click Save.

12
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Zebra Services Agent - Assignment x
ComponentsProfle Configuration g af

DDT Configuration

oo on

Tty [ — )

t.  The Application Configuration is designated for Zebra devices. It currently supports the Wireless Insight
application and the ZDS application, with more applications to be supported in the future.

u. The Wireless Insight application can be configured using Managed Configuration through MDM or
viQ.

Configuration ID: Pre-defined ID specific to the Wireless Insight configuration that includes several
options.

Custom Configuration: Add the custom Wireless Insight configuration as a value.

v. The ZDS can be configured through VIQ with a custom ZDS configuration.

Zebra Services Agent - Assignment x

»

Distribution - R
Application Configuration

Restrictions

Show v

Tunnel 73 EMM Managed Access

DS IS |

Application Configuration

Send Configuration ®

D |

Components Profile Configuration

Application Configuration

Application Configuration

<Application Configuration

wwwwwwww

?
H
3
g
E

I

13
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Zebra Services Agent - Assignment x

Distribution N R

Application Configuration
Restrictions [ ]

Show v

Tunnel L) 3 EMMManaged Access
Application Configuration \

Send Configuration @
Components Profile Configuration r_n

Application Configuration

Application Configuration

<Application Configuration

Wislesslnsight

ConfigurationID

Custom Configuration Start Wifi An

+
n

Start Cellular.
Start both (Wi
Stop Wi Analysis
Stop Cellular Analysis

Stop both (Wifi and Cellular) Analysis

w. Under the Proactive Device Monitoring sections, enable the following options:
Frequent Wi-Fi Disconnections
Frequent Bluetooth Disconnections
Frequent Device Reboots
Alert on Severe Drop Detection
Alert on Device Overheat

Alert on Device Over cold

Zebra Services Agent - Assignment %
Distribution o ) q
Application Configuration
Restrictions
Show v
Tunnel I EMMManaged Access

Application Configuration

Send Configuration 6}

(s LIS B |

Components Profile Configuration

Proactive Device Monitoring

Proactive Device Monitoring
<Application Configuration
>
Frequent Wi Disconnections

>
Frequent Buetooth Discomnectons

Frequent Device Reboots

Alert On Severe Drop Defection | Disable ~®
Alert On Device Overheat [ Disable ~®
Alert On Device Overcold [ Disable ~®

1. Frequent Wi-Fi Disconnections

Enable the Enable/Disable Frequent Wi-Fi Disconnections and set Dialog in the in case of Frequent Wi-Fi
disconnection, alert the user through a notification or dialog box with the following values:

- Notification
- Dialog

2. Frequent Bluetooth Disconnections

14
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Enable the Enable/Disable Frequent Bluetooth Disconnections and set Dialog in the in case of the Frequent
Bluetooth disconnection, alert the set through a notification or dialog box with the following values:

Notification

Dialog

Zebra Services Agent - Assignment x

L 5 EMM Managea Access

Application Configuration

Send Configuration @ o

s R

Components Profile Configuration

Proactive Device Monitoring
Proactive Device Monitoring

<Application Configuration

Frecuent WiFiDisconnections

Enablo/Discble Frequent Wi | Encble M

3. Frequent Device Reboots

Enable the Enable/Disable Frequent Device Reboot and set Dialog in the in case of Frequent device reboot, alert the
user through a notification or dialog box with the following values:

Notification
Dialog
4. Alerton Severe Drop Detection

Disabled by default. When enabled by an administrator, this feature allows the device to
receive commands from ZDS upon detecting a severe drop.

5. Alert on Device Overheat

Disabled by default. When enabled by an administrator, this feature allows the device to
receive commands from ZDS upon detecting an overheat event.

6. Alert onDevice Over cold

Disabled by default. When enabled by an administrator, this feature allows the device to
receive commands from ZDS upon detecting an under-temperature or overcooling event.

15
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Zebra Services Agent - Assignment x

Send Configuration @ o a

2]

Components Profile Configuration

Proactive Device Monitoring

Proactive Device Monitoring

<Application Configuration

>

Fraquent W Disconnecions
>

FroquentBustosh Dacernactons

FraquentDevice Rebocts
Encble/Disable Froquent Device | Enable M
Reboots
Incase of frequent devicareboct, | Disiog |
alert the user through anotification
or diclog box
Alert On Severe Drop Defection | Enable -®
Alert On Device Overheat Enable ~|®
Alert On Device Overcold Enable 6]

Cancel Crluh

The ZSA Assignment page displays.

Zebra Services Agent - Assignment x
Details
App Version : 5.0.0.0UEM Version : 5.0.0.OPlatform : Android Status : @ Active
Assignments  Workflow Assignments  Exclusions
on below. Devices with multiple assignments villreceive policies i priority order. Adjusting the pricrity for a single assignment P assignments. Select the as foedit s will the bottom of the ist.
Add Assignment
Priority Assignment Name Descripfion Smart Groups Deployment Method ‘App Delivery Method EMM Managed Access
fo+) zsace ] Direct Assignment On Demand  Disabled

ltems1-10f1 PogeSize |5 v |

Coneel @

x. Preview the Assigned Devices to ensure only the target devices are listed, then click Publish.

16
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Zebra Services Agent - Preview Assigned Devices

The application is now installed on the devices.

‘0 @100%

Internet

N 3 Bluetooth

o Do Not Disturb g Flashlight

n Auto-rotate
On

Airplane mode
A P

0 Android System SUCA A

Zebra Services Agent

Installed by your admin

Auto-Grant Permissions for Zebra Services Agent

To add the automatic permissions:
1. Select Orchestration > Product Provisioning > Components > Product Profiles > Add Profiles > Android.

The Add a New Android Profile page display. Enter the name as Grant ZSA Permissions Profile.

17
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i@ Add a New Android Profile x
Find Payload

Generd
Passcode Name * Grant ZSA Premissions Profile
Chrome Browser

Settings Version 1

Credentiels oR e (m

Custorn Messages

Profile Scope Production
Application Control
Proxy Seffings Allow Removal Always
System Updates

Managed By TestPlan-DO
Wi-Fi
VPN

Permissions

Single App Mode

-
2. Scroll down to Custom Settings, select Configure, and then add the below script:
i Add a New Android Profile X
Find
Custom Settings
General
asse Custom Settings *

Restrictions

Exchange ActiveSync

Credentials

Custom Messages

Application Control

Proxy Settings

System Updates

Wi-Fi

VPN

Permissions

Single App Mode

® 0o

<characteristic uui d="el35b2b0-e9ac-4dd2- 8b92- 65eb259dc301 "

t ype="com ai rwat ch. andr oi d. andr oi dwor k. perm ssi ons"t arget =" 1" ><parm

name="Mast er Runt i mrePer m ssi on" val ue="1" type="integer" /><parm nane

=" AppLevel Runti nePer m ssi ons"

val ue="W8si cGFj a2FnZU5hbWJi O Jj b20uemVi cmEuenNhl i wi cGvybW zc2l vbnM
At 71 nfBhbWJi G JhbnRyb2l kLnBI cnilpc3Npb24uV1JJIVEVF QQOOVEFDVFM LCI2YWk1ZSI 6
I'j Ei f Sx71 mbhbWJi O JhbnRyb2l kLnBl cmlpc3Npb24uQFMIFOQSEICRSI sl nZhbHMI | j oi
MSJ9LHsi bnFt ZSI 61 nFuZHIvaWQuc GvybW zc2l vbi 5SRUNPUKRf QVWESU8i LCI2YWk1ZSI 6
I'j Ei f Sx71 mbhbWJi O JhbnRyb2l kLnBl cmlpc3Npb24uUkVBRFIDTO5UQUNUUYI sI nZhbHVI
| j oi MSJ9LHsi bnFt ZSI 61 nFuZHIvaWQucGvybW zc2l vbi 53Tl RFUK5FVCI sl nZhbHM | j oi

18
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MBJ9LHsi bnft ZSI 61 nFuzZHIvaWQuc GVybW zc2l vbi 5SRUFEXINFVFRITkdTI i wi dnFsdWi

O | xI n0OseyJuYWLI | j oi YWbkcmBpZCowZXJt aXNzaWpulLl JFQURF UEhPTKkVF ULRBVEUI LCJ2
YW1ZSI 61 j Ei f Sx71 nbhbWJi G JhbnRyb2| kLnBI cnmlpc3Npb24uUk VBRFOFWFRFUKS5BTFOT
VE9SQUAFI i wi dnFFsdWUi O | xI nOseyJuYWLI | j oi YWbkcnDpZCowizXJt aXNzaWduLl dSSVRF
XOVYVEVSTKFMXINUT1JBROUI LCI2YWk1ZSI 61 j Ei f Sx71 nbhbWJi O JhbnRyb2| kLnBI cmlp
c3Npb24uUkVBRFOQUKOGSUxFI i wi dmFsdWUi O | xI nOseyJuYWLI | j oi YWbkcmBpZC5wZXJt

aXNzaWpuLl VTRVIDUK VERUSUSUFMUy| s| nZhbHVI | j oi MSJ9LHsi bnfFt ZSI 61 nFuZHIvaWu
cGVybW zc2l vbi 5SNQUSBROVF QUNDT1VOVFM LCI2YWk1ZSI 61 j Ei f Sx71 nbhbWJi O JhbnRy
b2l kLnBl cmlpc3Npb24uUk VBRFOTWISDXINUQVRTI | wi dnFsdWUi O | xI nOseyJuYWLI | j oi

YWskcmDpZCowzZXJt aXNzaWulLl JFQURF ULl OQL9TRVRUSUSHUy | s| nZhbHWVI | j oi MBJ9LHsi

bnft ZSI 61 nFuzZHIvaWQuc GvybW zc 2l vbi 5XUkl URVOTWISDXINFVFRITkdTI i wi dnFsdWLi

O | xI n0OseyJuYWLI | j oi YWbkcmBpZCowZXJt aXNzaWpuLl JBSVNFRFOUSFJIFQURF UFJJT1JJ
VFki LCI2YW1ZSI 61 j Ei f Sx71 nbhbWJi G JhbnRyb2| kLnBI cnilpc3Npb24uUE9TVFOOT1RI
Rkl DQVRITOS5TI i wi dnFsdWLi O | xI nOseyJuYWLI | j oi YWbkcnBpZCowizXJt aXNzaWdulLl JF
QURF UFJJVKI MRUJFRFOQSE9ORVITVEFURSI sl nZhbHVI | j oi MSJ9LHsi bnFt ZSI 61 nFuZHlv
aWQucGVybW zc2l vbi 5SRUNFSVZFX0JPT1RF QQONUEXFVEVEI i wi dnFsdWJi O | x| nOseyJu
YWLI | j oi YWbkcmDpZCowZzZXJt aXNzaVWWuLkFDQOVTULIORVRXT1JILXINUQVRFI i wi drmFs dWLi

A | xI n0OseyJuYWLI | j oi YWbkcnmBpZC5wzXJIt aXNzaWBuLk FDQOVTUL9XSUZI XINUQVRFI i wi

dnFsdWUi O | xI nOseyJuYWLI | j oi YWbkcmBpZC5wZXJt aXNzaVWQuLkNI QUSHRVIXSUZJ X1 NU
QVRFI i wi dnmFsdWUi O | xI nOseyJuYWLI | j oi YWbkcmBpZC5wZXJt aXNzaWpulLkJ WUVUT09U
SCI sl nZhbHVI | j oi MSJ9LHsi bnFt ZSI 61 mFuZHIvaWuc GvybW zc2l vbi 5CTFVFVEQPVEhf

QURNSWAI LCI2YWk1ZSI 61 ) Ei f Sx71 nbhbWJi O JhbnRy b2l kLnBI cmlpc3Npb24ukx VRVRP
T1RI XONPTK5FQLQ LCI2YW1ZSI 61 j Ei f Sx71 nbhbWJi O JhbnRyb2I kLnBI cnilpc3Npb24u
kX VRVRPT1RI XINDQU4I LCI2YWk1ZSI 61 j Ei f Sx71 nbhbWJi O JhbnRyb2| kLnBI cmlpc3Np
b24uCkx VRVRPT1RI XOFEVKVSVEI TRSI sl nZhbHVI | j oi MSJ9LHsi bnFt ZSI 61 nFuzZzHIvaWu
cGVybW zc2l vbi 5SRUFEX1BI TOSFX05VTUIFU M LCI2YWk1ZSI 61 j Ei f Sx71 mbhbWJi G Jh
bnmRyb2l kLnBl cmlpc3Npb24uUll TVEVNXOFMRVIJUX1dJTKkRPVYI sl nZhbHVI | j oi MSJ9L Hsi

bnft ZSI 61 nFuzZHIvaWQuc GvybW zc2l vbi 5DQULIFUKEI LCI2YWk1ZSI 61 j Ei f SwKeyJuYWLI

| j oi YWbkcmDpZChwizXJt aXNzaWduLl JFQURf QVBOQXLNQRUNIRkI DX0x PQOFVMRVM LCJI2YWk 1
ZSI 61 j Ei f Sx71 mbhbWJi O JhbrRy b2l kLnBI cmlpc3Npb24uSEl HTI 9 TTUFQTElI OR19SQVRF
XINFTI NPU M LCI2YWk1ZSI 61 j Ei f Sx71 mbhbWJi G JhbnRy b2l kLnBI cnmlpc3Npb24uQUND
RVNTXONPQVJTRVOMIONBVEI PTi | sI nZhbHVI | j oi MBJ9LHsi bnt ZSI 61 nFuZHIvaWuc Gvy
bW zc2| vbi 5BQONFULNf Rkl MRVOMIONBVE! PTi | sl nZhbHVI | j oi MSJ9LHsi bnFt ZSI 61 nFu
ZHIvaWQuc Gy bW zc 2l vbi 5BQONFULNF QkFDSOdST1VORFOMIONBVE! PTi | s| nZhbHVI | j oi

MBJ9LHsi bnFt ZSI 61 nFuZHIvaWQuc GvybW zc2l vbi 5RVUVSW/9IBTExf UEFDSOFHRVM LCJ2
YW1ZSI 61 j Ei f Sx71 nbhbWJi G JhbnRyb2| kLnBI cmilpc3Npb24uUEFDSOFHRVOVUOFHRVIT
VEFUUy | sl nZhbHVI | j oi MBJ9LHsi bntt ZSI 61 nFuZHIvaWucGvybW zc2l vbi 5GT1IFRLIP
VUSEXINFUl Z2J QO VF REFUQVOTWISDI | wi dnmFsdWUi G | xI nOseyJuYWLI | j oi YWbkcmBpZCow
ZXJt aXNzaVWQuLkZPUk VHUKOVTKRF UOVSVKI DRSI sl nZhbHVI | j oi MSJ9LHsi bnft ZSI 61 nfu
ZHIvaWQuc Gy bW zc2l vbi 5GT1JFR1IPVUSEXINFU ZJQOVF UKVNT1RFX01FULNBROI ORyl s
| nZhbHVI | j oi MBJ9LHsi bt ZSI 61 nFuZHIvaWQuc Gy bW zc 2l vbi 5XQUt FXOxPQJsi LCJ2
YW1ZSI 61 j Ei f Sx71 nbhbWUi O JhbnRyb2| kLnBI cnilpc3Npb24uVVNFX0VYQUNUXOFMQVIN
i w dnFsdWUi G | xI nOseyJuYWLI | j oi YWbkcnmDpZCowizXJt aXNzaWduLk1BTk FHRVOFWFRF
UkS5BTFOTVEISQUAFI i wi dnFsdWUi O | xI nOseyJuYWLI | j oi YWbkcnmBpZCowZXJt aXNzaWdu
LI NDSEVEVUXx FXOVYQUNUXOFMQVINI | wi dnFFsdWUi O | xI n1df VO=" type="string" /></

characteristic>

—¢"  NOTE: The AppLevelRuntimePermissions value is encoded using the below permission JSON value

= into base64 via base64decode.org:

[{"packageNane":"com zebr a. servi cesagent ", "perm ssi ons":
[{"name": "androi d. per m ssi on. WRI TE_CONTACTS", "val ue":"1"},
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{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m
{" name": "andr oi d. per m

3. Click Save.

Auto-launching Zebra Services Agent

Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi
Ssi

on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
. RAI SED_THREAD PRI ORI TY", "val ue":"1"},
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.
on.

on

CALL_PHONE", "val ue": " 1"},
RECCRD_AUDI O', "val ue": " 1"},
READ_CONTACTS", "val ue": "1"},

| NTERNET", "val ue": " 1"},
READ_SETTI NGS*, "val ue": "1"},
READ_PHONE_STATE", "val ue": " 1"},
READ_EXTERNAL_STORACE", "val ue":"1"},
VRI TE_EXTERNAL_STORACE", "val ue": "1"},
READ_PRCFI LE", "val ue": " 1"},
USE_CREDENTI ALS", "val ue": " 1"},
MANAGE_ACCOUNTS", "val ue": "1"},
READ_SYNC_STATS", "val ue": "1"},
READ_SYNC_SETTI NGS", "val ue":"1"},
VWRI TE_SYNC_SETTI NGS", "val ue":"1"},

POST_NOTI FI CATI ONS', "val ue": "1"},

READ PRI VI LEGED PHONE_STATE", "val ue": "1"},
RECEI VE_BOOT_COMPLETED', "val ue": "1"},
ACCESS _NETWORK_STATE", "val ue": "1"},
ACCESS W FI _STATE", "val ue":"1"},

CHANGE_W FI _STATE", "val ue": "1"},
BLUETOOTH', "val ue": "1"},

BLUETOOTH _ADM N', "val ue": "1"},
BLUETOOTH_CONNECT", "val ue": "1"},
BLUETOOTH_SCAN', "val ue": "1"},
BLUETOOTH_ADVERTI SE", "val ue": "1"},
READ_PHONE_NUMVBERS', "val ue": " 1"},

SYSTEM ALERT_W NDOW , "val ue": "1"},

CAVERA', "val ue": "1"},

READ APP_SPECI FI C_LOCALES', "val ue":"1"},

H GN_SMAPLI NG RATE_SENSORS', "val ue": "1"},
ACCESS_COARSE_LOCATI ON', "val ue": "1"},
ACCESS_FI LE_LOCATI ON', "val ue": "1"},
ACCESS_BACKGROUND_LOCATI ON', "val ue": "1"},
QUERY_ALL_PACKAGES', "val ue": "1"},
PACKAGE_USAGE_STATS", "val ue":"1"},
FOREGROUND_SERVI CE_DATA_SYNC', "val ue": "1"},
FOREGROUND_SERVI CE", "val ue":"1"},
FOREGROUND_SERVI CE_REMOTE_MESSAG NG', "val ue": "1"},
WAKE_LOCK", "val ue": "1"},

USE_EXACT_ALARM', "val ue":"1"},
MANAGE_EXTERNAL_STORAGE", "val ue": "1"},
SCHEDULE_EXACT_ALARM', "val ue":"1"}]}]

After deploying the apps, set the app to auto-launch:

1. Select Orchestration > Product Provisioning > Components > Files Action > Android.

2. In the General tab, enter the Name and Description.
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3. In the Manifest tab, click Add Action under Install Manifest.

MyBookmarks  Devices  Resources  Orchestrafion  Monifor  Security  Accouns  Groups & Seftings
38 Freestyle >
> Product Provisioning > C i
& Product Provisioning -
i i @ w
Product Dashboard File Actions
Products
Product Sefs 7
Name. Description Platform Version Managed By (Root OG)
Custom Attributes
Components - , 0_autoFWupdate_infent_CSP_enterprise Android 1 TestPlan-DO
Product Apps
Product Profiles / O_FW_upgrade_recovery_sdcard_CradieFW_5_2-1.zip Android 6 TestPlan-DO
Conditions
Event Actions 5 ooei0 Android 2 TestPlan-DO
File Actions
File Servers 5 oopete Android 1 TestPlan-DO
Relay Server: o
(ETRso/Eass 0 O 00_Friday Android 1 TestPlan-DO
7
5 oozr.6575 Android 1 TestPlan-DO
5 0027_delto2 Android 1 TestPlan-DO
, 0058_mode2 Android 1 TestPlan-DO
« 123456789 > > Items1-500fN821 Page Size:|50 v

4. Configure the following information in the Add Manifest options.
Action(s) to Perform: Run Intent

Command Line and Arguments to run:

node=expl i ci t, broadcast =f al se, acti on=andr oi d. i ntent. acti on. MAI N,
package=com zebr a. servi cesagent,
cl ass=com zebr a. servi cesagent . ui . spl ash. Spl ashActivity

TimeQut: -1

Add Manifest

Action(s) To Perform * | Run Intent v |

Command Line and | mode=explicit,broadcast=false,action=android.intent. |

Arguments to run

TimeOut (-1 for infinite) * | 0 Agent v2 4.2+
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5. Click Save.

Activating Permissions Product

To activate the Permissions Product:

1. Go to Orchestration > Product Provisioning > Products > Product List View.

2. Click AddProduct, and select Android.

3. In the General tab, fill in the Name, Description, and Smart Groups fields.

r
Add Product

General Manifest

Name *

Description

Managed By ¥

Smart Groups

Assignment Rules

B

Conditions

Deployment Dependencies

| Z5A All Permissions

| TestPlan-DO

| #% Z5A - Test (TestPlan-DO)

'S‘c" typing to add a group

Add Rules

@ Concel

4. Click Save.

5. In the Manifest tab, click Add.

6. Configure the following information in the Add Manifest options.
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Add Product X

General Manifest Conditions Deployment Dependencies

.
Up Down Step Number  Action Type Persistent Description
A v 1 Install Profile Yes Profile = ZSA Auto Grant Permissio... PR
Items 1-1of 1

@D (o) o

L

Select Profile Install from the drop-down list.

=3

Search for the permissions profile of Zebra Services Agent and select the permissions profile.
Select the Persistent checkbox via enterprise reset.
d. Click Save.

e. Repeat stepsa-e to add Zebra Services Battery Health permissions.

Creating an Auto-launch Product

To create an Auto-launching Product:
1. Go to Orchestration > Product Provisioning > Products > Product List View.
2. Click AddProductand select Android.

3. In the General tab, fill in the Name, Description, and Assigned Groups fields.
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Add Product X

General Manifest Conditions Deployment Dependencies

Nome * | ZSA All Permissions |

Descrption | |

Managed By * | TestPlan-DO |
Smart Groups | 7% ZSA - Test (TestPlan-DO) ® |
| F‘c-”yorg to add a group a |

Assignment Rules Add Rules

@ Cancel

A v |
4. Click Save.
5. In the Manifest tab, click Add.

6. Configure the following information in the Add Manifest options.
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Add Product X

General Manifest Conditions Deployment Dependencies

.
Up Down Step Number  Action Type Persistent Description
A v 1 Install Profile Yes Profile = ZSA Auto Grant Permissio... PR
Items 1-1of 1

@D (o) o

L

Select File/Action from the drop-down list.

=3

Search the auto-launch File/Action for Zebra Services Agent.
Select the auto-launch File/Action.

d. Select the Persistent checkbox via enterprise reset.

e. Click Save.

After creating two products, activate the first permission product and wait for it to comply with all
devices.

@ IMPORTANT:

You are only required to Activate the Zebra Services Agent autolaunching products from the list
of products under Provisioning.

Expected Behaviour After Auto-launching Zebra Services Agent

This section explains the behaviour of the ZSA app after the auto-launching.

1. Auto-launching the ZSA application on your device. The ZSA home screen displays the appropriate
entitlement.

2. If the Proactive Battery Health (PBR) module is entitled, the ZSA app automatically launches it after
a few seconds.
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3. The PBR screen displays both good and bad battery details, and if a bad battery condition is detected, a
dialog will display.

435PM F 438PM F Q ‘%@

= Zebra Services Agent € Proactive battery replacement

B -

o a Battery replacement required

This battery has reached the end of its useful 0" Zebra Services Agent
attery should be available at

Proactive battery Diagnestic Teol
replacement

p the battery and dispose of
Battery replacement required

This battery has reached the end of its
useful lfe. A replacement battery should be
available at your site. Please swap the battery

and dispose of the old one per site guidelines

Battery Serial No
T0097

Battery Part No
BT-000535-0020 R.3

Battery Manufacturing Date
s by

How does zebra determine a bad battery ?

This is calculated based an VIQ proprietary

FAQs

1. How do you determine which apps are installed on the devices in AirWatch?
a. Go to Devices > List View.

b. Select any device from the list, and it provides information about the selected device.

My Bookmarks Devices Resources  Orchestration Monitor Security Accounts Groups & Seftings

(@ Device Dashboard
Devices » List View < 2/50 >

3 Devices e

TestPlan-DO Zebra TC53E Android 15.0 0719

oy [ vere [ o [ _rereroms 2

T3 Details View
%, Device Updates »
@) Lifecycle » Summary Complionce  Workflows Profiles Apps Content Location User More
£ Stoging » Last Scan: Friday, September 18, 2026 8:10 AM Installation Status Last Scan: Friday, September 18, 2026 8:10 AM
Name o App Status Installation Status Assignment Status
) Web App - Lite Private Browser ONot Instolled Net Reported Directly Assigned
O Web2App: Web fo App Converter ©Nat Installed Nt Reported Directly Assigned
« Mems1-20f2 Page Size: |50 ~ |
@ asour

c¢. Click the Apps tab, then scroll down or use the Search feature to find the ZSA app.

2. How can the user verify if the app is installed with the correct permissions and is able to connect to
Zebra servers?

a. To verify the app version, go to Settings > Apps > Allapps and select Zebra Services Agent.
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10:18am @ ¢ ¥ @ Q 4G 4l @
& Allapps @ :
e
218 MB

YouTube Music
@ 139 MB

Zebra Bluetooth Settings
65.54 kB

5

Zebra Data Service
35.22 MB

Zebra Data Service Plugin
2.71 MB

Zebra Services Agent
4420 MB

(7 Zebra Showcase
== 451k

4 (] ]
b. The Appinfo page displays the Version.

1024am @ ¢ ¢ @ 9 4G .d

& Appinfo

App battery usage

8% use since last full charge

Open by default

Allow app to open supported links

Unused app settings

Advanced

Display over other apps
Allowed

Version 3.0.0.0

< (] ]

c. To verify the ZSA Permissions, go to Settings > Apps > Allapps > Zebra Services Agent > Permissions.

27



Zebra Services Agent for Omnissa Workspace ONE Installation Guide

10:28am & ¢ ¢ B 9 4G .4l B

< App info

Zebra Services Agent

@ W A

OPEN UNINSTALL FORCE STOP

Notifications
About 3 notifications per day

Permissions
Camera, Location, Microphone, Nearby devices, N...

Storage and cache
44.35 MB used in internal storage

Mobile data and Wi-Fi

&0 LD vinnd ainan 16 Ans

| ® [

d. To verify the Display over other apps permission, go to Settings > Apps > Allapps > Zebra Service Agent >
Advanced > Display over other apps.

1033am @ ¢ ¢ @ O 4G .l

& App info

App battery usage

8% use since last full charge

Open by default

Allow app to open supported links

Unused app settings

Advanced

Display over other apps
Allowed

Version 3.0.0.0

<4 ® [

e. To verify Usage Access permission, go to Settings > Apps > Special app access > Usage Access > Zebra
Service Agent.
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3:14PM & 3 2 - S0

& Usage.. [@ ¢

Google
Allowed

G

* Google Play services
Allowed

B Google Play Store
Allowed

Zebra Data Service..

Allowed

@ Zebra Services Agent
Allowed

f For Device action > Outdoor Location Tracking feature, ensure the location accuracy is enabled on the
device to get precise location information. Go to Settings > Location > Location Services > Location Accuracy.

1WBmTOFT 4G .4 B

<

Location Accuracy

Improve Location Q

Accuracy

@

When Location Accuracy is on, information about
wireless signals, such as Wi-Fi access points,
maobile network towers and GPS, along with

device sensor data, such as accelerometer and
gyroscope, is used 1o estimate mone accurate
device location, which apps and services use to
provide location-based features. To do this, Google
periedically processes information about device
sensors and wireless signals near you 1o contribute
to crowdsourced wireless signal locations.

Gnnale nses this infarmation withaot identifvinn

<4 o n

g. To verify ZSA Network connectivity to the Zebra URL:
Launch ZSA and go to Settings > Refresh.
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10:40am @ ¢ ¥ @

a Hi, User

9 4Gl

{q Contact Us
533 Settings
@ About

h. To verify the drop detection status:

Launch ZSA and go to Settings, check the Drop detection option. The user can enable/disable the drop

10:40am @ ¥ v @ Q 4G gl

& Settings

Connectivity

Last connected to server
Today | 9:59am

Last cached

Refresh
Today | 9:59am
Drop Detection
Drop detection Q

detection if the administrator provides the toggle access.

10:40am @ ¢ ¢ @

Q Hi, User

0 4G .l

{a Contact Us
233 Settings
@ About

To verify Data collection in a non-Zebra device:
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Connectivity

Last connected to server
Today | 9:59am

Last cached

Refresh
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Drop Detection
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Launch ZSA and go to Settings > Data Collection. In data collection, the last uploaded time indicates
when all data was sent to the server, while each data type has its own last collected time and
collection interval.

1536 « @F « @ =l 100%8

€ Settings

Last connected to server

oday | 2:39pm

Last cached Rofresh

Today | 2:39pm

Drop Detection ‘3

Device Data

&, Apr 29 2025 | 3:10pm

Battery

Davice Info
Last cal

Installed Apps

Application Usage

j- To verify the LogData collection status, click Export.

1514 « @B »

€ Settings

Conr

Last connected to server

Today | 7:26am

Last Cached Refresh

Today | 7:26am

Drop De

Drop Detection (@ ]
Data Collection

Device data (o |
Log Data Export

@ Log data has been successfully exported to
the SD card.

k. Swipe down the Notification panel to verify the reminder about the upcoming alarm.
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5:29 pm Thu, 13 Nov W+l G69%

¥ Internet > 3 Bluetooth

B¢ QRcode. > © Do Not Distu..

° Zebra Services Agent - now W ~
Scheduled Diagnostic Test
Upcoming diagnostic tests at 05:44 PM
Dismiss

@ SureMDM Agent - 2m v

° Zebra Services Agent - 1d v

Manage Clear all
4 ] 0

Proactive Device Monitoring

Verify Proactive Device Monitoring and event alerts by observing the alert dialog workflows for
Severe device drop, Frequent network disconnections (Wi-Fi/Bluetooth), unexpected reboots, and
thermal anomalies:

-'_l NOTE: The following behaviour applies to all supported troubleshoot events, including

Severe device drop
Frequent Wi-Fi Disconnections
Frequent Bluetooth Disconnections
Frequent Device Reboots
The Following workflow uses the Severe device drop scenario as an example.

The Application monitors Severe device drop event from ZDS Application; an alert dialog is shown to
inform theUser and recommend running all the DDT tests.
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849PM &

j Zebra Services Agent

Diagnostic Required

A severe drop was detected. To ensure your
device is working properly, we recommend
running a quick diagnostic test. This test
takes about 2 minutes and requires your
interaction.

Run

Snooze for 10 min

Skip

Run — Starts the DDT diagnostic process by executing all DDT tests sequentially.
Snooze for 10 min — Dismisses the alert dialog and the prompt will appear again after 10 minutes.

Skip — Skips the diagnostics and report to admin about the skip action.

1/1] —

4) Audio X
@® Record

»

>

Thermal anomalies
Alert on Device Overheat
ZSA receives the device overheat event from ZDS and displays the alert dialog to the user
Snooze — Dismisses the alert dialog and the prompt will appear again after 5 minutes.

Reboot — Reboot the device
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Zebra Services Agent

Device Overheated

Batlery overheating. Unplug the charge
immediately 1o prevent damage, then reboot
the device

Reboot

Snooze

Alert on Device Over cold
ZSA receives the device over cold event from ZDS and displays the alert dialog to the user.

Ok — Dismiss the alert.

Zebra Services Agent

Device Over Cold

Device lemperature is 1o low. Consider

moving 1o a warmer area 10 prevent issues
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