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Overview
SOTI MobiControl is an Enterprise Mobility Management (EMM) solution that enables companies to
securely manage devices and endpoints with any form factor and operating system throughout their
lifecycle, from deployment to retirement.
The Zebra Services Agent (ZSA) app is designed to be installed and configured through EMM tools.
Pre-requisites

All target devices for the app installation must be enrolled in Soti Mobicontrol under one or more
Organization Groups. Devices must be enrolled as Work Managed with the SOTI MobiControl Android
application.

To verify if devices are configured as Work Managed, select Group > Device name > Device Details > Android
Enterprise > Management Type. Work Managed Device displays.

i AndroldEnterprise 00254 |

Ardrod emterprise

Status [ ———

Deploying Zebra Services Agent

Install the ZSA app on the devices.

Download the Zebr a_Ser vi ces_Agent _V5. 0. 0. x. apk file from zebra.com/zebra-services-agent.

1. Log into Soti Mobicontrol Web Console.

2. Select Menu and scroll down to Configuration section.

3. In the Configuration section, navigate to Policies and then choose Apps.
4

Select New App Policy from the top-right corner. After you make the selection, a Create App Policy dialog
box displays.


https://www.zebra.com/us/en/support-downloads/services/zebra-services-agent.html
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SOTI MOBICONTROL | Policies ® Lt | (R raghavendran.somas... v
Policies <) Family: Al " Filters:  None v —‘n e NEW APP POLICY
Apps APP POLICIES (00f0) m (&
complia"ce POLICY NAME FAMILY APPS CREATED DATE ASSIGN|

Customize criteria that define whether or not

your devices are compliant

Enrollment
Create enrollment policies for devices that will b
be managed through MobiControl

File Sync

e and sync files between your devices

ied server

Firmware Management
Create policies to manage updates for your

devices

signal

T automated actions based on configured

conditions

5.  Go to Android option > Android Enterprise.

CREATE APP POLICY

Use an App palicy to install Apps on your devices, App policies can only be created for a single family at a time. Some

families have additional bypes.

Please Cheose *

« &«
Android % Apple * Windows ?

Android Classic

Android Enterprise

6. In General tab, provide App Policy Name.
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* CREATE APP POLICY @

GEMERAL e

App Policy Name * |:-5-'u'-pptorﬂ-s4-3b¢ﬂ ]
Desoription Polic

Policy Status MyA

Family % Android Plus

Type [T) Android Enterprise

Apps 1

CANCEL SAVE AND ASSIGH

7.  Go to Apps tab, click on Add new app.

* CREATE APP POLICY @

@ cEntRAL S

N3 APPS ADDED

8.  Select Enterprise apps as App Source and click Next.
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AL AN AFP

) s sovmce 7) SELECT APPS

Select an app sownoe "

.' Select erderprise binding v

Managed Google Play apps

et s oo o the Mrspest Goophe M managed e
e rm b gh BT KlsbaZamtrsl

o

SO0TI OHE apps

Doaiony S0T) Agpa s ek, Sattinegn Murages bnd S o Bosat
Pttty e iy, with, erryplad Cds, Ml CortRAE
sconmn. b sk browsing.

1 | COMFEGURATION

ERterpaise apps

Doyt it BT Aot 10 Yo bt meadh
ety b dionn. ruvalaiia on suble sop mioew

S

SOTI Smap apps

Doy SET1 S i 1 oo g 5ol ot
prochatvity with saay, no-mde developmant

Click +Upload new apk and select Import under the Source field.

10. Click BrowseFile to upload the APK file.

1.

ADD AN APP

e Select ap|

Apps

Source

Name
Version
Seller

Description

ps > Android Enterprise App Store app

@ Import

(O Enterprise URL

Upload APK File *

Qs

apk_build_test-usa-client_release_ga_1220_7ZSA re...

Zebra Services Agent
5.0.0.2
Seller

Description

CANCEL NEXT

Click Next.
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It will redirect to Configuration step.

ADD AN APP @
@ APP SOURCE @ SELECT APPS o CONFIGURATION
Selected Apps Details of the application you are adding or editing
Zebra Services Agent Name
App Details Package Name ll—]
Installation Options Version 5.0.0.2
Managed App Config Seller

App Permissions
Description
Scripts

Delegate Permissions

BACK CANCEL m

a.  Go to Installation Options and enable Launch App After Installation.

ADD AN APP @
@ APP SOURCE @ SELECT APPS e CONFIGURATION
Selected App= Installation options of the application you are adding or editing
4 Zebra Sarvices Agent {2 Deployment Type () Suggested
@ Mandstory
App Details =
Installation Options Launch App After Installation @ O
Manzaged App Config Enforce App Version @ o

App Permizsions
Scripts

Delegate Permizsions

b. Go to Managed App Config, enable the Enable Managed App Config option and Import.
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ADD AN APP @
@ APP SOURCE @ SELECT APPS ° CONFIGURATION
Selected Apps 13 Search Configurations g‘ @
4 Zehra Sarvices Agent & (1) Displays a path by clicking on a property
App Detsils Enable Managed App Config G
Advanced options available for the application

Inztallstion Options

Managed App Config

App Permissions

Scripts

Delegate Permizsions

IMPORT MANAGED APP CONFIG?

This will import config from the app's previous version to its new version

CANCEL IMPORT

The configuration app list display.



C.
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ADD AN APP @

@ APP SOURCE @ SELECT AFPS o CONFIGURATION

(i) Displays a path by clicking on a property

Selected Apps
4 Zebra Services Agent & Enable Managed App Config ()
Advanced options svailable for the application
App Details

» System Configuration
Installsticn Options

Mznaged App Config

* PBR Configuration
App Permizsions
Scripts » Drop Detection
Delegate Permizsions

» Data Collection

» DDT Configuration

w

Application Configuration

W

Proactive Device Monitoring

Under the System Configuration section, enable the Enable/Disable of ZSA option and set the Configuration
of the log level for ZSA with the following values:

0: Info
1: Debug

2: Sensitive

Enable Start Collecting alogs infile to capture ZSA logs.
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ADD AN APP @

@ AFF S0URCE @ SELECT AFFS o CONFIGURATION

Selected Apps Enable Managed App Config c
Advanced options svailable for the application

¢ Zebra Services Agent &

~ Systemn Configuration

App Details

Inzstallstion Opticns
Enable/Disable of 254 ()

Managed App Config

. Configuration of

APEESTES s the log level for 1 o
Z5A

Scripts

Delegate Permizsions Start Collecting a logs in file O
File upload URL hittps: (/242 ¢ eu f= vig zebra.com/system

File upload retry
count

File upload retry
interval in 15
minutes

e. The system settings include three features for uploading log files:

File upload URL: Specifies the server path for uploading log files.
File upload retry count: Defines the number of retry attempts if the upload fails.

File upload retry interval in minutes: Sets the duration (in minutes) between each retry attempt after
a failed upload.

f  Settings for managing data uploads on non-Zebra devices:
Data Upload URL: Specifies the server path for uploading data collection details.

Data Upload Interval in minutes: Sets the frequency of uploads, defaulting to 24 hours (1440
minutes).
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ADD AN APP @
@ APP SOURCE @ SELECT APPS o CONFIGURATION
Selected Apps File upload retry 3

count

¢ Zebra Services Agent &
File upload retry

App Details interval in 15
£H ! minutes
Installation Options
Data upload URL hittps: (/analytics_zebra.com/client2
Managed App Config
App Permissions Data upload
interval in 1440
Seripts minutes
Delegste Permizsions Enable/Disable of data collection

Allow user to toggle data collection

Account Mo

> PBRConfiguration

Data collection settings for non-Zebra devices:

Enable/Disable of data collection: Data collection is turned off by default. When enabled, it gathers
information on default enabled data collections, which can be uploaded to the server
specified in the Dataupload URL. Admin can modify the data collection that is default disabled.

Allow user to toggle data collection: Enabled by default, allowing users to change the status of data
collection via the app. Administrators can disable this option to restrict user access.

Mandatory setup for non-Zebra devices:

To view data on the VisibilitylQ portal, you must enter the AccountID provided by your Zebra
onboarding team during the ZSA installation.

\J
@ NOTE: This step is mandatory for all non-Zebra devices to enable data visibility.

11
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ADD AN APP ®
- >
f:\/\/\ APP SOURCE (\_//‘ SELECT APPS o CONFIGURATION
. File upload retry
Selected Apps intervalin 15
minutes
Zebra Services Agent &
Data upload URL https://analytics.zebra.com/client2
App Details
Installation Options Data upload
intervalin 15
Managed App Config minutes

Scripts

App Permissions
Enable/Disable of data collection ()

Delegate Permissions Allow user to toggle data collection

Account No 2000054272

BACK CANCEL m

i.  Go to PBR Configuration, turn on Enable/Disable PBR Configuration, and provide a Custom Message as

required.
ADD AN APP @
@ APP SOURCE @ SELECT APPS e COMNFIGURATION
Enable Managed App Config
Selectad App= R O
Advanced options svailable for the application

Zebra Services Agent £
¥ System Configuration

App Details
Inztallstion Opticns * PBR Configuration
Managed App Config
Enable/Dizable PBR Configuration O
App Permizsions
- Custom message
Scripts
e to showin the [ \"OUR_CUSTOM_MESSME_HERq ]
notification
Delegate Permizzsions
In case of bad
battery alert the
user through a Dialog v
notification or
dialog box

Block device usage

* Drop Detection

j  Set the Incase of bad battery alert the user through a notification or dialog box with the following values:

- Notification
- Alert Dialog (default)
- Alert Dialogue with Assist

12
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k. The Block device usage option is disabled by default. If enabled by the administrator, it prevents
device access when a bad battery is detected.

. Go to Drop Detection, toggle the Enable/Disable of drop detection option as required.
m. Set the Drop sensitivity level with the following values:

High

Medium (default)

Low

ADD AN APP ®
@ APF SOURCE @ SELECT AFFS o COMFIGURATION
Selected Apps > PBRConfiguration

¢ Zebra Services Agent &
~  Drop Detection

App Details
Inztallstion Options Enable/Dizable of drop detection c

Managed App Config
Drrop sensitivity

Medium v
level

App Permizsions

Scripts In caze of device

drop alert the

user through a Motification o
notification or

dialog box

Delegate Permizsions

Allow user to toggle drop collection

Collect location data with drop

ve

» DataCollection

n.  Set the Incase of device drop alert the user through a notification or dialog box with the following values:

Notification (default)
Alert Dialog
Alert Dialogue with Assist

o.  The Allow user to toggle drop collection is enabled by default. Users can control this feature, and
admins can disable it to restrict access for users.

p. The Collectlocation data with drop allows capturing location (latitude-longitude) data of the device
when the device drops.

g Navigate to the Data Collection section. The settings for data collection on non-Zebra devices are
as follows:

Default enabled data collections:
Battery
Device Info

Application List and Events

13
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Application Usage
Battery Events
Bluetooth Events
RAM Stats
Flash Stats
Utilization
WWAN Information
Screen Brightness
WLAN Stats
Device Usage
Feature Usage
Doze Mode
Scanner Info
Admin can change below data collections:

WLAN Info: Select Enable/Disable of WLAN info collection and add value in Interval of WLAN info data
collection in minutes.

Low RAM: Select Enable/Disable of Low RAM collection.

ADD AN APP @
@ APP SOURCE @ SELECT APPS o CONFIGURATION
Selectad Apps ~ Data Collection

¢ Zchra Services Agent &
~ Wlan Info

App Details
Enable/Disable of Wlan Info collection Q
Installstion Options
Interval of
Mznaged App Config Wilan info
data 60
App Permizsions collection in
minutes
Scripts
~  Low RAM
Delegate Permissions
Enable/Dizable of Low Ram collection o
* GPS Location
> Geofence
» Storage Stats

GPS Location: Track device with turning on Enable/Disable of GPS Location data collection and add
values in Interval of GPS data collection in minutes.

14
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ADD AN APP @
@ APP SOURCE @ SELECT APPS o COMFIGURATION
Selected App= 5 Wian Info

¢ Zebra Services Agent &

*  Low RAM
App Details
Installstion Options ~ GPS Location
Manzged App Config
Enable/Dizable of GPS Location data collection o
App Permissions
Interval of
GPS data
Scripts &0
e collection in
minutes
Delegate Permizsions
Set Location
collection 200
frequencyin
seconds
> Geofence

» Storage Stats

Geofence: Get notified when the device leaves the predefined fencing area by selecting Enable
Geofence and add Location details.

Geofence Name: Name of the area
Latitude-Longitude: Lat-long of the specific area

Radius (meter): Radius area to cover around specified lat-long

15
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ADD AN APP @)

@ APP SOURCE @ SELECT APPS o CONFIGURATION

Selectad Apps

¢ ZebraServices Agent {2 > GPSLocation

App Details ~ Geofence

Inztallation Options

Enable Geofence a
Managed App Config
Location Details
App Permissions
Scripts Add Geofenice Detail o
Delegate Permissions MAME
HNO ITEMS ADDED

Start Adding Items By Clicking The Add Button

» Storage Stats

ADD AN APP ©)]
@ APF SOURCE @ SELECT APPS o CONFIGURATION
Selected App= e Add Geofence Detail
¢ Zebra Services Agent & Geofence Name
App Details Latitude

Installstion Options Longitude

Managed App Config
Radius [meters)
App Permizsions

Scripts

Delegate Permizsions

Storage Stats: Enable the Enable/Disable of Storage Stats option and add a value in the Interval of Storage
Stats data collection in minutes.

Storage Stats Parameters: Configure the package names for monitoring.

16
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WLAN Events: Enabled by default and cannot be disabled. The admin can adjust the threshold
value (in minutes).

WLAN event data is collected based on the configured threshold value.

ADD AN APP @

@ APP SOURCE @ SELECT APPS o CONFIGURATION

Selected Apps » Geofence

¢ Zebra Services Agent &
~ Storage Stats

App Detailz

Enable/Disable of Storage Stats @ |
Installation Opticns nable/Disable e
~ d Confix Interval of
sl I TR Storage Stats

data &0
App Permizsions collection in

minutes
Scripts

Storage Stats

Parameters

Delegate Permizsions

' WLAN Events

Threshold

-5
value

> Metwork Stats
» Metwork Latency

Network Stats: Enabled by default and cannot be disabled. The admin can adjust the top no of
app counts.

Network Latency: Disabled by default, if enabled, it records network performance details for
configured host URLs, including the target host, measured latency, network type, signal
strength, connection information, and request result stats as an error message.

17
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ADD AN APP @
@ APP SOURCE @ SELECT AFPS o CONFIGURATION
Selected Apps

Ee » WLAN Eventz

i Zebra Services Agent &
~  Metwork Stats
App Details

Enter top no 5

Installation Options ofapre

Manzged App Config
~  Metwork Latency

App Permissions

Enable/Dizable of Network Latency a

Scripts
Interval of
Delegate Permizsions MNetwork

Latency data 60
collection in
minutes

Add the host
URLs to
check

> DODT Configuration

> Annlicatinon Confisuratinn

\J

= NOTE: Data is uploaded based on the configured DataUpload URL and interval settings in

= the System Configuration.

r.  Under the DDT Configuration:
Enable the Enable/Disable DDT option.
Keep the Clear DDT configurations option disabled in the primary setup.

One-time tests: Set the Schedule test on specific date in DD-MM-YYYY format if required to schedule
one-time tests.

Repetitive tests: For repetitive tests, specify days using the format MON,TUE,WED in the
Schedule tests on specific days section.

In Schedule tests on specific time, enter the test time in HH:MM 24-hour format for executing one-
time or periodic tests.

Run test when device is connected to charge: Disable by default, when enabled, the scheduled test
runs only when the device is connected to charge.

Click Add in the TestPlan section.

18
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ADD AN APP @

@ AFP SOURCE @ SELECT AFFS o COMFIGURATION

Selected App=
~ DDT Configuration

¢ Zehra Services Agent &

Enable/Dizable DOT
App Details

Installstion Options R
Clear DDT configurations

vo

I Managed App Config

Schedule test on

App Permizsions specific date 15-11-2026

Seripts
Schedule tests
on specific MON,TUE WED

Delegate Permizsions days

Schedule tests
on specific 1250
time ©

Run test when Device is connecked to Charge a

Test Flan

s. Under the Schedule section, configure the test plan with the following values:

- TestDay: Day of the Week (For example, Monday)
- TestTime: Time of the day for the test (HH:MM format)

ADD AN APP ®
@ APP SOURCE @ SELECT APPS o CONFIGURATION
Selected App= e Add Test Plan » Delivery
¢ Zebra Services Agent i ~ Schedule
App Details Test Day Monday v
Inztallation Options Test Time 1290
Managed App Config
v Activity
App Permizsions
System to Test Bluetooth W
Scripts
v Delivery
Delegate Permizsions
Frotocol FTP w
IP Address
User Name

19
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t.  Select Bluetooth as the Systemto Test option.

u.  Under the Delivery section, select the Protocol as FTP, enter a valid IP Address, User Name, and Password,
then click Save.

v.  Select the Test-log Retention as required.

ADD AN APP @
@ APF 50URCE @ SELECT APPS o CONFIGURATION
on specific 12:50
Selected Apps time
2Zebra Servi it
= ServiczsAgent Run test when Device is connected to Charge a
App Details
Test Plan
Installstion Options
Managed App Config Add Test Plan °
App Permissions NAME
Scripis
H TestPlan1
Delegate Permissions
Test-log
Retention Flease Select o
Mo Selection
Upload
Frp\eferenne Keep after upload

Delete sfter upload

~ Application Configuration

% Whiralaze Insich#

w. Select the Upload Preference as required.

20
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ADD AN APP @)
@ APF 50URCE @ SELECT APPS o CONFIGURATION

on specific 1250
Selected App= time

¢ Zebra Services Agent {3

Run test when Device is connected to Charge o
App Details
Test Plan
Installstion Opticns
Manzged App Config Add Test Plan e
App Permissions NAME
Scripts
e Test Plan 1
Delegate Permizsions
Test-log
. Keep after upload o
Upload
Preference Flease Select r
Mo Selection

~ Application Configuration Only on failure

All test logs

% Whralace Inzicht

x.  Under the Application Configuration section, there are two options, Wireless Insight and ZDS, which are
designated for Zebra devices only. More applications will be supported in the future.

Wireless Insight: Configured using Managed Configuration through MDM or VIQ.

Configuration ID: Pre-defined ID specific to the Wireless Insight configuration that includes
several options.

21
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ADD AN APP @

@ APF SOURCE @ SELECT APFS o CONFIGURATION

Selected Apps
» PBR Configuration

¢ Zebra Services Agent &

App Details » Drop Detection

Inztallstion Options

> Data Collection No Selection
M. d Config
=nag=d App Confiz Start Wifi Analysis
App Permissions >3 DEFT Conkeumtion Start Cellular Analysis
Scripts Start both (Wifi and Cellular} Analy. ..

~ Application Configuration
Wi 7
Delegate Permizsions Stop Wifi Analysis
Stop Cellular Analysis
~ Wireless Insight

Stop both (Wifi and Cellular) Analyzis

Configuration o
[Iv]

pv

Custom
Configuration

» Proactive Device Monitoring

Custom Configuration: Add the custom Wireless Insight configuration as a value.

ZDS: Configured through VIQ with a custom ZDS configuration.
y.  Go to the Proactive Device Monitoring option and enable the following settings.
Frequent Wi-Fi Disconnections

Enable the Enable/Disable Frequent Wi-Fi Disconnections and set the In case of Frequent Wi-Fi disconnection,
alert the user through a notification or dialog box with the following options:

Notification
Dialog (Default)
Frequent Bluetooth Disconnections

Enable the Enable/Disable Frequent Bluetooth Disconnections and set the In case of Frequent Bluetooth
disconnection, alert the user through a notification or dialog box with the following options:

Notification
Dialog (Default)

22
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ADD AN APP @
@ APF SOURCE @ SELECT APPS o CONFIGURATION
Selected App= ~  Proactive Device Monitoring

¢ Zebra Services Agent {3
E “  Frequent WiFi Disconnections

App Details
Enable/Dizable Frequent WiFi Disconnections O
Installation Options
In case of
Managed App Config frequent WiFi
disconnection,
App Permissions alert the user Dialog w
througha
netification or
Scripts dialeg box

Delegate Permissi
=legale Fermizsions w Fraquent Bluetooth Disconnections

Enable/Disable Frequent Blustooth O

Disconnections

In case of

frequent
Bluetooth

disconnection,
alert the user
througha
notification or

dialog box

Frequent Device Reboots

Dislog w

Enable the Enable/Disable Frequent Device Reboot and set the In case of Frequent device reboot, alert the user
through a notification or dialog box with the following options:

Notification
Dialog (Default)
Alert on Severe Drop Detection

Disabled by default. When enabled by an administrator, it allows the device to receive
commands from ZDS upon detecting a severe drop.

Alert on Device Overheat

Disabled by default. When enabled by an administrator, it allows the device to receive
commands from ZDS upon detecting an overheat event.

Alert on Device Over cold

Disabled by default. When enabled by an administrator, it allows the device to receive
commands from ZDS upon detecting an under-temperature or overcooling event.

23
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ADD AN APP @

@ APP SOURCE @ SELECT AFPS o CONFIGURATION

* Frequent WiFi Disconnections

Selected Apps
Zebra Services Agent 3} » Frequent Blustooth Disconnections
App Details
~  Frequent Device Reboots
Inztallstion Options
Managed App Config Enable/Disable Frequent Device Reboots O
Apo Permizsi In case of
pp Permissions s
device
Scripts reboot, alert -
Dialog W
theuser
Delegate Permizsions througha
notification
or dialog box
Alert On Severe Drop Detection O
Alert On Device Overheat O
Alert On Device Overcold Q

z.  Click on Save.
aa. From the left panel of Configuration Options, select App Permissions.

- Select Allow from the drop-down of Default Permission Policy.

24
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ADD AN APP ®@
@ APP SOURCE @ SELECT APPS o CONFIGURATION
Selected Appz Manzge Permission for the apps
. Zebra Services Agent Default Permission Policy Please Select i
App Detsils Please Select
Allow

Inztallstion Opticns

Deny
Manasged App Config

Allow User to Configure
App Permizsions

Scripts

Delegate Permizsions

+  Click on +Add and select all permissions one by one from the Permission drop-down.

ADD AN APP ®@
@ APP SOURCE @ SELECT APPS e CONFIGURATION
Selected Apps Manags Permission for the apps.
¢ Zebra Services Agent & Default Permission Policy Allow A
App Details =
Custom Permissions [l DELETE ALL o
Installstion Optiens
Permission Configure Permission
Managed App Config
Flease Select w Allow v

App Permissions

0 Please Select
Scripts

POST NOTIFICATIONS
Delegate Permizsions

READ EXTERNAL STORAGE

READ PHOME STATE

WRITE EXTERMAL STORAGE

ACCESS BACKGROUND LO...

ACCESS COARSE LOCATION
ACCESS FINE LOCATION

BLUETOOTH ADVERTISE

25
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ADD AN APP ®
@ APP SOURCE @ SELECT APPS o CONFIGURATION
Selected App= Manage Permizsion for the appz

Zebra Services Agent {50 Default Permission Policy Allow v

App Details =
Custom Permissions [l DELETEALL °

Installation Options

Pemmission Configure Permission
Managed App Config
WRITE EXTERNAL STORAGE Allow W
App Permizsions
READ PHONE STATE w Allow W
Scripta
READ EXTERNAL STORAGE v Allow W
Delegate Permizsions
POST NOTIFICATIONS w Allow W I

- Select Save.

ab. From the left panel, go to Scripts > Manage Scripts.

ADD AN APP @

@ APP SOURCE @ SELECT APPS o CONFIGURATION

Selact=d Apps

Pre-Install Script

Enable Pre-Install Script (@ ]

¢ Zebra Services Agent
App Details

Inztallation Options
Post-Install Script

Enable Post-Install Script o
MANAGE SCRIPTS

Execute Saved Script * Flease Select W

Managed App Config

App Permissions

Seripts

Delegats Permissions

NO SCRIPT SELECTED

Please select s script from dropdown to viewits content

ac. Select Create New Script and add the script below in the Script Editor.

sendintent -b

26
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"intent:#l ntent;acti on=com zebra. servi cesagent. acti on. FETCH_DEVI CE_| DEN
Tl Fl ERS;

S. seri al Nunber =%SERI ALNUM% conponent =com zebr a. servi cesagent /
com zebra.utility. deviceldentifier.SOll Recei ver; end;"

[® manace scripTs ®

SCRIPTS o Create New Script

Provide a script that will be executed by the MobiControl agent on the selected devices. Refer to the MobiControl help for
supported script commands and syntax.

Filters: Al W

Creste New Seript Script Editor Select seript type . @
Activate Connection 1 sendintent -b “Intent:sIntent;action=con. ebra. servicessgent.action.FETCH DEVICE I
Loz Event

Show Maszage

Wips Device

Auto Lsunch Z5A

Auto Lsunch ZSBH

Ensble StageNow System App on Zebra....
SDO DTRK

ZDMClearAppDats

R¥Logger Backup

JK_muconfig_IDG_Lic

ad. Click on Save Script and add Script name - ZSA Serial Number and click Save.

[ manacE scripTs @

SCRIPTS o Create New Script

Proide a script that will be executed by the MobiCantrol sgent on the selected devices. Refer to the MobiControl help for

Filters: | All " supported script commands and syntax.

Create New Script I Script Editor [E) SavESCRIFT Legacy v @

Activate Connection .zebra.servicesagent.action. FETCH_DEVICE_IDI
Save script

Log Event

Show Meszage

Wipe Device

Auto Launch ZSA Cancel Save

Auto Launch ZSBH

Enable StageNow System App on Zebra. .

SDO DTRK

ZDMClearAppData

R¥Logger Backup

JK_mecconfig_IDG_Lic

ae. Select ZSA Access Serial Number script from Execute Saved Script drop down and click Save.
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ADD AN APP ®

@ APP SOURCE @ SELECT APPS ° CONFIGURATION

POost-Install Script
Selected Apps

Enable Post-Install Script

MANAGE SCRIPTS

Zsa Access Serial Number v

®

1 sendintent -b "intent:#Intent;action=com.zebra.ser

Zebra Services Agent (5

App Details
Execute Saved Script *

Installation Options

Script Viewer
Managed App Config
App Permissions

Scripts

Delegate Permissions

BACK

+ The ZebraServices Agent app is added. Click Save and Assign.

|ﬁ| CREATE APP POLICY @

GENERAL APPS

+ New app

Suggested (0)

|fl) Enterprise apps Selected Apps
ORDER NAME VERSION MANAGED CONFIG
Alv Zebra Services A... 5002 v Configured

CANCEL SAVE AND ASSIGN

af.  Assign to a group device or a single device.
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(=) ASSIGN ZSAApp Configuration ®
o
T
Select the devices or device groups this app policy will be assigned to. |'\ & Options /‘.
DEVICES USERS FILTERS
2548 X Search Devices n
Z5A Devices (1
Z5A Phase 2
DEVICE NAME
ZSA_1
ZSA_EMDK = B AndroidEnterprise 00254

o Total Devices Targeted © CANCEL m

The application is now installed on the device.

‘0 B100%

Internet 3 Bluetooth

Do Not Disturb T Flashligh

Auto-rotate
On

Airplane mode

0 Android System SUA A

Zebra Services Agent

Installed by your admin

29



Zebra Services Agent for SOTI MobiControl Installation Guide

Grant Usage Access Permission on Datalogic Device

Using the Datalogic Scan2Deply application, we can grant the usage access permission silently. The
steps are as follows:

1. Generate the script to grant permission.
2. Push the configuration script to /sdcard on the device.
3. To apply the configuration, trigger the Scan2Deply Using SOTI Send Script.

Reach out to the Zebra Services Agent (ZSA) team for the procedure for generating the configurations.

Expected Behavior After Auto-launching Zebra Services Agent

This section explains the behavior of the ZSA app after auto-launching.

1. Auto-launching the ZSA application on your device. The ZSA home screen displays the appropriate
entitlement.

2. If the Proactive Battery Health (PBR) module is entitled, the ZSA app automatically launches it after
a few seconds.

3. The PBR screen displays both good and bad battery details, and if a bad battery condition is detected, a
dialog displays.

439PM G

435PM @ ¢ Qi®Q 438PM G ¢ i 0

= Zebra Services Agent € Proactive hattery replacement

Q o -

o a Battery replacement required

This battery has reached the end of its useful § Zebra Services Agent
life. A replacement battery should be available at
your site. Please swap the battery and dispose of

. the old one per site guidelines. Battery replacement required
This battery has reached the end of its

Battery Informatic useful life. A replacermnent battery should be
available at your site. Please swap the battery

Proactive battery Diagnostic Teal
replacement

and dispose of the old one per site guidelines

Battery Serial No
T0097

Battery Part No
BT-000535-0020 R.3

Battery Manufacturing Date

May 20, 2025

How does zebra determine a bad battery ?

s is calculated based on VIQ proprietary

Verifying App Installation and Connection to Zebra Servers

To verify if the app is installed with the correct permissions and is able to connect to Zebra servers:

1. Go to Settings > Apps > Allapps and select Zebra Services Agent.
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10:18am® ¢ ¢ F 9 4G 4l 0
< All apps @
[N

218 MB

YouTube Music
@ 139 MB

Zebra Bluetooth Settings
65.54 kB

2

Zebra Data Service
3522 MB

(0]

Zebra Data Service Plugin
271 MB

& Zebra Services Agent
44.20 MB

Zebra Showcase
451 kB

| ) [ |
The AppInfo page displays the Version.

1024am < ¢ ¢ F Q 4G 4

& App info

App battery usage

8% use since last full charge

Open by default

Allow app to open supported links

Unused app settings

Advanced

Display over other apps
Allowed

Version 3.0.0.0

< ® ]

2. Forthe ZSA Permissions, go to Settings > Apps > Allapps > Zebra Services Agent > Permissions.
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1028am® ¢ ¢ 9 4G Jl

< App info

Zebra Services Agent

@ W A

OPEN UNINSTALL FORCE STOP

Notifications
About 3 notifications per day

Permissions
Camera, Location, Microphone, Nearby devices, N...

Storage and cache
44.35 MB used in internal storage

Mobile data and Wi-Fi

£01 LD sinnd ainan 18 Anr

< L |

3.  To verify the Display over other apps permission, go to Settings > Apps > Allapps > Zebra Services Agent >
Advanced > Display over other apps.

1024am @ ¢ ¢ @ O 4G .4l B

& App info

App battery usage

8% use since last full charge

Open by default

Allow app to open supported links

Unused app settings

Advanced

Display over other apps
Allowed

Version 3.0.0.0

< [ ] ]

4. To verify Usage access permission, go to Settings > Apps > Special app access > Usage Access > Zebra Service
Agent. Refer Grant Usage Access Permission on Datalogic Device.
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3:14PM & 30 2 - <0

& Usage.. [@ ¢

= Google
7 Alowed

* Google Play services

Allowed

B Google Play Store
Allowed

Zebra Data Service..

Allowed

S Zebra Services Agent
Allowed

5.  For the Device action > Qutdoor Location Tracking feature, ensure that location accuracy is enabled on
the device for precise location information. Navigate to Settings > Location > Location Services > Location
Accuracy.

1043am T @ F 2 4G .l

é
Location Accuracy

Improve Location
Accuracy ‘-)

®

When Location Accuracy is on, information about
wireless signals, such as Wi-Fi access points,
mobile network towers and GPS, along with

device sensor data, such as accelerometer and
gyroscope, is used to estimate more accurate
device location, which apps and services use to
provide location-based features. To do this, Google
periodically processes information about device
sensors and wireless signals near you to contribute
to crowdsourced wireless signal locations.

Goonale niees this infarmation without identifvina

< ® ]

6. To verify ZSA Network connectivity to the Zebra URL.:
Launch ZSA and go to Settings > Refresh.
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10:40am @ ¢ ¢ @

a Hi, User

O 4G al

{q Contact Us
€§3 Settings
@ About

To verify the Drop Detection status:

Launch ZSA and go to Settings. Enable Drop detection. The user can enable or disable drop detection if

the administrator provides toggle access.

10:40am & ¥ 0 4G Jl

a Hi, User

{q Contact Us
5:63 Settings
@ About

To verify Data collection in a non-Zebra device:

Launch ZSA and go to Settings > Data Collection.
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& Settings

Connectivity

Last connected to server
Today | 9:59am

Last cached

Refresh
Today | 9:59am
Drop Detection
Drop detection ‘)

10:40am S ¢ ¢ 0 4G .4l @

& Settings

Connectivity

Last connected to server
Today | 9:59am

Last cached

Refresh
Today | 9:59am
Drop Detection
Drop detection Q
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15:36 N . Q 2.l 100%8

& Settings

Connectivity

Last connected to server
Today | 2:39pm

Last cached Refresh
Today | 2:39pm

Drop Detection

Drop Detection Q
Data Collection

Device Data Q
Last Uploaded: Tue, Apr 29 2025 | 3:10pm

Battery
Last collected on Tue, Apr 29 2025 | 3:25pm
(Collected every 15 mins)

Device Info
Last collected on Tue, Apr 29 2025 | 3:26pm
(Collected every 16 mins )

Installed Apps
Last collected on Tue, Apr 29 2025 | 3:35pm
(Collected every 25 mins )

Application Usage
Last collected on Tue, Apr 29 2025 | 3:30pm
(Collected every 20 mins )

In data collection, the lastuploaded time indicates when all data was successfully sent to the server.
Each data type has its own last collected time and a specific collection interval.

9. To verify the log collection status, click on Export.
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1874 s 4 Tl

Settings

Livn| cormeieg bo weryes
Lin| S P

Dvogp Detwction IJ
erwic o dafa I:’
Leg Lals

'ﬂ Log dala has been successfully exporied ta
Eha %0 card

10. Swipe down the Notification panel to verify the reminder about the upcoming alarm.

5:29 pm Thu, 13 Nov Diwmddeo

m * e

3% ORcode. © Do Mot Distu

Scheduled Diagnostic Test

Upcoming diagnastic tests at 05:44 PM

Dismiss

@ SureMDM Agent - 2m L

0 Zebra Services Agent - 1d v

Manage Clear all
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1.  Verify Proactive Device Monitoring and event alerts by observing the alert dialog workflows for
severe device drop, frequent disconnections (WI-Fi or Bluetooth), unexpected reboots, and thermal
anomalies.

E_ll‘ NOTE: The following behavior applies to all supported troubleshoot events, including:
- Severe device drop
Frequent Wi-Fi Disconnections
Frequent Bluetooth Disconnections
Frequent Device Reboots
The following workflow uses the Severe device drop scenario as an example.
Alert on Severe Drop Detection:

The application receives a Severe device drop event from the ZDS Application. An alert dialog is
displayed to inform the user and recommend running all DDT tests.

B49PM ® :

oy~ Zebra Services Agent

Diagnostic Required

A severe drop was detected. To ensure your
device is working properly, we recommend
running a quick diagnostic test. This test
takes about 2 minutes and requires your
interaction.

Snooze for 10 min

Skip

Run: Starts the DDT diagnostic process by executing all DDT tests sequentially.
Snooze for 10 min: Dismisses the alert dialog, and the prompt reappears after 10 minutes.

Skip: Skips the diagnostics and reports the skip action to the administrator.
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1/1] —

4) Audio X

@® Record

Thermal anomalies
Alert on Device Overheat:

ZSA receives the device overheat event from ZDS and displays the alert dialog to the user:

¢~ Zebra Services Agent

Device Overheated

Battery overheating. Unplug the charger
immediately to prevent damage, then reboot
the device

Reboot

Snooze

Snooze: Dismisses the alert dialog, and the prompt reappears after 5 minutes.

Reboot: Reboot the device.
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Alert on Device Over-Cold:

ZSA receives the device over-cold event from ZDS and displays the alert dialog to the user:

Zebra Services Agent

Device Over Cold

Device temperature is 100 low. Consider

maoving to a warmer area to prevent issues.

Ok: Dismisses the alert.
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