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About This Guide

This guide provides comprehensive instructions for using the Zebra Services Agent (ZSA), a versatile
mobile application designed to enhance the functionality of Zebra mobile computers running the
Android platform.

\J

= NOTE: The Zebra Services Agent (ZSA) application has transitioned to a new package name. To
= ensure system compatibility and continued support, complete the following steps:

1. Uninstall the older application version (Package Name: com zebr a. zsa).

2. Install the updated ZSA application version (Package Name: com zebr a. servi cesagent)
on your device.

1. VIQF Smart Battery Health: This feature monitors the battery health of Zebra devices and provides alerts
and detailed information about the battery's status.

2. Drop Detection: This feature uses the device's accelerometer sensor and gyroscope values to detect and
notify users when a device falls. The detection is based on the configured sensitivity value, which
administrators can adjust according to specific operational needs.

3. DataCollection: This feature supports the collection of machine data from non-Zebra devices and
uploads it to the server for further analysis.

4. Diagnostic Tool: A utility designed to test the hardware functionality of devices, perform various
diagnostic tests, and upload the results for troubleshooting. Administrators can trigger tests instantly
or schedule them periodically to monitor and improve device health.

5. Application Configuration: The ZSA application allows the configuration of other applications, such as
Zebra Data Services (ZDS) and Wireless Insight, on Zebra devices.

6. Device Actions: Enables remote log collection for streamlined troubleshooting and allows sending
messages to one or multiple devices for direct communication. It also provides real-time outdoor
location tracking, ideal for logistics and field operations to monitor and manage assets efficiently.

7. Proactive Device Monitoring: This feature provides real-time alerts to users when devices encounter the
events below. A dialog displays and allows users to trigger diagnostics and verify device health.

Severe Device Drop
Device Overheated
Device Over Cold

Wi-Fi Disconnections
Frequent Device Reboot
Bluetooth Disconnections

8. Log Collection for Non-Zebra Devices: Expanded ZSA capabilities to collect application logs from non-Zebra
devices, broadening its scope to identify issues effectively.

9. ZSAasaMediator: This enables receiving data from other apps and sending it to the server. With this,
ZSA works as a mediator between any app and server to upload data.

These make the ZSA a powerful tool for managing Zebra and non-Zebra devices, each with specific
features tailored to maximize efficiency and performance.
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Functional Overview
The ZSA mobile application includes several important modules, such as battery health verification,
function diagnostics, and drop detection, ensuring comprehensive device monitoring.
System Configuration
VIQF Smart Battery Health
Drop Detection
Data Collection
Diagnostic Tool
Application Configuration
Device Actions
Proactive Device Monitoring
ZSA as a Mediator

System Configuration

The System Configuration module serves as the foundation for managing key operational settings of
the ZSA application. It allows administrators to enable or disable the entire application, set log levels

for efficient monitoring and debugging, and configure file and data upload processes, including retry
mechanisms for failed uploads. Additionally, it provides control over the data collection module, allowing
for the enabling or disabling of it as needed. This feature is also enhanced with log collection in a file for
analysis of the use of the application.

Log Collectionin a File

This function enables the collection of application logs from non-Zebra devices, broadening its scope
to notify of issues effectively. By default, it is disabled; Admin can enable it via CTL or Managed
Configuration. Logs can be exported from the settings screen of the ZSA.
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__/‘ NOTE: This feature is configured using Managed Configuration via MDM or VIQ and is
= applicable to Zebra and non-Zebra devices.

Table1 System Configuration Parameters

Parameter Key Description Default Value Min Max
Enable/Disable of ZSA Enable or disable ZSA. true
Configurationofthelog | Specifies the logging level 1 0 2
level for ZSA
0 = Info
1 = Debug
2 = Sensitive
Log collectionin afile Keeps application logsin a file | f al se
for analysis.
File upload URL URL where device logs are https://
uploaded for analysis. z4z.t.eu.fs.viq.zebra.com
systentonfig-service/
api /v1/ publi c/ upl oad-
scan-results
File upload retry count The number of retry attempts | 3 1 5
for uploading files in case of
failure.
File upload retry interval | Time interval (in minutes) 15 15 60

in minutes

between retry attempts for file
uploads.
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Table1 System Configuration Parameters (Continued)

Parameter Key Description ‘ Default Value Min Max

Data upload URL URL for uploading analytics https://

data. anal ytics. zebra. com

client2

Data upload interval in Interval (in minutes) for data 1440 30 |1440
minutes upload cycles.
Enable/Disable of data Boolean indicating whether fal se
collection device data collection is

enabled.
Allow user to toggle data | Boolean toggle for enabling/ true
collection disabling device data

collection.
Account Number Account ID received from

the Zebra onboarding team.
Mandatory for Non-zebra
devices.

VIQF Smart Battery Health

ZSA is designed to have real-time Alerton Device capabilities for VisibilitylQ Foresight (VIQF) and
Proactive Battery Replacement (PBR) Services. Admin can disable this module if bad battery alerts are
not needed for the device.

\J

= NOTE: This feature is configured using Managed Configuration via MDM or VIQ and is

= applicable only to Zebra devices.
Alert capabilities for VIQF:
Identify VIQF Replace Now batteries with no useful life left through on-device alerts for battery status.

The device generates an alert message whenever it is swapped with a faulty battery. The app checks
for cold battery swaps (via device reboot) and warm swaps (without device reboot).

Highlights battery health and battery details on the app.
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3:22PM § . 3:23PM F ¢ -

= Zebra Services Agent

Q Notification o

“©- Zebra Services Agent VIQF Smart Battery Diagnostic Tool
Health

Bad battery alert

The attached battery has reached the end
of its useful life. Replace it immediately to
prevent unexpected shutdowns.

Alert capabilities for VIQF smart battery health Services:

Identify faulty batteries for which a replacement is sent to the customer's location. There is a 20-day
period before an alert displays to allow the replacement battery to reach the customer's location.

The device generates an alert message whenever it is swapped with a faulty battery. The app checks
for cold battery swaps (via device reboot) and warm swaps (without device reboot).

The device displays an alert message when the user disconnects the charger due to bad battery
health.

Highlighting battery health and battery details on the app.
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326PM @ ¢ » 325PM §F ¢ ¢ [V 0]

< Notification < VIQF Smart Battery Health

Today, Monday

Bad battery alert (i)

3:22pm

The attached battery has reached the end of its
useful life, Replace it immediately to prevent
unexpected shutdowns. Bad battery alert

The attached battery has reached the end of its
Bad battery alert @ useful life. Replace it immediately to prevent
:22pm unexpected shutdowns.

The attached battery has reached the end of its

useful life. Replace it immediately to prevent Battery Information
unexpected shutdowns

Battery Serial No
Bad battery alert () 10097

3:22pm
Battery Part No

The attached battery has reached the end of its
BT-000535-0020R.3

useful life. Replace it immediately to prevent

unexpected shutdowns .
Battery Manufacturing Date

How does zebra determine a bad battery ?
This is calculated based on VIQ
technology. This may

prietary

critical

Table2 VIQF Smart Battery Health Configuration Parameters

Parameter Key Description Default value Min Max
Enable/Disable PBR configuration | Boolean indicating whether PBR is true
enabled.
Custom message to show in the Custom message displayed for bad | Default message
notification battery alerts. defined by Zebra.
Alert the user of a bad battery Specifies the alert format displayed | 1 0 2
through a notification or Alert to the user:
Dialog
0 = Notification
1 = Alert Dialog with OK button
2 = Alert Dialog with 0K
Need Assistance button
Block device usage Boolean indicating whether the fal se
device should be blocked due to the
alert.
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Drop Detection

The Drop Detection module of the Zebra Services Agent (ZSA) application uses the device
accelerometer and gyroscope sensors to detect when a device is dropped. When a drop event is
detected, the application alerts the user and automatically uploads event data to the server.

__/‘ NOTE: This feature is configured using Managed Configuration through MDM or VIQ and is

= applicable to Zebra and non-Zebra devices.
New Features:

Enhanced Alert Options: In addition to standard notifications, users can now receive alerts via dialog boxes
when a drop is detected. This dialog not only informs the user of the drop but also provides assistance or
guidance if required, ensuring a more interactive and responsive user experience.

Drop Sensitivity Levels: Added the ability to configure drop sensitivity with predefined levels such as High,
Medium, and Low.

These enhancements offer users flexibility in how they receive alerts and ensure that they are promptly
informed about device drops, with support readily available if needed. If the Admin provides access, the
user can enable or disable drop detection from the settings screen.

1:57pm ¢+ ¢ T W O 4c dB

€ Settings

Last connected to server

Last Cached Rafresh

Drop Detection ":}

Log Data
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¢ Zebra Services Agent

. Device drop detected - now #

b
Your device was dropped
[ Motification €
Zebra Services Agent VIQF Smart battery Diagnostic Tool
health
Device drop detected
Your device was dropped
Meed Assistance? Okay
Table3 Drop Detection Parameters
Parameter Key Description Default Value Min Max
Enable/Disable of drop detection Boolean indicating whether drop fal se
detection is enabled.
Drop sensitivity level Specifies the sensitivity level: 1 0 2
0 = High
1 = Medium
2 =Low
Alert the user of a device drop Specifies the alert format displayed to 0 0 2

through a notification or Alert Dialog | {he yser:

0 = Notification

1 = Alert Dialog with OK button
2 = Alert Dialog with OK

Need Assistance button

Allow user to toggle drop detection Boolean toggle for enabling/disabling true
drop detection.
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Data Collection

The Data Collection module of the Zebra Services Agent (ZSA) application gathers operational data
to support device management and analytics. Administrators can configure collection intervals and
scheduled uploads, and details are provided in the configuration table.

__/‘ NOTE: This feature is configured using Managed Configurations through Mobile Device
= Management (MDM) and applies only to non-Zebra devices. By default, data collection is
disabled. When an administrator enables data collection, all default data categories begin
capturing data. Administrators can individually enable or disable non-default collection
categories.

This module provides data management capabilities, empowering administrators with detailed insights
while offering the flexibility to adapt data collection practices as required. This module collects various
types of information, including:

Table4 Data Collection Categories

Collection Name Description Default State

Battery Information Collects details about battery Enabled
health and status.

Device Information Captures specifications and Enabled
operational status of the device.

Application Information Collects comprehensive data Enabled
regarding installed applications,
including events such as
installations, uninstallations,
upgrades, and downgrades of
any application on the device.

Application Usage Aggregates data analysis and Enabled
usage patterns of applications
to provide insights into device
and application performance.

WLAN Information Captures WLAN-related data, Disabled
including when the device
connects to or disconnects from
Wi-Fi networks.

GPS Stats Collects the device location Disabled
every 15 minutes and uploads
the last collected location every
hour.

Battery Events Captures key battery-related Enabled
events, such as low battery,
charger connect/disconnect,
battery swap, screen on/off, and
device shutdown.

Bluetooth Events Collects data whenever Enabled
a device connects to or
disconnects via Bluetooth.

Low RAM Events Captures data when low RAM Disabled
conditions are detected on the
device.

11
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Table4 Data Collection Categories (Continued)

Collection Name

RAM Stats

Description

Collects and records the device
RAM space status every hour.

Default State

Enabled

Flash Stats

Captures the flash memory
status of the device every hour.

Enabled

Utilization

Records data about device
uptime, categorized based on
the hour of the day.

Enabled

Geofencing

Captures data when the
device moves out of a defined
geofencing radius.

Disabled

WWAN Information

Collects device SIM card
information, such as network,
operator, and signal level.

Enabled

Screen Brightness

Captures the device screen
brightness level at regular
intervals.

Enabled

Network Stats

Collects network statistics and
data transmission metrics.

Enabled

WLAN Stats

Aggregates WLAN connection
statistics and performance
metrics.

Enabled

WLAN Events

Captures specific WLAN-
related events and state
changes.

Enabled

Storage Stats

Records device storage space
utilization and status.

Disabled

Device Usage

Tracks device usage patterns
and uptime statistics
categorized by time of day.

Enabled

Feature Usage

Collects data regarding feature
utilization and feature-specific
events.

Enabled

Doze Mode

Captures device doze mode
state changes and transitions.

Disabled

Network Latency

Measures and records network
latency and connectivity delays.

Disabled

Scanner Info

Collects information about
barcode scanner devices.
Supported only on Datalogic
or Honeywell devices with
scanners.

Enabled

The details of the last collected and uploaded data are accessible through the settings screen. Users
can view this information and, if granted access by the administrator, can enable or disable data

collection using the toggle button provided.

12
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1250 # T ¢ =

€< Settings

Last connected to server

Last Cached

Drop Detection

Device .rjma
Batl.-l".

:lm..: ® M'B.
Installed Apps
Ap,:':.”:lor,dw'“.

‘Wian Infarmation

Battery Event

Mow 13 2025 | 7.26am

Diagnostic Tool

‘Wian Infarmation

Bartery Event
Low RAM
Bleatosth Events
GRS

UtilEation

Geofence
Wwean Information
RAM Stats

Flash Siais

Log Data

This module of the ZSA mobile application provides tests that verify the device's hardware functionality
to determine the system's health and its result. When necessary, the Zebra Help Desk uses this

tool to troubleshoot device issues, using the results to determine the ideal steps for resolution. This
functionality is preferred for quickly addressing device problems, increasing worker productivity, and
reducing device downtime and unnecessary returns to the Zebra Repair Center.

Support for Non-Zebra Devices: The Device Diagnostic Tool (DDT) is now extended to non-Zebra
devices, enabling advanced diagnostics across a wider range of hardware and increasing its versatility.

Immediate and Scheduled Testing: Admin can trigger tests immediately or schedule them as one-time
or recurring tests, ensuring proactive and efficient device health monitoring.

Table5 Diagnostic Test Support Matrix

Diagnostic Tool Tests Zebra Support Non-Zebra Support
Scanner Yes Partial (Supported only on
Datalogic and Honeywell
devices)
Button Yes Yes
Touch Screen Yes Yes

13
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Table5 Diagnostic Test Support Matrix (Continued)

Diagnostic Tool Tests Zebra Support Non-Zebra Support
Bluetooth Yes Partial (Supported only on
Android 12 and below versions)

Wi-Fi Yes Partial

Battery Yes Partial

WWAN Yes No

Audio Yes Yes

SD Card Yes Yes

USB Yes Yes

Network Yes Yes

Keyboard Yes Yes

Camera Yes Yes

New Enhancements:

DDT execution on connected to charge: When the administrator enables this feature, the system monitors battery
status and initiates scheduled Device Diagnostic Tool (DDT) tests only when the device is connected to
a charger.

\J

El NOTE: This feature can be configured using Managed Configuration through MDM or VIQ and
= is applicable to Zebra and non-Zebra devices (partially).

1. Users access the Diagnestic Tool module from the home screen of the ZSA mobile application. The
main screen of this module displays a list of tests that help identify the device's system health and
determine whether it needs to be sent to the Zebra Repair Center.

14
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530PM ® ¢ @ A ]

< Diagnostic Tool

) Audio
last run on Wed, 2nd Sep 2026 | 5:56
PM

0

{5 Button
last run on Wed, 2nd Sep 2026 | 5:56
PM

@ Camera

last run on Wed, 2nd Sep 2026 | 5:56
PM

a Scanner
last run on Wed, 2nd Sep 2026 | 5:17
PM

ﬂ SD Card » Run All Test
last run on Wed, 2

PM

2. TheRunAllTest runs all the listed tests in sequence to verify the system's health and simultaneously
generates a result report.

9:34PM ® @ A

Diagnostic Summary

Diagnostics Complete

All diagnostic tests are passed. Your device
is working properly, and you can resume
your work

TO1 Audio

Passed

TO2 Button
Passed

TO3 Camera
Passed

» 0 0 O

TO4 Scanner

15
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3. Users can perform individual tests to verify if a specific device function works correctly. After each
test, the results are saved to a file and uploaded to the designated FTP network. The outcome of

the test is also displayed on the test result screen.
Below is an example of a Bluetooth test.
Click Run Test.

2:59PM §

< Bluetooth

Result

Test Status
No test is conducted

» Run Test

The Testingin Progress page displays.

16
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* Bluetooth X

‘\I‘
’I“

Running bluetooth test

[ Testing in progress. l

- After completing the test, the Result page displays.

10:08 AM ¥

< Bluetooth

Result

Last Test Run
Fri, 29th Nov 2024 | 10:08 AM

Name
TC52

Radio Power Cycle
Success

Functional/Non-functional
Functional

Discoverable/Connectable
Connectable

» Run Test

Users can cancel the test while it is in progress. A message prompts for confirmation with
options for Yes or No.

17
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10:10 AM ¥

Cancel test

Are you sure you want to cancel the test?

4. The Diagnostic Tool module includes additional features, such as Settings, Configure, Test Scheduler, Upload
and the option to enable or disable tests.

533PM ® v @ A

< Diagnostic Tool

Settings
<) Audio
last run on Wei .
o Configure
Test Scheduler
0
{5 Button
last run on Wei  Upload
PM
Help
[©] camera b
last run on We About
PM
&b Scanner
last run on Wed, 2nd Sep 2026 | 5:17
PM
@ SD Card » Run All Test
last run on Wed, 2r
PM

5. The Settings feature allows users to import diagnostic tool configurations from a configuration
XML file, export the current configuration to a file for later use, or use the same configuration

18
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on different devices. The user can also configure the FTP server to upload test logs to a specific
server.

10:38 AM ¥

<& Settings

File Path

Configuration import path
/storage/emulated/0/Android/data/
com.zebra.zsa/configuration.xml

Log output and configuration export path

/storage/emulated/0/Android/data/
com.zebra.zsa/files

Server Details Edit

Protocol
FTP

IP Address
172.16.201.60

Username

User

Status Log Edit

6. The Configure feature provides different required configurations related to performing any test. This
feature allows users to enable or disable tests and specify the time interval allocated to finish the
test. The user can also view a list of sub-tests and enable or disable them from the configure test

page.

2a7PM G T

< Configure

Audio

Button

Camera

Scanner

SD Card

SD Card

Read

Write

Touch Screen

Test time out (Sec)

19
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The Test Scheduler feature allows scheduling weekly tests that are automatically executed at a
specific time of the day. All the schedulers are visible on the schedule tests screen, as displayed

below.

249PM G T

€ Schedule

Time Change

2:49 pm

All tests [ o]
Bluetootl a
wifi o)
Battery c

®
Mondlay e
Tuesday e
Wednesday o)

250PM @ T

< Schedule

Battery

Tuesday

Wednesday

Thursday

Add Schedule

By selecting the Time, All Tests, and Days of the week, the tests are scheduled to run automatically in
the background at the specified times on the chosen days.

251PM F B

& Test Scheduler

Bluetooth, Wifi, Battery
10:25am
MTuW Th F SaSu

Bluetooth, Wifi, Battery
2:49pm
M TuW Th F Sa S5u

Bluetooth, wifi O]
2:36pm
M TuW Th F Sa Su

20
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9. A new pre-alarm feature has been added to DDT tests, providing an alarm notification 15 minutes
before a scheduled test. Users have the flexibility to dismiss the upcoming test directly from the

notification if needed. When a test is dismissed, feedback regarding the action is automatically sent
to the server for tracking and analysis.

Mg 7 - 0100

m } S

5 Do Not Disty B Flashbght

L ol
Scheduled Diagnostic Test
Ipcoming diagnosts tests a1 06:00 PM
DISMISS

Scheduled Diagnostic Test - now
W

10. After completing the test, whether successful or unsuccessful, the results are saved and uploaded

to the designated FTP server. Users can modify server configurations via the Settings feature or the

Upload feature. The Upload feature allows users to manually upload data to the FTP server anytime,
even without conducting tests.

10:14 AM ¥ «0

< Upload

Server Details

Protocol

FTP

IP Address

172.16.201.60

Username

User

Password

Delete file from the device

21
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Table6 DDT Configuration Parameters

Parameter Key Description Default Value Min Max
Enable/Disable DDT Enable or disable the Diagnostic Tool. true
Clear DDT configurations Whether to clear the Diagnostic Tool fal se
configuration.
Is Device should be on charge? Execute scheduled tests only when the fal se
device is connected to the charger
Upload preference Upload the log file for the condition 1/2 1 2
only:
1 = Only on failure
2 = All test logs
Test-log retention Action after log upload: 0/1 0 1
0 = Retain log file on device
1 = Delete log file after upload
Trigger DDT full suite Triggers the full DDT test suite fal se
immediately.
Run DDT instantly Triggers DDT tests, which do not require fal se
user intervention immediately.
Schedule tests on specific dates Schedule tests based on date (in DD- None
MVE YYYY format).
Schedule tests on specific days Schedule tests based on days of the None
week (in MON, TUE, VED format).
Schedule tests at a specific time Time of the day for the test (in HH: MM None
format).
Test Plan - System to test Name of the test (for example, None
Bl uet oot h). Only non-user intervention
tests.
Test Plan — Test Day and Test Time Specify the Day of the week for the test None
(for example, Monday) and the Time of
the day for the test (in HH: MMformat).
Test Plan - Delivery Specify FTP username, FTP protocol, None

FTP password, and FTP server IP
address.

Application Configuration

The Application Configuration Module of the ZSA mobile application is designed to provide advanced

configuration capabilities for other applications on Zebra devices. This module empowers users to

customize settings and optimize application functionality directly from the ZSA application, enhancing
operational efficiency and device management. The module currently supports the customization of
configuration settings for two specific applications:

\J

KA

— applies only to Zebra devices.

22
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1. ZebraData Service (ZDS): Enables or disables ZDS using custom configurations through VisibilitylQ (VIQ)
only.

2. Wireless Insight: Enables or disables advanced wireless logging using Mobile Device Management
(MDM) or VIQ.on.

Table7 Application Configuration Parameters
Parameter Key ‘ Description DefaultValue  Min  Max

ZDS Configuration: Payload Encrypted data (specific to ZDS None
Configuration).

Wireless Insight Configuration: Predefined configuration profile: 1 1 6
Configuration ID 1 = Start Wi-Fi Analysis

2 = Start Cellular Analysis

3 = Start Wi-Fi and Cellular Analysis
4 = Stop Wi-Fi Analysis

5 = Stop Cellular Analysis

6 = Stop Wi-Fi and Cellular Analysis

Wireless Insight Configuration: Accepts custom wireless configuration. None
Custom Configuration

Device Actions

The Device Actions Module in the ZSA mobile application offers a suite of powerful functionalities
designed to enhance device management and operational efficiency. This module provides
administrators with tools to interact with devices, gather valuable data, and track device locations.

Device Alert:
Administrators can display alert messages on devices either as notifications or dialogue boxes.

\J

= NOTE: This feature can be configured through VIQ and is applicable to Zebra and non-Zebra
e devices.

23
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4:48 pm T

0" Zebra Services Agent

Alert

Please submit your device for gatepass
remewal

MNeed Assistance? Okay

Collect Logs:

This functionality enables a one-time action to apply custom configurations to RxLogger for a
specified duration. Additionally, this feature supports the inclusion of the Diagnostic Tool during the

logging period.

\J

@ NOTE: This feature can be configured through VIQ and is applicable only to Zebra devices.

24
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¢ Zebra Services Agent

e RxLogger Configuration - now &
Setting up to run RxLogger config...

0 Notification @

o

VIQF Smart battery Diagnostic Tool
health

@ Running Diagnostics. We'll notify you
once your request is placed

Outdoor Location Tracking:

Administrators can start or stop outdoor location tracking for a specific duration, enabling real-time
monitoring of device movement. The application allows configuration of the interval for location
updates, ensuring that location data is collected at a frequency suitable for operational needs

and resource management. The prerequisite is that the ZSA application has granted the location
permission, and the device's Location Accuracy setting is enabled.

=" NOTE: This feature can be configured through VIQ and is applicable to Zebra and non-Zebra
= devices.

25
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555 pm &= @

)

ewdi 556pm e ¢ @ F - O ‘&4

<« & App permissions

:@':

Zebra Services Agent

Location Accuracy

Improve Location

@

All d
Accuracy owe
Ck  Camera
Location

When Location Accuracy is on, information about @ Last accessed 5:55 pm * Allowed all the
wireless signals, such as Wi-Fi access points, time
miobile network towers and GPS, along with
device sensor data, such as accelerometer and
gyrascope, is used to estimate more accurate \9/ Microphone

device location, which apps and services use to
provide location-based features. To do this, Google
periodically processes information about device
sensors and wireless signals near you to contribute @
to crowdsourced wireless signal locations

Nearby devices

Gnnnla nese thic infarmationn withot idantifvinn

Accessed in past 24 hours

4 ® < ) [ ]
Table8 Device Action Parameters
Parameter Key Description Default Value Min Max
Device Alert: Message Specifies the message text displayed Empty
to the user.
Device Alert: Alert Type Specifies the alert format: 0 0 |2
0 = Notification
1 = Alert Dialog with OK button
2 = Alert Dialog with 0K
Need Assistance button
Collect Log: DDT test required Boolean specifying whether true
diagnostic tests are required.
Collect Log: Log duration in minutes Duration (in minutes) for log 5 5 1440
collection.
Collect Log: Custom RxLogger Config Custom configuration file or Empty
parameters for RxLogger.
Outdoor Location Tracking: Action Action to perform (for example, start
start).
Outdoor Location Tracking: Collection Interval (in seconds) between location 30 30 | 300
interval in seconds data collection points.
Outdoor Location Tracking: Collection Total duration (in minutes) for location 60 60 | 1440
duration in minutes tracking.
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Proactive Device Monitoring

Verify Proactive Device Monitoring and event alerts by observing the alert dialog workflows for severe
device drop, frequent disconnections (WI-Fi or Bluetooth), unexpected reboots, and thermal anomalies.

__l‘ NOTE: The following behavior applies to all supported troubleshoot events, including:
Severe device drop
Frequent Wi-Fi Disconnections
Frequent Bluetooth Disconnections
Frequent Device Reboots
The following workflow uses the Severe device drop scenario as an example.
Alert on Severe Drop Detection:

The application receives a Severe device drop event from the ZDS Application. An alert dialog is displayed to
inform the user and recommend running all DDT tests.

8:49PM ©

2~ Zebra Services Agent

Diagnostic Required

A severe drop was detected. To ensure your
device is working properly, we recommend
running a quick diagnostic test, This test
takes about 2 minutes and requires your
interaction

Run

Snooze for 10 min

Skip

Run: Starts the DDT diagnostic process by executing all DDT tests sequentially.
Snooze for 10 min: Dismisses the alert dialog, and the prompt reappears after 10 minutes.

Skip: Skips the diagnostics and reports the skip action to the administrator.
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Thermal anomalies
Alert on Device Overheat:

ZSA receives the device overheat event from ZDS and displays the alert dialog to the user:

Zebra Services Agent

Device Overheated

Snooze

Snooze: Dismisses the alert dialog, and the prompt reappears after 5 minutes.
Reboot: Reboot the device.
Alert on Device Over-Cold:

ZSA receives the device over-cold event from ZDS and displays the alert dialog to the user:
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Zebra Services Agent

Device Over Cold

Ok: Dismisses the alert.

\J

= NOTE: This feature can be configured using Managed Configuration through MDM or VIQ and

S

= is applicable to Zebra and non-Zebra devices.

Table9 Proactive Device Monitoring Configuration Parameters

Troubleshoot Event Key Description Default Min Max
Value
Wi-Fi Disconnection Enable/Disable Enables or disables fal se,
monitoring for frequent Wi-Fi
disconnections.
Alert Type for Wi-Fi Specifies the alert format 1
disconnection displayed on the device:
0 = Notification
1 = Dialog
Bluetooth Enable/Disable Enables or disables monitoring fal se
Disconnection for frequent Bluetooth
disconnections.
Alert Type Specifies the alert format 1
for Bluetooth displayed on the device:
disconnection
0 = Notification
1 = Dialog
Device Reboot Enable/Disable Enables or disables monitoring fal se

for frequent unexpected
reboots.
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Table9 Proactive Device Monitoring Configuration Parameters (Continued)

Troubleshoot Event Key Description Default Min  Max
Value

Alert Type for Device | Specifies the alert format 1
reboot displayed on the device:

0 = Notification
1 = Dialog

Severe Drop Detection | Enable/Disable Specifies whether severe drop fal se
detection actions from ZDS are
enabled.

Device Overheated Enable/Disable Specifies whether device fal se
overheat protection actions from
ZDS are enabled.

Device Over Cold Enable/Disable Specifies whether low- fal se
temperature alert actions from
ZDS are enabled.

ZSA as a Mediator

With this feature, ZSA now serves as a mediator, capable of accepting data from third-party
applications and uploading it to the server. Please reach out to the ZSA Zebra team for the developer
guide.

-'_l NOTE: This feature is applicable to Zebra and non-Zebra devices.
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Configure the ZSA Mobile Application

These features can be configured using Managed Configuration via MDM or VIQ. To receive managed
configurations, ZSA displays a foreground notification in the device notification panel.

Transferring media files via USB

Charging (1 h 34 m until full)

SureMDM Agent 02:54
Tap here to install Microsoft Authenticator ..

Zebra Services Agent 12:42

Zebra Services Agent

SureMDM Agent 17:35

High-Level Design Overview

The Zebra Services Agent (ZSA) includes the following elements:

1. ZSA Mobile Device Application: This application is deployed on the device via Mobile Device
Management (MDM) and starts as a service when the device boots up. The application provides
user interface screens for interaction, shows notifications, and launches or terminates other Zebra
applications. It is only supported on the Android platform.

2. ZSA Server-Side Platform: The server-side software and infrastructure are hosted in Zebra's Virtual
Private Cloud on the Google Cloud Platform. The server infrastructure is a multi-tenant solution that
provides data security and confidentiality.
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Customer Site Network Connectivity Zebra Site

O Zebra Server
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Service App solution

Message delivery

@ return code is sent »
back to server

Zebra Services Agent Requirements

Zebra Services Agent (ZSA)

Requires 201 MB RAM

Requires 30 MB of storage memory

The impact on battery discharge is less than 2% over 24 hours.

Prerequisites

For deploying the Zebra Services Agent (ZSA) app and enabling alert notifications on the device:

1. The customer requires MDM to deploy APK to the devices. Supported MDM platforms are SOTI,
AirWatch, and 42Gears.

2. The devices require an Android operating system version 10 or higher.

3. The Zebra Data Services (ZDS) and Zebra Services Agent (ZSA) must be enabled on the device. If
the devices are behind a corporate firewall, ensure the ZDS and ZSA cloud servers can be reached.
Below are the server info and port used by ZDS and ZSA:

Server 1: https://analytics.zebra.com on Port: 443

Server 2: https://device-https.savannacore.zebra.com on Port: 443

Server 3: https://usa.eu.zebra.com on Port:443

\J
El_l NOTE: The servers can only be accessed by the software team via an internal endpoint.
4. Enable network connectivity on devices (WWAN or WLAN).

\J

= NOTE: Zebra recommends using DNS server names (instead of IP addresses) when allowlisting
= to avoid service interruptions due to IP address changes.

Android Version and Language Support

This section shows the supported Android operating system and languages.

Android Operating System 10 and above

32


https://analytics.zebra.com
https://device-https.savannacore.zebra.com
https://usa.eu.zebra.com

Zebra Services Agent User Guide

Languages English

Installation

The Zebra team shares APK files with the customer admin.

APK files are installed on devices via Mobile Device Management (MDM).

Information

This section provides information on Zebra Data Services (ZDS) and Diagnostic Tool.
You can enable the ZDS agent using the link below:

zebra.com/zds-setup

zebra.com/VisibilitylQF

For more information on Diagnostic Tool, refer to the link below:

zebra.com/diagnostic-tool
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