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100,000

Individuals accessed
military bases

using fraudulent
credentials over a
one-year period.

Source: “DoD Needs to Take Additional Actions
to Address Cybersecurity Challenges,” U.S.
Government Accountability Office, GAO-18-588,
published August 2018.

Improve Military Base and
Facility Security with Advanced
Authentication Solutions

Zebra’s Common Access Card (CAC) solutions are trusted by military bases around
the world and offer a comprehensive approach to military base security, focusing on
enhancing access control, improving efficiency, and help ensure compliance with
stringent security standards.

Common Military Challenges

« Unauthorized Access: Security personnel may need to rely on manual
identification checks, such as visual ID card inspections, which are more prone to
forgery and misidentification, increasing the risk of unauthorized access.

- Longer Wait Times at Entry Points: Manual ID checks are significantly slower
than automated systems, leading to increased wait times, especially during peak
hours, which could cause bottlenecks and disrupt base operations.

- Inconsistent Verification Standards: Different personnel may apply varying
standards of scrutiny, leading to inconsistencies in access control and potential
security gaps.

- Inefficient Record-Keeping: Manual logs and records would be less
comprehensive and more time-consuming to maintain and audit, making it
difficult to track access patterns and conduct thorough security reviews.

- Difficulty in Enforcing Tiered Access: Enforcing complex access policies
manually is challenging and prone to errors, potentially allowing individuals
access to restricted areas they are not authorized to enter.

Why Improve Your Operations?

Enhanced Security and Access Control: CAC readers help ensure that
] only authorized personnel and visitors can access the base, significantly
reducing the risk of unauthorized entry and enhancing overall security.

streamline the identification and verification process, allowing for faster

j Improved Efficiency and Reduced Wait Times: Automated CAC systems
throughput at entry points and minimizing delays during peak times.

readers reduce the reliance on manual checks, thus decreasing the

g{ Reduction in Human Error: By automating identity verification, CAC
potential for human error and improving access control.

Comprehensive Tracking and Data Collection: CAC systems provide real-
time tracking and data collection, enabling security personnel to monitor
access patterns, quickly respond to incidents, and conduct thorough
security audits with detailed records.

Effective Enforcement of Access Policies: With CAC solutions, bases can

E=|| implement and enforce tiered access control policies efficiently, helping to
ensure that personnel and visitors access only the areas corresponding to
their clearance level or role, thereby maintaining operational security.

Here’s the Solution

Zebra’s CAC solutions offer a comprehensive approach to military base security,
focusing on enhancing access control, improving efficiency, and helping to ensure
security standards. By opting for Zebra’s CAC solutions, you can strengthen the
safety and security of your facility while enabling a more streamlined and effective
entry and exit process for authorized personnel.

ZEBRA TECHNOLOGIES 1



APPLICATION BRIEF
BASE AND FACILITY ACCESS CONTROL

Empower Your Workforce with Zebra’s
Secure CAC Solutions for Seamless and
Durable Performance

Zebra’s CAC solutions revolutionize organizational operations by combining
rugged durability with cutting-edge technology to enhance security and
streamline workflows. These solutions are specifically designed to meet the
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environments and help enable fast and safe wireless
data communications. Source: Fiscal Year 2021 Budget Request:

Overview. Retrieved from Department of Defense
Comptroller website.

Rugged Tablets

Durable in tough military environments with advanced
security, connectivity, enterprise-class scanning, and
high-resolution displays. Models available in both
Windows® and Android® operating systems.

Zebra’s premium accessories, including ergonomic
trigger handles, enhance CAC reader functionality
and comfort for efficient security tasks. Durable
and compatible with various readers, they optimize
security workflows.

Printers
With 50 years of innovation, Zebra’s printers offer
reliable and secure solutions for efficient operations.
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Offering DPAS labels and a wide-variety of other label
types and sizes that will meet the needs of multiple
military applications.

To learn more about how Zebra can help
control access and secure sensitive data,
please visit www.zebra.com
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