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SOLUTION BRIEF
STIG VALIDATED  

Zebra Offers Largest  
Portfolio of STIG Validated 
Rugged Devices
Following a rigorous, process of cybersecurity testing 
for our AndroidTM 10 and 11 mobile devices, Zebra has 
now earned the coveted STIG (Security Technical 
Implementation Guide) cybersecurity validation from the 
Defense Information Systems Agency (DISA), the agency 
responsible for setting cybersecurity standards for the 
DoD. Zebra now offers the largest portfolio of enterprise-
grade mobile devices approved for use on DoD networks.

STIG validation represents a major milestone for Zebra because it 
means that every device in the enterprise-grade Android 10 and 11 
portfolio is now included on the DoDIN APL. Now, all branches of 
the U.S. military as well as federal, state and local and government 
agencies can partner with Zebra with the confidence of knowing that 
our devices meet the most rigid standards for cybersecurity set by  
the U.S. DoD. (For a complete portfolio list, see pages 4 and 5.).

Zebra engaged in a rigorous security review process that covered both 
devices and software to achieve FIPS 140-2 validation, Common Criteria 
Certification, STIG validation and listings on the DoDIN APL.
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Cybersecurity continues to be a top priority for all public and private  
institutions. At Zebra, we understand that cybersecurity is vital to 
our nation’s military, federal, state and local agencies. Our rugged 
mobile devices empower frontline workers everywhere with round-
the-clock access to critical networks, assets and people, while helping 
organizations enhance endpoint security and contain costs. 

As a leader in the revolution of workforce mobility, Zebra is also an 
innovator in Android enterprise mobility, with the largest range of 
enterprise-optimized Android devices available on the DoDIN APL 
today. Zebra solutions are purpose built to improve the productivity 
and mobility of government agencies.

Fortifying the Android™ Platform for Today’s Enterprise 
Zebra’s best-in-class mobile technology solutions are designed for organizations in the  
public and private sector to help them meet their specific objectives. Zebra Android devices 
are the only devices that feature powerful Mobility DNA solutions and Mobility Extensions 
(Mx) technology that delivers compelling security and management capabilities. Mobility DNA 
works at the cellular level of Zebra mobile devices to transform the Android operating system 
into an enterprise-ready force that heightens productivity, simplifies management and eases 
integration. Built-in Mx technology provides an extra layer of features for robust security and 
manageability that are not available on mobile devices that run standard Android. 

SOLUTION BRIEF
STIG VALIDATED  

Taking Cybersecurity  
to New Levels

Zebra Devices Operate  
Up to Your Standards
Zebra now offers the largest number 
of rugged, enterprise-grade mobile 
devices on the Department of Defense 
Approved Products List, making it easy 
for you to select the right device for 
your operations.

DEVICE LOCKDOWN WITH ENTERPRISE HOME SCREEN
• Automatically launches and locks user into application
• Prevents access to social networks and gaming
• Provides instant access to most used applications

PERIPHERAL & FEATURE LOCKDOWN
• Restricts user access to peripheral interfaces: USB, Bluetooth, 

GPS and NFC

GOVERNMENT GRADE GRANULAR DATA ENCRYPTION
• Protects corporate information, payment card and personal data
• Encrypts select data with AES 256
• Generates and secures encryption keys directly on the device

APPLOCK
• Application lockdown and  

white listing

SILENT INSTALL
• Initiates forced device  

reboot
• Instantly activates updated  

software

DEVICE SHARING
• Log-on ties settings,  

applications and data access 
to user ID and password

MDM COMPATIBILITY
• Enables IT to remotely stage, 

update, troubleshoot, lock, 
wipe and monitor devices

Zebra Mobility DNA solutions and Mobility Extensions (Mx) technology fortify the  
Android operating system for government entities by providing additional security  
as well as increased application and mobile device management.

Mx Mobile Application 
Management (MAM)

Mx Mobile Device 
Management (MDM)Mx Security
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DoDIN Approved Products List Solutions
   TCx Series Mobile Computers

   ECx Series Mobile Computers

   MCx Series Mobile Computers

EC30 
ENTERPRISE COMPANION

EC50 / EC55 
ENTERPRISE COMPANION

MC2200 / MC2700 MC9300MC3300 SERIES /
MC3300XR SERIES

TC8300  
TOUCH COMPUTER

TC72 / TC77  
TOUCH COMPUTER

TC21-HC / TC26-HC TC52-HC SERIES

TOUCH COMPUTERS FOR HEALTHCARE

TC21 / TC26 TC52 SERIES / TC57 SERIES

TOUCH COMPUTERS
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DoDIN Approved Product List Solutions
Wearable / Personal Shoppers

Tablets

Vehicle Mounted Computers

ET51 / ET56

VC8300 VEHICLE MOUNT COMPUTER CC600 / CC6000

PS20  
PERSONAL SHOPPER

WT6300 
WEARABLE COMPUTER

L10A

NA and Corporate Headquarters
+1 800 423 0442
inquiry4@zebra.com

Asia-Pacific Headquarters
+65 6858 0722
contact.apac@zebra.com

EMEA Headquarters
zebra.com/locations
contact.emea@zebra.com

Latin America Headquarters
+1 866 230 9494
la.contactme@zebra.com

ZEBRA and the stylized Zebra head are trademarks of Zebra Technologies Corp., registered in many jurisdictions worldwide. All other 
trademarks are the property of their respective owners. ©2022 Zebra Technologies Corp. and/or its affiliates. All rights reserved.

To learn more about Zebra’s commitment to IT security, visit:
zebra.com/product-security

Customer Concierge / Kiosks

ET80 / ET85 WINDOWS 
RUGGED 2-IN-1 TABLET
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