
GMS Restricted Mode
Complete control over which GMS apps and services  
are available on your Zebra devices 

Zebra’s GMS Restricted Mode provides complete control over which Google Mobile Services (GMS) 
apps and services are available on your Zebra devices, increasing security and privacy through better 
control over your company data. Protect productivity by eliminating potential workday distractions 
like YouTube and Google Play, while giving workers access to Firebase Cloud Messaging or Maps.  
It’s simple to use and puts you in complete control to choose the apps that are right for your business.  

Curated profiles offer the best of both worlds
Want to disable GMS services due to privacy concerns, but also need Google’s Firebase Cloud 
Messaging (FCM) to deliver on-demand notifications for your business applications? With GMS 
Restricted Mode, you can selectively re-enable the specific GMS use cases that benefit your 
business. GMS Restricted Profiles make it easy — simply select the needed GMS functionality  
from a curated list of services, including Chrome, Maps and FCM.

Benefits

Increase the security 
and privacy of your 
company data

Get complete 
control over the 
apps and services 
on your devices

Protect workforce 
productivity

FACT SHEET
GMS RESTRICTED MODE



Easy to use 

Zebra’s StageNow makes it easy to configure 
GMS Restricted Mode. With just a few clicks, you 
can fully deactivate all GMS apps and services. 
Want to reactivate some of the GMS apps? It’s 
just as easy. Simply choose the curated profile 
that contains the applications you want. 

Set it and forget it

When you put your devices in restricted mode, 
they will remain in restricted mode, even 
through a device reboot, enterprise reset and 

OS update. And any newly introduced GMS 
apps in an OS update will be automatically 
disabled — one less thing to worry about when 
it’s time to update the operating system on your 
Zebra mobile devices. 

Choose the keyboard you need

When GMS Restricted is applied on a device, 
the GMS keyboard is disabled, but alternative 
keyboards are available, including Zebra’s 
Enterprise Keyboard.

GMS Restricted Mode — Complete control to choose the GMS  
apps and services that are right for your business.  

For more information, please visit www.zebra.com/gmsrestricted

Profile Name Description

Chrome Enables the Chrome browser.

Maps
Enables the Google Maps application: enables location mode and sets 
the location accuracy to the highest mode available on the device.

Firebase Cloud 
Messaging

Allows applications to receive Firebase Cloud Messages (https://firebase.
google.com/docs/cloud-messaging/), which are particularly useful 
for pushing asynchronous messages to the device and performing 
background operations during doze mode.

GMS Restricted Profiles
For more information on GMS Restricted Mode, please read our article. For information on any 
additional profiles that may be added in the future, please refer to our Tech Notes. 
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