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Imprivata WFC Integration with Active Directory

Workforce Connect uses Active Directory (AD) to authenticate users at sign-on time.

The Imprivata NFC tap-and-go authentication can be integrated with the Profile Manager.

This guide describes configuring Imprivata with the Profile Manager and PTT Pro.

Component Versions

The device and server versions used in this guide are described below. The components can change as
software versions are updated.

Imprivata Mobile Device Access (IMDA) version: Imprivata provides updates on the Google Play Store:

« Enterprise Customers and Partners may also retrieve the MDA ADB Installation kit from their support
site

+ IMDA version 7.9

Workforce Connect Profile Client version 2.0.20406 or later

Workforce Connect PTT Pro version 3.3.10166 or later

Imprivata Server:

« The Zebra Engineering server is kept up to date with the latest Imprivata images
« Version 7.7 build 7.7.001.12

Workforce Connect Profile Manager server version 1.19.37 or later

Workforce Connect PTT Pro server version 4.9 or later

NFC Card Specifications

The Imprivata system supports tap-and-go NFC card technology. Use Imprivata cards when available.

The following cards work successfully:

Card Type: Mifare / NxP Mifare Ultralight
Model: 13.56 MHz
ISO: 14443-3A, or 15693
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NFC Card Activation and User Association

The diagram illustrates the sequence of events and interaction of the Profile Client, Profile Manager, and
Imprivata server for associating the NFC Card to the user and standard user login.

Figure1 NFC Card Activation and User Association
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Imprivata Server Configuration

This section highlights the elements required to prepare a system to support Zebra devices. It is not an
exhaustive server configuration tutorial.
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API Access

APl access must be enabled for the IMDA to pass credentials to the WFC Profile client. If APl access is not
enabled, the IMDA generates the | nval i d Mode error when the card is tapped, and credentials are not
passed to the Profile Client.

1. Navigate to Platform Settings > API Access.

i1 ir'r'|F':|r'i'|,';|t.-1 Llsers Computers Applications Devioes Reports -G- [EI Lo out zman
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2. Select the Imprivata Mobile for Android and Imprivata Mobile for iOS checkboxes in the ProvelD
section.
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3. Save the settings.
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Edit or Create a Computer Policy

Assign a Computer Policy to each user. The assignment is done automatically when the User Import from
AD occurs.

Generally, one policy is acceptable for all users. The policy is assigned at User Import and can be changed
in each user’s profile.

If a PC client is setup for Imprivata One-Sign, then additional attributes are required. For mobile devices,
the only change to the default configuration is to enable Device Logging.

1. Click Computers > Computer Policy.

Computers Applications fo} (M Logout zman

Add Edit computers | Policy sssgrment
Mame fpplied Computers Can Be Applied By Laxt Modified
Lelest &
Cefault Computer 2 -14-21 2
Ibra ComputerPolicy B y
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2. Select Yes for Enable Agent Logging for mobile devices.

Configuration 3
| None v|

Configuration 4
| None v |

These settings apply exclusively to HID card readers

(J Enable legacy mode for HID card readers
(J Program HID 5x27 card reader configurations

Smart card readers

(J Treat smart card authentications as proximity card authentications

Learn more
Agent logging
Enable Agent Logging? ® ves O No
Maximum File Size Megabytes
| Cancel | | Save |
3. Click Save.



Profile Manager Imprivata Integration Guide

Edit or Create the User Policy

The user policy is assigned when the user is imported and synchronized.

1. Click User > User Policy to add a new policy or edit an existing policy.

[ 1] il'l"lF_‘.lri\.l'r'jta Lisers Com| puters .l"l.F'l_:'l lications F-':l:"rll.'ln".

User policies

2 user polces
[Agd Download Licanse Usage |
Name Applied Users Can Be Applied By Last Modified
Select A
N Default User Polic” 2 All adrmandsiratons Jull-22-21 302 PM
H Zebra-Policy 160 All adrranasirdon May-10-22 4:44 PM

* Default user policy

** Apply user policy to users from the Users page

2. Add a new policy or edit an existing policy.

The policy options display on the following screens.
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3. Select the Let all administrators apply this policy and Password checkboxes under Primary Factors.
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4. Select the Proximity Cardcheckbox.

B Prowimity Card ® No second factor
O password
O Imprivata PN
O Fingerprint
O Fingerprint or Password
O Fingerprint or Imprivata PIN

D Smart Card or LISE token using Active Derectory cerificate

o0

o000O0O®

N

[0 smart Card or LS8 token wsing external certificate

a
a

00000 @®

D

O 1D token

O VASCO OTP token

a

[0 Arswer securty guestions

10
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5. Click Save.

Grace peniod for second factor after

Number of sequential failed fingerprint authentication attemplts before authentication failure - .
ingerpank
FT ft_; ]

Manmum allowed enrolied fingers

F™

Allw 1581 b manage fingerprints

a
O

Offlne data lifespan
0 o

E Albow smart cand enrollment and authentication only while certificate is valid

Conce | s |

Edit or Create the Mobile Device Access Policy

Create a policy to control the behavior of client devices.

1. Select Computers > Mobile Policy from the toolbar.

1
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2. Select the Allow guest mode checkbox under Access Management.

This option allows the user to exit from the IMDA launcher in guest mode without signing in.

T impri . Users Computers Applications Reports
£ imprivata ; Pr P

Mobile Device Access policy

Access Management

Allow guest mode

O] ﬁutc.:":ftif:all-,- log l.:ut a u.,.sei
] . 30

: Ir‘a_:-'. -\rllt:,-'-rE-a'..-L'I'Er'1|:§'.|l:n
a 30

Turn on grace period for second authentication factor

) Unlock with Imprivata PIN instead of proximity card

Web Browser Management

When 3 user logs out, or a user switch is initiated, all open browsers will be automatically closed

12
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3. Select Do nothing under Web Browser Management.

Web Browser Managemaent

When a user logs out, or a user switch 15 inihiated, all open browsers will be automatically closed.

Advanced user data clearing

® Do nothing
O Force stop all browsers

2 clear cache an all browsers

) Clear data on all browsers
Authentication

[ validate stored domain credentials before authenticating

Customization

Select Language:

| English v

Allow lock screen notifications

Voice call (VolP) apps (authentication not reguired to answer call)

|com.symbnl.wlc.voice

voice call (VolP) apps (authentication required to answer call)

|cum.symhu|.udc.vuioe

Messaging and ather apps

|cum.symhul.wic.\ru-ioe

Allow floating Home butten

ks a O suncher configuration

| Cancel | @]

4. Under the Authentication section deselect Validate stored domain credentials before authenticating.
5. Select Allow lock screen customizations under Customization.

Enabling this option enables Workforce Connect notifications to display on the lock screen.

13
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6. Enter the Workforce Connect package name, com synbol . wf c. voi ce, in the following fields.
« Voice call (VolP) apps (authentication not required to answer call)
- Voice call (VolP) apps (authentication required to answer call)
- Messaging and other apps

7. Click Save.

Create an Imprivata Directory

Create an Imprivata directory to import users into a unique container within the Imprivata server.
Complete the following steps:

« Create the Imprivata Directory.

« Specify the group of users to import.

« Define synchronization rules.

Users are imported, the application policy is applied, and users are enabled after you complete these
steps.

Add a Directory

Create an Imprivata directory by identifying the Active Directory host.

1. Select Users > Directories from the Imprivata console.

il irﬂpr‘ivﬂta' Users Computers Applications Devices Reports 'Et‘ @ Log out zman

Server
Add Hew Imprivata Domaln
Directony Servers Imprivata Directony
® A5 Active Directory CSV File
Select n External Lser Sournce Sur OME Daresctiony Serser

Owracle Imtemet Directory

Cancel Mexd >>

2. Select MS Active Directory and click Next.

14
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3. Configure the Imprivata Domain to create a new user authentication directory.

ﬂ in'lpn'-,-'am Users ( Applications

i

Cohiee tian
Paramsten

Add Mew Imprivata Damasin

Domain name

CHrier YO domminan >

Hiost name MetBICS name Look-up

<use dns or IP>

Username Pazsword

<griler valid satng user ID> sasssssssnnas

o U TLS far secure commiunsation
Diractory server cartificate i1 cotificate)

Browse.. | Uplosd |

Validate stored domain credentials before authenhicatng
Kerberos authentCabon

Wieytab Fle (Mo keytabs files)
Browse. Upioad |

| Cancal | | << Back _Sm_lSru:l‘Imﬂ.lJmii_

b)
<)

d)

9)

Enter the domain name used for the AD server configuration in the Domain name field.

Enter the hostname or IP address of the AD server, not the ADFS server, in the Host name field.
Enter a valid username in the Username field.

Enter a password in the Password field.

This user must have permission for AD validation.

Leave the NetBIOS name field blank.

Deselect the Use TLS for secure communication if the AD server does not support TLS.

Click the Look-up link above the NetBIOS name field.

If the information is valid, the NetBIOS name is populated. If the NetBIOS name does not appear
then a firewall may be blocking access to the AD server, or the user credentials are invalid.

15
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4. Click Save.

Directories
hakd
5 - Toasl Hrenbet ™
FPaO s

]

£l imprivata

Directories - Edit PTTPRO.ZEBRA

Back 1o durectones

Cancel | Save

Find Domain Users

Naxi =>
PTTPRO.ZEBRA (M35 Active Directary)
Host name MNetBI0S name Look-up
[some-served | FTTPRO
Username Password
man | [eesesseans
Use T

LS for secure communication
Directory server certificate (1 certificate)
Choose File | No file chosen | Upload |

| walidate stored domain credentials before authenticating

Kerberos authentication

Keytab file (Mo keytab files)

Choose File | Mo file chosen Upload

Password Policy

miplement Password Change Policy?

Cancel | | Save

i
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Identify Users to Import

Identify users to import. You can import entire domains, specific OUs, or groups. Consider creating an
organizational unit (OU) in AD that includes the users who will use the system.

« Select a method to import users.
« All users in this domain.
« Only users in select organizational units.

« Only users in select groups.

Synchronize users from PTTPRO.ZEBRA

) All users in this domain
O Only users in select arganizational units (0 OlUs selected) Select OlUs..
- Only users in select groups
Cl Typical user synchronization (1 group selected) Select groups...
you
) Limited user synchronization (0 group selected) Select groups...

Synchronization settings
These settings are applied to existing users at each synchronization.

Choose how to set Imprivata user status
@ Setuser status manually
) Set user status to match directory status

| higoar
s

New Imprivata user settings

Only import users who use Workforce Connect. You can define a specific Group OU to identify these users.

In this example , Only users in select groups is selected and the Select domain groups dialog displays.

17
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The Imprivata group is selected. This group includes Active Directory users identified as Workforce
Connect users.

Synchronize Users
Synchronize the Imprivata server to apply the mobile device access policy after you create the Imprivata
Directory and identify the group of users to import.

1. Select a method for setting Imprivata user status.

« Set user status manually.

« Set user status to match directory status.

Synchronization settings

These settings are applied to existing users at each synchronization.

Choose how to set Imprivata user status
® set user status manually

The Imprivata Administrator can enable or disable user
(O Set user status to match directory status

Each user will be enabled or disabled based on their

directory status and updated automatically.

18
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2. Select the policy to assign to new Imprivata users.

Mew Imprivata user settings

These settings are applied only to users that are added duning synchronization

Choose a policy to be assigned to all mew Imprivata users
| £ebra-lmp User Policy | | Except

Choose the status for new Imprivata users:
) Disable new users
¥ LI
®) Enable new users

[ Automatically create an email address for each new User

Extended User Attributes

Automate Synchronization Process

Automate Synchronization? O

-“\me;ti; :

3. Select Enable new users to apply the user policy.

4. Select the Automate Synchronization checkbox.

19
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5. Choose the synchronization configuration.

Automate Synchronization Process

Cily if the number of users 1o be deleted exceeds | 10

Automate Synmchronization?

Do not Synchronize if Users are to be Deleted?
S#l up event notification?

Every Day vlat [100 w||AM v

Synchronize
Choose the site that performs automated synchronization | SAE-Imprivata + |
<< Back Save | | Synchronize Now | Preview Users

6. Click Save.
7. Click Preview Users to view the user search and the list of users that match the import criteria.

Il imprivata
Synchronize users from PTTPRO.ZEERA

1]

Freview

e

| Gancel | [ << Back | [ Sawa | [ Synchronca how |

WS To B Added Users To Be Removed
Usgrnama Firpt Mame Lart Manmg
mant pran Fimmermant
mand mand Timmarmand
rmand rerand Timmermand

20
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8. Click Synchronize Now to add the users to Imprivata.
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The first time a user taps their badge, they may be prompted for their user name and password to register
their card with the system.

Import the Profile Client Profile

The application profile instructs the identity provider to share credentials with the Profile Client service,

com zebr a. df s. The XML elements shown in the example should not be modified unless instructed by
Imprivata Tech Support.

1. Navigate to Applications > Single sign-on application profiles.

O imprivata

Imprivata

. profikes
OneSign™

FRpEang

Shartcuts
Computer polices

Simgle gign-on apglicatsan prafiles Sharteuts
Extersions Remate scoess workfows

Application repoets Climical workfiows
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2. Click Add App Profile and click Browse to import the Zebr aAppPr of i | es. xm file.

Mimprivata:  Usens

OneSign single sign-on application profiles

Search for Applecation
Ibgph:.lhun [T NmtE I

1 sppheution
Semch |

[Sheow all spedcabon profles ] [Show A1 Feids |
Asd Agp Profie W Deploy |  Delete

Ensbie Drenabbe APG apps only Chglecaie I Engacet I
Dieprlivy Credeniial Can Be

At bne e — . —— ~ehadBO
"% Import Dnesign unghs sign-on appcation profies -
|:| byed 3 Erabipd O {rpge=t o gar Agder e

iz will be able 1o provew the list of profiles

afier iBery hawe Bvei ugidaded

T W

Refer to Zebra Application Profile for the contents of Zebr aAppProfil es. xm .

After you import the application profile, the file is listed in the App Profile Name column with a
deployment status of Not Deployed.

22
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3. Click the Not Deployed link to edit the profile and verify the Deployment settings.
The following settings must be enabled:
« Deploy This Application?
« Deploy All Users and Groups?

« Let all administrators deploy this application?

Deploy application: Zebra Device Fabric Service :Android:

Zaten Davod Fabne Sansoe 2nd

Zutra Daiod Fabnc Sanscs And

Deploryment
- ]
- r o -
m - bt kst B
Credenilals
his spoiics - sais? B
- ¥
& apD U
abe The use 5 t I =
g g
AN BCIDUNT TaTE jamith
e s thB sume. 0
Rt BICS ngma st \perith

Cance Save

4. Verify the Credentials settings.
The following settings must be enabled:
- This application shares credentials?
« with the domain only

« Do not update the user's domain password in OneSign if the application's password changes.

5. Select the domain user name format.

__/‘ NOTE: Profile Manager implementations use UPN format, but there are exceptions.

23
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6. Click Save.

i nprivata

OneSign single sign-on application profiles

Samreh for
Applicatan Profle Mame « Semch
Show sl spplcalon probles « Show Al Fislds  w
33 App Prodle W APG sppd oy
App Profils Nams | Typs Deployrant Deployed  Enclied  Ensbled  Credentisl Can Ba

Stabas Users Usars Seatug Stare Diepdoyed By

Sign Adismnntrator | AP it Profile  hot Deployed [raie n Crecentia pe Admirestrater

CneSign Admenabratior {Chrome Edge] | ARG Exit Profile Kot Deployed a 1] Enabried Cwn Credentials Super Admirestrator

The OneSign single sign-on application profiles screen displays the deployed profile and lists the
number of Deployed Users and the number of Enrolled Users.

Zebra Application Profile

The application profile is an XML file that instructs the IMDA to share credentials with the com zebr a. df s
Profile Client service. Do not modify the XML elements of this file unless instructed by Imprivata Tech
Support.

The name of the application profile for Zebra devices is Zebr aAppProf i | es. xm .

<app desc="Zebra Device Fabric Service :Android:" nm="com zebra. df s"
profil eType="2" appType="2">
<env nme" Androi d" type="100">
<scn auto="0" dgs="1" nm="">

<ctl cls="" nnm"noAutofill" var="USR'/>
<ctl cls="" nnm"noAutofill" var="PWD'/>
</scn>
</ env>

24
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</ app>

Table 1 Application Profile Parameters

Required Parameters Values

profileType

« 0=0neSign

« 1= Patient Secure

. 2=IMDA

A value of 2 is required.
appType . 0=native

« T=web
« 2 =integrated

A value of 2 is required.

Configure the Clients and Profile Manager

Configure the client applications and the Profile Manager (PFM) after configuring the Imprivata server. The
client applications include the Imprivata client and the Profile Client.

Configuring the Imprivata Mobile Device Access Client

Configure Imprivata Mobile Device Access (IMDA) client to access the Imprivata server.
Complete the following steps to install and configure the IMDA client:

- Install the client and accept the appropriate permissions from the device operating system.
« Turn on the NFC radio on the device.

« Configure the IMDA client with the IP address of the Imprivata server.

Open the IMDA client and tap the blue background ten times to display the client settings and enter the IP
address for the Imprivata server.

25
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Figure 2 IMDA Settings
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Return to the IMDA main screen after entering the IP address of the Imprivata server.

Configuring the WFC Profile Client

Refer the Workforce Connect Profile Client Android Configuration and Programmer Guide
for configuration information regarding the WFC Profile Client.

Configuring the Profile Manager Tenant

Modify the Profile Manager Customer and Mobile Device options to configure the authentication method.

1. Select Customer from the Profile Manager dashboard.

sdfadfsdfadf
https:/fasasdasdasdasdasd pttpro_zebra com

IMPRIVATA

Oauth Details:
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Select IMPRIVATA from the Authentication Method drop-down menu.
Click Update.

Select Device Users from the Device User Management section on the Dashboard.

g W N

Verify that the Authentication Method is set to OAUTH?2.

Ussr Mame Firs! Mame Lasi Name User Role Levels Lhser roles Organization Department Farce Logoul Authentication Method

Mobile Device Operation

When you start the device with the WFC Profile Client, the Imprivata interface displays.
Tap the NFC card on the back of the device.

Figure 3 Imprivata Screen When Device Starts

Tap your badge

1 imprivata

NOTE: NFC services do not automatically start after the device reboots. The Imprivata screen
alerts the user to turn on NFC services for the device.

After a user logs in through Imprivata, the Profile Client automatically connects and logs in to Profile
Manager. The list of roles available to the user display. The user selects a role and taps Apply.

In this example, the Main Store profile is delivered by the Profile Manager to the mobile device. This profile
includes the WFC Voice client and the PTT Pro client.
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Figure 4 Role Selection in the Profile Client
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Revision History

Description

MN-004677-01EN February, 2023 First version.
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