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PTT Pro Okta Integration Guide

Introduction

Workcloud Communication supports OAuth2 authentication using the Okta identity provider. Using
OAuth2, multiple users can share a single device. This is referred to as the Shared Device Model.

When you install a Workcloud Communication solution with AD/ADFS services, User Authentication, User
Provisioning, and Attribute Transformations are possible using LDAP services. The Okta integration only
supports User Authentication. User Provisioning and Attribute Transformations are supported indirectly by
using the Flat File Import functionality provided by Workcloud Communication.

The Okta integration uses the OpenlID Connect (OIDC) protocol, which requires the Authentication
Connection Service (ACS). ACS enables Workcloud Communication to authenticate with Okta using OIDC.

This document describes the Okta and ACS configuration required to support user authentication, and how
this affects the configuration of PTT Pro for Android and Workcloud Communication Profile Manager.

Requirements

You must have an Okta instance configured and running and the PTT Pro for Android users must be
provisioned in the Okta IdP.

« Okta IdP is installed and in operation.

« Users are provisioned in the Okta IdP.

Configuration Overview

The configuration process is divided into four phases. Complete each phase sequentially because each
phase uses configuration elements from the previous phase.

Phase 1
Establish the Realm and Client on the ACS server. The Realm is required to create a client, and the
client URL is required to configure Okta.

Phase 2
Create the Application in the Okta server. In this phase, the Authentication and Token Access URLs
are created along with the Client ID and Client Secret. These elements are required to create the
Identity Provider connection in the ACS.

Phase 3
Create the Identity Provider and finalize the ACS configuration.

Phase 4
Configure the PTT Pro Server OAuth connection with the URLs and Certificate needed to connect
to the ACS.

Phase 1 — Configuring the ACS
In Phase 1you will create the realm, copy the signing certificate, configure the client, and create the user
property matcher.
In Phase 1, complete the following tasks:
+ Create the realm.
« Retrieve the signing certificate for the realm.
« Configure the client.

« Create the user property mapper.
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« Capture the IdP redirect URL.

Creating the Realm

Create the realm and enter a meaningful name. The following example uses WFC-OKTA-Connector for the
realm name.

1. Select Add realm from the Select realm menu.

Select realm

MR Sedect file g2

m s

2. In the Name text box, enter the name for the new realm.

3. Click Create.

The realm is enabled, and the OpenID endpoint is created.
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Retrieving the Signing Certification of the Realm

The signing certification is required to configure the PTT Pro Server.

1. Navigate to Realm Settings > Keys.

2. Copy the RS256, RSA signing certificate, to a convenient local location on your computer. You use this
signing certificate to configure the PTT Pro Server.

NOTE: There are two RSA keys. One is for encoding, ENC, and the other for Signing, SIG. The
PTT Pro Server uses the signing certificate.

3. Save the certificate in the X.509 format.

The Realm is established.

Sample Signing Certificate

NOTE: The line length is formatted to fit on the page.

M | Csz CCAZs CBgGBpcw Cz ANBgk ghki GOwWOBAQs FADAd VRsWGQ
YDVQQDDBI XRkM T2t 0YS1Db25uZWNOb31 wHheNM | wiNj | 3MTUz M
j EWACNME T Wj | 3MT Uz Mz UMWY Ad MRs WGQYDVQQDDBJ XRkM T2t 0
YS1Db25uZWNOb31 wggEi MAOGCSqGSI h3DQEBAQUAAAI BDWAWYQE
KAol BAQCachy8I f Rj EeDXn8VeKaxMBxxuQAkhi C/ t nKC6g2IVKCW
| HESQgK21H Z/ Pj 1HbnDM7 GGpBn7zvhQm+aCl0Xj yZi Yxy3wki sB
JTqdc6JEzdEXWWW kZ58huenh/ PTkpNQy0JLzwCOy z GHi QNAGTY
b/ xBuBt YOQI0S2yhSHKU53¢ 8t xyyt LTqur YNUPTf QClbcZr Qlpe
onAmmH4A+Fj Mbsf O @2807xD1g691 QLhi WB+y1CsMbLp4F68SdQ+
prkwH8j m dLGWr n6R1Fsccnr dLDi ydZc84sZcMCKTMnNCOPYu3F
GQQz DHs T1goN+QDDf MhCUz bnilz Q4k SXc Okz HoCaG44z AgMBAAE
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wDQYJKoZI hvc NAQELBQADggEBAFVI 6+350 KPsbEWPUPt t NJpW
WGTBpcVGohNmt 8e2t f V) 0GT7xh4zvNmQvxh+eaewhzuwKhpT/ J
GBdyuQVhF420s 2WBYPZqgvt LWS0c OY9k! j gRI 1A3z102wOLI f DU
+D5aaGSky!| yBxL7HkuJsPoW wUMyf BZNH14Xp4Scwb25Bf ddECP
SBNCGJ +j 4s1r wf ac5YVKTswj cePF+r 4VsHz Ef TgdMhj Jhalwl 7G
Kgzr BXOagZCA6Zf eQM NLTkBSXWsm+xkkc U owmvXs GIOTEQOTT
OHef i BXq0Jt / O0h/ NReuc6Qk4Al JHhOC 9FhAT2C0TPvPbn7Yj 3vB
7Tne+dMk+plA=

Creating the Client

Create a client so that PTT Pro for Android users can authenticate using Okta.

1. Select Clients to display the list of default clients.

WFC-Okia-Connecior ~

2. Click Create.
3. In the Client ID text box, enter a name for the client.

The client name in this example is oidc.client.

WRC-Okta-Connector

I Selecy file (5
Client 1D * &

Cleent Profocal @ ope T W

Roar URL @

4. Verify that the Client Protocol is openid-connect.

5. Click Save to proceed and configure the client.
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Configuring the Client

Complete the configuration of the client to ensure the integration with PTT Pro for Android.
1. Click Clients under the Configure menu.

2. Select the client.

The client name in this example is oidc.client

Clients
T Lz
kL o
Realm Semings
B a

Clent Client 1D Fnabiied Ba
Client Scopes i e
Ralsz ue

.-
Identity Providers

T e

User Federation i,
Aurthentication EE—— .

.
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3. Select Settings and verify the following settings.

WHRC-Okta-Connecior

||
- - o o € L7
Realm Settings
W D
e i
peicn 6
oieco [0
i L’ oOF
r ] OFF
Groups
L i Thieiese G e
Users
[ nd Pr o ¥ w
- pe -
plicin: F Enabded i =L
Enat
Service Adcounts Enabled G QOFF
O&ut 1 o
A f 3y GEar
Enabled §
CIRA Grant Enabled § OF
T n Enabled @ arn
Foot URL §

« Client Protocol is openid-connect.
« Access Type is confidential
« The access type public works but does not use a client secret.

- Switching from confidential to public and back to confidential resets the client's secret to a new
value.

. The access type bearer-only does not work.

. Standard Flow Enabled is ON. If not selected, PTT Pro for Android displays a blank screen and does
not prompt for credentials.

- Direct Access Grants Enabled is ON. If not selected, PTT Pro for Android displays a login screen but
then displays a blank screen and does not complete the connection.

« Enterhttps://1 ocal host inthe Valid Redirect URIs field. An invalid URI generates an error on
the device when connecting to the ACS; the login screen does not display.
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4. Click Save to continue.

OpenlD Connect Compatibility Modes @
Advanced Settings @

» Authentication Flow Overrides @

E —

Copying the Client Secret
The client secret is used to configure PTT Pro for Android. Copy the secret and the Client ID.

1. Click the Credentials tab to access the client secret.

Connector

7] b 7] ol 7

2. Copy the client secret.
The client secret is automatically generated.

3. Save the client secret and the client ID, oidc.client, in this example, to a convenient location.

Example Client Secret

31941cec- 9b16- 46b8- 8749- 2e6¢3f a4f f 23
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Creating a User Property Mapper

This task maps the token claim sub to the user namne attribute used by PTT Pro for Android. If this
procedure is not completed, the device user is presented with the credentials screen, but after entering the
credentials, the device displays a blank screen.

1. Click the Mappers tab in the client definition.

2. Click Create to define a mapping.
« Enter user nane in the Name field.
« Select User Property from the Mapper Type menu.
« Enter user nane in the Property field.
. Enter sub in the Token Claim Name field.

« Select String from the Claim JSON Type menu.

E VLS o el Ma Creare Protocsl Mappers

J
N
T

M + W e
Create Protoco

L

Protocol @
Mame @ usemanme
Mapper Type @ User Property A
Property & USErMame

Token Claim Mame @ sub

Claim JSON Type @
Add to D token @

Add to access token @

Add 1o userinfo @ m

Cancel

3. Click Save to return to the client definition screen.

10
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Copying the Identity Provider Redirect URI

Copy the Redirect URI from the ACS to complete the Okta configuration. The ACS IdP requires information
from the Okta application configuration, which you complete after the Okta Application is established.

1. Select Identity Providers from the client configuration.

1l

2. Select Open ID Connect 1.0 from the menu to display the redirect URI.
3. Copy the redirect URI from the Redirect URI field.

Add identity prowvider

Redirect LR @

* Alias @ 18 oide.connedtor
Display MNarme @ ta. oldc.oonnetor
Enabled O E3
Store Tokens @ m
Stored Tokens Readable n
7]
Trust Ermadl i QFF
Account Linkeng Ondy & QFF
Hide on Login Page @ OFF
GUI arder @
First Login Flow @ Simple Login Figw

Post Login Flow @
5:.""( Mode @ Mg T

« OpenlD Connect Config @

"
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Example Redirect URI

In this example, the redirect URl is: ht t ps: / / <ACS- ser ver - nane>/ aut h/ r eal ml WFC- Okt a-
Connect or/ br oker/ okt a. oi dc. connect or/ endpoi nt.

Phase 2 — Configuring Okta
In this phase, you add and configure a new Workcloud Communication native application using
configuration elements from the ACS. The users should already exist in the Okta system.
Creating an App

Use Okta to create a new native application for PTT Pro for Android.

1. Open Okta and navigate to Applications > Applications and click Create App Integration.

okta Qs

Dashboard w

Directery . Applications
Customization r

Developer Edition provides a limited number of apps.

Applications -~ Deactivate unused apps or chieck out our plans page. Contact us to find a plan that is rght f

Security bl
Workflow i
R 0
STATUS oh . Cheab ey i
Reparts - ACTIVE
Settngs - ! @

®

£ your ofgARzato

2. Select OIDC - OpenlID Connect as the Sign-in method.

12
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3. Select Native Application as the Application type.

Create a new app integration

S'E" in method

Learn More =

Application type

SAML 20

SWA - Secure Web Authenticatio

API Services

sract with Okka AP I
-1
ach t
Wob Application
arver (for exampla,
sangle-Page Applcation
Cir
LA, JAVA
Matve Application
i ation
i i 1 i LE|

Cancel

4. Click Next.

13
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Configuring the New Native App

Configure the app with the described settings. Settings include naming the app and adding the redirect
URI that you previously created.

1. Enter a name in the App integration name field.

14
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nktu. Q, S=arch. ﬁ d-g:_izd;_:d-;

Dasooand -
Directany - =5 New Native App Integration
SusiemiIstien: e General Settings
Aepiic N - n We demed 2ome errees Pesne spesa 1o b amd make correstans
Security w

g Intagracion nama Mazie PTT-Pro Ao
Wl o -

@rant type Clent acting on behalf of 2 wser
M Aut-criztor Code

Lsarn Mare 4 =
Imteraction Code

B PRafress Toaen
ﬂ Rascurce Owne Passwond
SAML 20

Dievice Aarthorizmton

B Tohes Eachange

Imnplicit { rykrid)

Sagn-in redirect URs Alow wildcard * in sign-in UR] redirect

- = auth/reaime WFC-Dlea-Cr

Learn More [ hitos.ifecalhost E

Sgroutredinest Uil (Ostcns e okia dev-GL04TTER E|

Lezarn Mars [2

Assignments
Controiled access 0 Alow everyore in pour organization o access

Limit access te selected groups
Skip group assignment for now

Enadle Immediate aceess (Friom e ded B Erabiemmedan attess with Fpderataen Broker Mooy

T gnswre coumal ags perlormasee 8 woaie, Ouns £ad Use

mures arw doakied Leam mory

Dzshbaard and preveion rg &

mbout Federaticn Broker Mode

m Faes

2. Optionally, add an application logo.

15
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3. Select the Grant type.
- Authorization Code is automatically selected.
« Refresh Token sets the refresh from persistent to a time interval.
- Additional types can be selected if required.
4. Modify the Sign-in redirect URIs.
a) Delete the default redirect URI.

b) Enter the Redirect URI from the OIDC Identity Provider. Go to Copying the Identity Provider Redirect
URI on page 1.

c) Click Add URI and enter htt ps:// | ocal host

5. Do not modify the Sign-out redirect URIs.

6. Under Assignments, determine how users are granted access to the application.
« Set Controlled Access to Allow everyone in your organization to access.
« Choose whether to grant immediate access with the Federation Broker Mode.

«  When enabled, all users are eligible to access the application. Custom access token claims are
applied to these users.

- When disabled, users are selectively granted access and customized claims need to be created
and applied to the users. When the broker is not enabled, additional configuration is required.
See Configuring Access to the Native App on page 16.

7. Click Save to preserve the General Settings.

Configuring Access to the Native App

When the Federation Broker is not used to grant users access to the application, complete the following
task to determine who can access the app.

1. Open the application and select the Assignments tab.

Mative PTT-Pro App
B

Genera Sign O fggnmants Gicta &P Scopes

Filbers Priority  Assegrmant

2. Select the access appropriate for your environment.

In this example, the PTT-Pro App is made available to the group Everyone.

16
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Completing the Native App Configuration

Complete the configuration of the app to finish the ACS Identity Provider.

1.  Open the application and perform the following steps under the General tab.

okta !

Duash besard -

[urectory b @

Cudtnsiz iliond w

Mative PTT-Pro App

Betive = B

Applacaticns ™ {sanernl Sugn Cin Asugnmends Dikta AP Scopes.

Chent Credentials dit

Widlafloe w

Riparts "

CLIENT SECRETS

Croateon date Secrat Statun

Click Edit.
Copy the client credentials from the Client ID field.
In this example, the client ID is: 00a5km1v306LXN57y5d7

4. Under CLIENT SECRETS, reveal the secret, and copy the secret to your computer for later in the
configuration.

In this example, the client secret is: QUndeR7dkcARWPFjVyGVh6NeFjzbsOOMd2xWYFLS

17
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5. Click the Sign On tab to edit the OpenID Connect ID Tokenscreen.

OpenlD Connect ID Token Cancel

Issuer Okta URL (https://dev-84941762.0kta.com) .

Audience DoabddwGDU8nISd7

Claims Claims for this token include all user attributes on the app
profile.

Groups claim type Filter -

Groups claim filter @ groups Matches regex » | *

M Using Groups Claim

Select Okta URL from the Issuer menu.
Audience is automatically populated with the Client ID.

Select Filter for the Group claims type.

o 0 N o

Enter the Group Claims Filter.
A typical filter is . *.
10. Click Save.

Review the remaining configuration options of the native application and make any modifications
necessary for your environment.

Phase 3 — Completing the ACS Configuration

You completed the application configuration with the Client ID and Client Secret. In this section, you will
complete the configuration of the Identity Provider with information from the Okta configuration.

Creating A Simple Login Authentication Flow

The authentication flow enables the mobile client to seamlessly pass credentials through ACS to the Okta
IdP.

Complete the Authentication Flow before completing the IdP definition. The Authentication Flow is not
required, and other configurations are possible, but it improves the sign-in experience for the user.

18
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For example, if the ACS IdP configuration specifies:
- Browser for the First Login Flow, the user cannot progress past the login screen.

« First Broker Login, the user is prompted to enter their first name, last name, and email address. While
this configuration works, it is a poor user experience.

- Direct Grant generates a missing parameter error.
« Registration flow requires that the user enter their user profile information before continuing.

The ACS adds users to the user table as they access the system. The Simple Login Flow automatically
populates the user table with the user name when the user signs in. No passwords are examined or
tracked. The user authentication occurs on the Okta system

Creating the Authentication Flow

Create an authentication flow to enable the device client to pass credentials through the ACS to the Okta
IdP.

1. Select Authentication > Flows > New.

2. Enter a name in the Alias field and select generic from the Top Level Flow Type menu.

3. Click Save to create the flow.

19
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4. Select the new flow from the Authentication view and click Add Execution.

5. Select Create User If Unique from the Provider menu.

WFRC-Olta-Connector

6. Click Save.

7. In the Authentication view, select Alternative to activate the flow. The configuration is automatically
saved.

20
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Creating the Identity Provider

Create the identity provider using information from Okta to complete the configuration.

1. Select Identity Providers from the ACS interface.

1l

= Identity Providers

2. Select Open ID Connect 1.0 from the menu.

21
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3. Configure the Identity Provider.

Add identity provider

Realm Settings Redirect URI @

Clients

* Alias i 8. olde.oonnector
Display Mame @ nicta.olde.connector
Enabied § E3
ldentity Providers I ’
User Federation Store Tokens @ m
Authentication
Stored Tokens Readable
Lt
Trust Emadl O OFF
Account Linking Cnly @ OFF
Hide on Login Page @ OFF
GUI crder @
First Login Flow @ Simple Login Riow

Post Login Flow @
Sync Mode © P

~ OpenlD Connect Config @

- Alias, okta.oidc.connector in this example.

+ Set Enabled to On.

« (Optional) Set Store Tokens to On.

« (Optional) Set Store Tokens Readable to On.

« Select Simple Login Flow from the First Login Flow menu.

The redirect URI is displayed in the Redirect URI field and is used as the Okta Redirect for the native app.
In this example, the redirect URI is:

https://<acs-server-nanme>/ aut h/ r eal ms/ WFC- Ckt a- Connect or/ br oker/
okt a. oi dc. connect or/ endpoi nt

Collecting Information from the Well-Kknown URL

To complete the configuration of the Identity provider, collect additional information from the well-known
URL.

To complete the Identity Provider configuration the following elements are required:
« Authentication URL from the well-known URL
« Token URL from the well-know URL

22
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« Client Authentication

+ ClientID

« Client Secret

« Client Assertion Signature Algorithm

You can obtain this information by browsing into the Okta IdP using the well-known URL. The Okta domain
and client ID are required to create the well-known URL.

Accessing the Well-Kknown URL

Use the Okta domain and the client ID to create the well-known URL.

A well-known URL uses the following structure:

https://<domai n>/ . wel | - known/ openi d- confi guration?client_id=<client-id>
In this example, the well-known URL becomes:

https://dev-84941762. okt a. coni . wel | - known/ openi d- confi guration?
client_i d=00a5knlv306LXN57y5d7

« The domainis dev- 84941762. okt a. com
« The Client ID, 0Ooa5kmlv306LXN57y5d7, was generated when you created the Native App.

Figure 1 Native App with Client ID

Applications

Developer Edition provides a limited number of apps.

Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your arg

Create App Integration Browse App Catalog ‘ Assign Users to App ‘ ‘ Moaore -

Search
Mative App PTT-Pro
STATUS @ Client |D: Oocabddvj4IGDU18NISdT
ACTIVE 1
INACTIVE 2 @ Okta Admin Console

Entering the well-known URL in a web browser returns a response in a JSON file format. The JSON
response includes information required for the ACS configuration:

« Authorization endpoint

« Token endpoint

23
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« The supported encrypting format

{
"issuer": "https://dev-84941762. okta. cont',

"aut hori zati on_endpoint": "https://dev-84941762. okt a. com oaut h2/v1/

aut hori ze",

"t oken_endpoint": "https://dev-84941762. okt a. conf oaut h2/v1/t oken"
"userinfo_endpoint": "https://dev-84941762. okt a. coml oaut h2/ v1/ useri nfo",
"regi stration_endpoint": "https://dev-84941762. okt a. com oaut h2/v1/
clients/0o0a5kmlv306LXNS57y5d7"

"jwks_uri": "https://dev-84941762. okt a. conf oaut h2/v1l/ keys?

client i d=00a5knlv306LXN57y5d7"

"response_types_supported": [

"code"

1

"response_nodes_supported": [

“query",

"fragment",

"form post",

"okt a_post _nmessage"

1
"grant _types_supported": [

"aut hori zati on_code",

"refresh_t oken",

"password",
"urn:ietf:parans: oaut h: grant -type:t oken- exchange"
1
"subj ect _types_supported": |
“public"

1
"id_token_signing_alg val ues_supported": [
" RS256"

1

"scopes_supported": [

"openi d",

"email ",

"profile",

"address",

"phone",

"of fl i ne_access"

1
"t oken_endpoi nt _aut h_met hods_supported": [
"client_secret_ basic"

1
“cl ai ms_supported": [
"iss",

"ver",

"sub",

"aud",

"iat",

"exp”,

i,

"auth_time",

24
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“anmr",

i dp”,

"nonce",
"nanme",

“ni cknane",
“preferred_usernane",
"gi ven_nane",
"m ddl e_nane",
“fam |ly_nanme",
“email ",
"emai |l _verified",
“profile",
"zonei nfo",

"l ocal e",

"addr ess",
“phone_nunber",
“picture",
"website",
"gender",
“birthdate",
"updat ed_at ",
"at hash",
"c_hash"

]

ode_chal | enge_net hods_supported": |

" S256"

Il

“introspection_endpoint": "https://dev-84941762. okt a. conl oaut h2/v1/

i ntrospect",

“introspecti on_endpoi nt _aut h_met hods_supported": [

“client_secret_basic"

Il

“revocati on_endpoint": "https://dev-84941762. okt a. conf oaut h2/v1/revoke"
“revocati on_endpoi nt _aut h_net hods_supported": |

"client _secret basic"

Il

"end_sessi on_endpoint": "https://dev-84941762. okt a. com oaut h2/v1/| ogout ",
"request paraneter_supported": true,

“request _obj ect_signing_al g val ues_supported": [

" HS256" ,

" HS384",

" HS512"

Il
“devi ce_aut hori zati on_endpoint": "https://dev-84941762. okt a. com oaut h2/v1/
devi ce/ aut hori ze",

"pushed_aut hori zati on_request _endpoint": "https://dev-84941762. okta. com
oaut h2/v1/ par"

}

NOTE: The authorization and token URLs are shown in the response from the well-known URL. If
the Okta system uses a Federation Broker, modify the authorization and token URLs.

25
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The original URLs from the JSON response:
. "authorization_endpoint": "https://dev-84941762. okt a. conl oaut h2/v1/

aut hori ze"
"token_endpoint": "https://dev-84941762. okt a. conf oaut h2/v1/token"
Modify the URLs to include the Authorization Server:
. "authorization_endpoint": "https://dev-84941762. okta. com
oaut h2/ <server _nane>/v1/ aut hori ze"
. "token_endpoint": "https://dev-84941762. okt a. conl oaut h2/ <server _nane>/v1/
t oken"

26
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Completing the Identity Provider Configuration

Use the information from the JSON response to the well-known URL to complete the configuration of the
Identity Provider.

1. Open the Identify Provider and complete the configuration.

~ OpenlD Connect Config @

* Authorization URL @

Logout URL @

lssuier @

Default ‘il:-::-p-.- 1 7]

PECE Method @
Allowed clock skew @

Forwarded Cuery Parameters 7]

hitps./ dev-B4541 T2 okta comfoauthZi] fauthorize

Pass login_hint & OFF
Pass current lacale QFF
* Taken LURL & hotps/id rfaauth2 A fooker

Backchannel Logout @ OFF
Disable User Info @ | QOFF
User Info URL @
# Chent Authentication @ Chanl secrer as it
* Client ID@ DoaSkm 1wIDELENSTySd7
* Client Secret @ QUndeRTdkcARWPFVyGVhENeFzbs00Md 2N YFLS
* Client Assertion Signature Algorithm @ H5256

openid profile

F'rrlr"|||1 7] QEir
Accepts prompt=none forward from client aFF
7]
Validate Signatures @ OFF
Use PKCE @ QFF

27




PTT Pro Okta Integration Guide

2. The example configuration uses the following data.

Authorization URL is ht t ps: // dev- 84941762. okt a. com oaut h2/ v1/ aut hori ze
Token URL is htt ps: // dev-84941762. okt a. conf oaut h2/ v1/t oken

Set Client Authenticationto Cl i ent secret as jw

« Sent as Post also works

« basic auth also works

. JWT Signed with Private Key will fail. The device displays the error, An Unexpect ed error
when authenticating with the Identity Provider after entering credentials

Client ID is 0oa5knilv306LXN57y5d7

This value is assigned by the Okta system for the Native App definition. Go to Completing the Native
App Configuration on page 17.

Client Secret is QUndeR7dkc ARWPFj Vy Gvh6NeFj zbsO0OMI2xWYFLS

This value is assigned by the Okta system for the Native App definition. Go to Completing the Native
App Configuration on page 17.

Client Assertion Signature Algorithm is HS256 (HS384 or HS512)

The authentication algorithm is specified in the response from the well-known URL. If the algorithm is
not supported, the device displays an authentication error after the credentials are entered.

Enter openi d, of f| i ne_access, and prof i | e as space-separated strings in the Default Scopes
field. These scope values are returned in the response from the well-known URL.

« « Ifonly openi d is entered, authentication does not advance beyond the credentials screen.

- Ifonlyof fl i ne_access is entered, authentication does not advance beyond the credentials
screen.

- Ifonly profil eis entered, the device displays a web page not available error.
Enter | ogi n in the Prompt field.
. The Consent and Sel ect _Account parameters also work.
« Unspecified results in a blank screen on the device after the credentials are entered.

« Nonresults in a blank screen.

3. Click Save.

Setting the Login Browser Flow

After you configure the Identity Provider, you can complete the configuration of the ACS Identity Provider.

The Identity Provider Redirector should be set to the Identity Provider to enable the Okta login screen. If
this step is not performed, the user is presented with the ACS login screen.
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WFC-OKTA-CONNECTOR

\]

= NOTE: A user could click on the okta.oidc.connector to log in, but this can be confusing in a
- runtime environment.

1. Select Authentication and click the Flows tab to list all of the authentication types.

2. Click the Actions menu on the right side of the screen and select Configuration for the Identity Provider
Redirector.

3. Configure the oidc.connector.

- Enter an Alias. In this example, oidc.connector.

- Enter the Default Identity Provider. In this example, okta.oidc.connector.
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4. Click Save.

Validate the Configuration

Validate the configuration before testing with a mobile device. Two tools are used to validate the
configuration: the Postman application and the jwt.io token validator.

Validating with Postman

Testing access with Postman validates that the collected information is accurate and produces the
expected results.

Create a profile with the following configuration parameters:

. Auth URL
« Access Token URL
« Client ID

« Client Secret
- Scope with the space-separated values of openi d, profil e,andof f| i ne_access

The profile scope is used to get a refresh token.
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Insert the following URLs into the Postman profile along with the Client ID and Client Secret.

The URLs can be found by entering the well-known URL into a browser. In this example, the well-known
URL is htt ps:// <acs-server - nane>/ aut h/ r eal ns/ WFC- Okt a- Connect or/ . wel | - known/
openi d-confi guration

« Authorization endpoint URL: htt ps:// <acs-server - name>/ aut h/ r eal ms/ WFC- Okt a-
Connect or/ pr ot ocol / openi d- connect/ aut h

« Access Token URL: htt ps:// <acs- server - name>/ aut h/ r eal s/ WFC- Ckt a- Connect or /
pr ot ocol / openi d- connect/t oken
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Header Prefix (& Bearer

Configure New Token

Configuration Options @ Advanced Options

Taken Mame Enter a token name
Grant Type Authorization Code ~
Callback URL @ https:/flocalhost

| | Authorize using browser

Auth URL ® https:/ e ———— . - LI
Access Token URL @ https:/ /R - .
Client ID @ oide.client £
Client Secret (@ 3194 1cec-9b16-4608-8749-2eb6c3fadffl . 4
Scope openid offline_access profile

State (3 State

Client Authentication Send client credentials in body W

{3y Clear cookies (1)

Remember to clear the cookies before running the test again.
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2. Click Get New Access Token.

A successful test displays the Okta login screen from the ACS.

Connecting to M

. zeBRA

Sign In

sorname

Paiiwsrd

NOTE: The branding icons in the example are configured separately and outside the scope of

this document.

3. Enter user credentials.

MANAGE ACCESS TOKENS

Al Tokena  Dolede -~
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4. Analyze the access token by entering it into the https://jwt.io/ token analysis site.

craedby {jauth@

Encoded Decoded

5. Review the decoded payload data and verify the user identification. In this example, the sub claim is the
UserID used by Workcloud Communication.

__/‘ NOTE: Additional claims are shown in this example. You can provide custom access token
= claims by configuring and mapping attributes in the Okta Directory / Profile Editor. This is not
covered in this document.

Configuring the Workcloud Communication System

After validating the basic Okta and ACS configuration, configure the PTT Pro Server. PTT Pro on mobile
devices first connects to the PTT Pro Server and uses the URLs to connect to the ACS server, which
redirects the user to the Okta system.

The PTT Pro Server requires three configuration parameters:
« Access URL

« Token URL

« Signing certificate

1. Log in to the Workcloud Communication PTT Pro Management Portal and navigate to Customer >
Profile to configure OAuth.
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2. Enter the Access URL and Authorization Endpoint URL (OAuth URL) in the Configure OAuth dialog.

« The Authorization Endpoint URL is the Oauth URL field: https://[ acs-server-nane]/ aut h/
r eal ms/ WFC- Okt a- Connect or / pr ot ocol / openi d- connect/ aut h

« The Access URL is the Access URL field: htt ps: / /[ acs-server - nane] / aut h/ r eal ns/ WFC-
Okt a- Connect or/ pr ot ocol / openi d- connect/t oken

These are the same URLs used to validate the configuration with Postman and obtained from the JSON
output of the well-known URL.

Configure OAuth [ x]

CAUth LIRL: | https: A e
e Rl = T e e —

OAuth Token
Certificale

MIICUTCCAAECEgFArJDRTANBgKgnKIGEWIBAQSFADAGMRAWHAY DVOODDBVARKMIVEREL
URWYIVIZWSDY XRpb24wHhoNMjwMjly Ty ODAIWHCHMZIwlyMTgyO TOAWAgMRAwHA
Y OVOQADDBEVARKMIVERELURYY IVIZWS0Y XRpo24wggEiMADGC SqGSIb2DOEBAQUAAJIBD
[wAWGEKACIBACCOeGPKRRILMWSRULikuUCWLIESIDeHIZ2USSDPZFRMFP9eWHOMHSrdN -

Submit Cancel

3. Enter the OAuth Token Certificate. You copied the certificate previously in Retrieving the Signing
Certification of the Realm on page 5.

Copy the certificate and paste it into a text editor such as Notepad++. Add Begin Certificate and End
Certificate as shown in the example.

----- BEG N CERTI FI CATE- - - - -

M | Csz CCAZs CBgGBpcw Cz ANBgk ghki GOw0BAQs FADAd MRs WGQYDVQQDDBJI XRk M
T2t 0YS1Db25uZWNOb31 wHheNM | wi\j | 3MTUzM EwWhe NV T wij | 3MTUz Mz U Ad
MRsWGQYDVQQDDBJ XRkM T2t 0YS1Db25uZWNOb31 wggEi MAOGCSqGSI b3 DQEBAQUA
A4l BDWAWggEKAol BAQCacby 8l f Rj EeDXn8VeKaxMBxxuQAkhi C/ t nKC6q2MKCW HES
QK21H Z/ Pj 1HonDMr G3pBn7zvhQmtaCl0Xj yZi Yxy3wki sBITqdc6JEzdEXWWkZ
58huenh/ PTkKpNQy0JLzwCOyz G+i QNAGT Yb/ xBuBt YOQJ0S2y hSHKUS3c8t xyyt LTq
ur YNUPTf QClbcZr QlpeonAmmt4+Fj Mbsf O Q2807xD1g691 QLhi WVB+y1CsMolLp4
F68SdQ+pnkwH8j m dLGAM n6R1Fsccnr dLDi ydZc84sZc MCKTMhCOPYu3FGQQz DH
sT1goN+QDDf MiCUz bl z 4k SXc Ck z HoCaG4 4z AgMBAAEWDQYJKoZI hvc NAQEL BQAD
ggEBAFvI 6+350 KPsbEWPUPt t NJpW WGTBpcVGohNmt 8e2t f Vj 0GT7xh4zvNmQv
xh+eaewhzuwKhpT/ JE@BdyuQvhF420s 2WBYPZqvt LWS0cOY9kl j gR 1A3z102wO

11 f DU+D5aaGSkyl yBxL7HkuJs PoW wUMyf BZNH14 Xp4 Scwh25Bf ddECPSBNCG +j
4s1r wf ac5YVKTsw cePF+r 4VsHz Ef TgdMhj Jhalwl 7GKgzr BXOagZCAGZf eQM NL
TkBSXWsmtxkkc U ownmViXs GJOTEQOTTOHef i BXq0Jt / Oh/ NReuc6Qk4Al JHhOG 9
FhAT20TPvPbn7Yj 3vB7 Tne+dMk+plA=

----- END CERTI FI CATE- - - - -

—¢"  NOTE: Do not add or remove any characters from the certificate because it will cause the

= authentication to fail.
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4. Enter the device serial number in the PTT Pro Server and create OAuth user accounts with an accurate
OAuth name.

Modify Uaad (3 of 19 uied, 1T remaining)

dame |Zimmer

Cruth Mase |rman1lgeebia com
ne Humber | Gk 1D ASSgn
ma
0 Trushed
Actvaten temed | Aulomatic | Manual
Send Text
1 TR w
M a il Contacls
Deacivale Resend Actiation MNizw Acination Code Eutemil Cancel

5. Add the JSON configuration to the mobile devices so that the PTT Pro client connects to the ACS
server.

"oAuthdientlI D' : "oidc.client",
"oAut hd i ent Secret" : "31941cec-9b16-46b8-8749- 2e6¢3f a4f f 23",
"o0Aut hBasi cHeader" : true
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6. Use a mobile device to verify the configuration. The Okta sign-on screen should display.

227PM 0 E] 2 A L |

. ZEBRA
g0
. ZEBRA
Sign In
Username
Passwaord

If the device displays a blank screen after entering the credentials, potential causes include a certificate
with unprintable characters or white space. Another potential cause is that the Authorization Endpoint URL
or Access URL is not correct.
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3. ZEBRA

Revision History

Revision Description

MN-004831-01EN January, 2024 First version.
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