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Objective

This guide describes how to configure and deploy Workcloud Communication Profile Manager with the
BlueFletch launcher.

The Profile Manager connects to Active Directory to authenticate the users when signing in to a client.
BlueFletch authentication integrates with the Profile Manager. This guide describes the environment and
configuration to support BlueFletch with Profile Manager.

Required Applications

For the latest version of Workcloud Communication applications, refer to the Workcloud Communication
support page on zebra.com or speak to your Zebra representative.

« BlueFletch Enterprise Launcher

« BlueFletch Authentication module

«  Workcloud Communication Profile Client
« PTT Pro for Android

« Enterprise Voice (optional)

BlueFletch Launcher Configuration

Install the BlueFletch Launcher and Authentication module. The launcher requires that a configuration file
named | auncher . j son is saved to the mobile device.

For Android 10 and below, save | auncher . j son to the SD card.

/ sdcar d/ Andr oi d/ dat a/ com bl uefl et ch. | auncher/fil es/ bl ueLauncher/ | auncher. json

This configuration file can be updated using an MDM or ADB. When the file is modified, the BlueFletch
Launcher detects changes to the file and applies the changes.

For a complete list of configuration parameters, refer to the BlueFletch Documentation.

The following example | auncher . j son integrates with Workcloud Communication Profile Manager using
Active Directory.

{
"configVersion": "ZebraValidation_ 2020.03.0. 13",

“license":

"eyJhbCci O JSUzI 1N | sl nR5¢cCl 61 kpXVCJI9. eyJ0eXBl | j oi QUNUSVZFI i wi b3Jn
SWQ O | 5NDFKNj | zZSO05N2Ez L TQBMDAL Y] QzZS04MeMyM kxM2Zj OTQ LCJI eHBpcm
UgliMm QLM E2MDAWMDAsS| mV4cd yZUROI j oi M AOCSOxM 0z NSl si ndl by YXRI
ZEROI j oi M AxOSOWOSOyNi | sl ml hdCl 6MIU20TUx Nz YWVBO. s5Gc 1HKhEax XSGHql g
f g3BJTGvJj LoqVHI x0l hd5dugJWBApAWRD Apj GSgj S| hZ53EnkowddBB6bEl sngkT
6CKHf C-r uUzT25G5pwOUt CHSSj t 41 LILHi | L10Z21 0DggoTOUbxe71 dCaKSDgFK6
00dng0QVGAX Qb VPoz s Rs MVD3EH3CaWF7Dz YQywD4t gt Jf 3bG dt 5YTTUHYAI povRAC
Gy6c9InvwZzB5ubne- fi yG v- udeusJsb9Tq_ngr | c- z1Jl mhhwKnBTObh_f 6J7Ja0k
Bf eHMCPJuwDhRi QFXLWN3r Ddi t RA_gPoXr bw41kVJpDFl Owf MZEi 4ey DGxPA",
“layouts":":({

“"perfune": [


https://support.zebra.com
https://docs.bluefletch.com/bluefletch-enterprise/product-guides/bluefletch-launcher
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"package": "com bl uefl etch. ens. aut h",
"activity": "AcsAuthActivity",
“label": "Sign-in to PTT"
1
{
"package": "com zebra. dfs"
1
{
"package": "com synbol . wfc.pttpro"
1
{

"package": "com android.settings"

}s
{

"| abel ": "Bl ueFl etch",

“url":"https://bluefletch.con,

"icon":"/sdcard/ Androi d/ dat a/ com bl uefl et ch. | auncher/fil es/ bl ueLauncher/
bl uefl et ch_I ogo. png }

]
{

"package": "com m crosoft.teans"
}l
{

"package": "com m crosoft.office. outl ook
}l

{

"package": "com android.settings"

}l

{

“label ": "Bl ueFletch",

“url": "https://bluefletch.cont
"icon":"/sdcard/ Andr oi d/ dat a/ com bl uefl et ch. | auncher/fi | es/ bl ueLauncher/
bl uefl etch_I ogo. png"

"Bl ueFl etch": [

}
{
"l abel ": "Azure Portal"
“url": "https://portal.azure. conf
}
}
wan g
{
"l abel ": "Bl uefletch",
“url": "https://bluefletch.cont
"icon": "/sdcard/ Androi d/ dat a/ com bl uefl et ch. | auncher/fil es/ bl ueLauncher/
bl uef | etch_I ogo. png"
}
{
"package": "com bl uefl etch. ens. peopl ecount er"
}
{
"package": "com ci sco. anyconnect.vpn. androi d. avf"
},



b

PTT Pro for Android and Profile Manager BlueFletch Integration Guide

{

"package": "com bl uefl etch. ens. support"

} 1

{

"package": "com bl uefl etch. ens.testwfcsinmul ator"
}

]
i
"settings": {
“idl eTi mel nM nut es": 480,
“maxSessi onTi mel nM nut es": 480,
“aut hBr oker Servi ce": true,
"useSitel nfoService": true
“defaul t Location": "No Location Set",
"di sal | omLoggedl| nSi t eChange": true,
“cl ear AppDat aOnLogout ": true
“cl ear AppDat al ncl udeLi st": "com bl uefl et ch. ens. br owser",
"cl ear AppDat aExcl udelLi st": "com androi d. chrome, com zebr a. df s,
com synbol . wfc. pttpro, com synbol . wf c. voi ce"
"aut hProfil eManager": true,
"enabl eNf cTapLogi n": true

i
aut h_oaut h2": {
“client _id": "com bl uefletch. ens. aut h",
"redirect _url": "com bl uefletch.|auncher:/call back"
"baseUr|": "https://adfs.xxx.conf
"aut hori ze url": "",
“token_url": "",
“l ogout _url": "",
"scopes": "openid email profile offline_access groups",
“clai muserld": "preferred_usernane",
"cl ai m usernane": "comonnane",
“cl ai m groups": "menberof"
i
"enmsSuppor t Tool ": {
"orgld": " XXXXXXXX= XXXX= XXXX= XXXX= XXXXXXXXXXX"
i
"theme": {
“enabl e": "true",
“darkTheme": true
“background": "",
“accent Col or": "#007db7"
"l 0go": "/sdcard/ Androi d/ dat a/ com bl uefl et ch. | auncher/fil es/ bl ueLauncher/
| uefl et ch. png",
“wal | paper | mage": "topol ogy",

"duoToneWii te": "#444444",
"duoToneBl ack": "#242424",
"bl ur Radi us": 0,
"bl ur Passes": 0

}

"intents": {
“"boot": [],
“login": [

{
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“cl ass":
“com bl uef | et ch. ens. baseaut h. conmon. profi | emanager. AcsAut hActi vity"

“flags": 1,

"package": "com bl uefl etch. ens. aut h",

"typelntent": "a

}

1,
"l ogout": |

{
“cl ass":
"“com bl uefl et ch. ens. baseaut h. conmon. prof i | emanager . AcsLogout Acti vity",

“flags": 1,

"package": "com bl uefl etch. ens. aut h",

"typelntent": "a

}
]

ncradle": [],
“cradle": [],
"screenOn": []
H
ext endedAttri butes" : {
H
custonfField ol d" : {
"format" : "${config. ex. phone_ext ensi on}",
"source" : [
{
"pat hfile": "/sdcard/ Downl oad/ ext ensi on_dept .t xt",
"regex": "Ext=(.*)",
“name": "Extension"
b
{
"pat hfile": "/sdcard/ Downl oad/ ext ensi on_dept .t xt",
"regex": "Dept=(.*)",

"name": "Departnent"

}

]

i

"custonfield": {

"format" : "${config. ex. phone_extensi on}"
}

Device Location

The BlueFletch Launcher can determine a device's store/site based on its location, IP range, or access
point MAC addresses. The example CSV below, si t el i st. csv, should be saved to the following location
on the device:

/ sdcar d/ Andr oi d/ dat a/ com bl uef | et ch. | auncher/fil es/ bl ueLauncher/sitelist.csv

Ifyouuse asitelist.csv file, ensure that the | auncher. j son includes:

"settings":({
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"useSi tel nfoService" : true,
}

For additional information on using the si t el i st. csv, refer to the BlueFletch Documentation.

Example CSV Data
A B [ D 3 F G

siteid sitename latitude longtitude iprange subnet apmacaddress

1001 ATL 33.7707005 -84,3672268

2001 LGA 34,159579 -84,239605

3001 EWR 34167373 -84.330806

4001 LAY 34.07318%9 -84.293763

5001 1AD 34.073189 -84.293763

Configure the Profile Client

Configure the Workcloud Communication Profile Client with your customer ID and the server URL. Contact
your Zebra representative for your customer ID and the server URL.

__/‘ NOTE: The Profile Client configuration can be automated and configured using a JSON file that is
= pushed from an MDM.

1. Open the Profile Client.


https://docs.bluefletch.com/bluefletch-enterprise/product-guides/bluefletch-launcher/site-information-service
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2. In the Warning screen, tap Settings.

1226PM 3 @ -

WARNING

ae configure server address in the

Try Again
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3. Tap Server connection.

J42pM @ & »

<  WFC Profile Client Settings

o General

1:' Server connection
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4. Enter your Customer ID.

1230 PM @ @ =

&« Server connection

Custormer ID

server URL
Prooy Server URL

Site 1D

Device 1D(read only)
TC15_22192524700035

5. Enter the Server URL.
The Device ID field displays the model and serial number of the device.
6. Save the Settings by tapping the device's back button.

7. Close the application.

10
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Profile Manager Tenant Configuration

A Zebra administrator configures Workcloud Communication Profile Manager to use the BlueFletch
Launcher.

« Select Edit Customer and choose LAUNCHER from the Authentication Method menu.

hitpaci alphagutmgr, pitpro. zeba comyprofiles

CEEEEE SRR

R Y

LALUMCHER

Creating a Relying Party Trust on the ADFS 2016 Server

PTT Pro for Android and Workcloud Communication Profile Manager require establishing a trusted
relationship with the customer’s Active Directory Federation Service (ADFS).

Refer to the AD/ADFS Integration Guide for PTT Pro and Profile Manager guide to create a relying party
trust.

Revision History

Changes to the guide are listed below:

Description

MN-004925-01EN Rev A January 2024 Initial Version
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https://docs.zebra.com/content/tcm/us/en/solutions/workforce-connect/ad-adfs-integration-guide-for-ptt-pro-and-profile-manager/c-ad-adfs-integration-guide-for-ptt-pro-and-profile-manager-.html
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