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About This Guide

Introduction

This guide describes how to use the EtherNet/IP (EIP) sample application with the FX Series RFID reader
using Studio 5000 Logix Designer.

IMPORTANT: If you have a problem with your equipment, contact Zebra Global Customer Support for
your region. Contact information is available at: www.zebra.com/support.

Chapter Descriptions

Topics covered in this guide are as follows:
* Getting Started provides the pre-requisites to run the EtherNet/IP application with the RFID reader.

e Setting Up Sample App with Studio 5000 Logix Designer and PLC Controller explains how to setup
Studio 5000 Logix Designer with the sample application and how to load the sample application to the
PLC controller.

* RFID Configuration and Operations Using the EtherNet/IP (EIP) Sample App explains how to configure
the reader with RFID specific configuration to perform Inventory and Access operations.

e Error Codes and Troubleshooting lists the error codes specific to the EtherNet/IP protocol and RFID
operation, and includes information to troubleshoot common issues when running the application.

Related Documents and Software

The following documents provide more information.

e FX Series RFID Fixed Reader Integration Guide

¢ FX Series RFID Fixed Reader FX Connect Licensing Management User Guide
* RFID Reader Software Interface Control Guide

* EtherNet/IP Deliverable

For the latest version of this guide and all guides, go to www.zebra.com/support.
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About This Guide

Notational Conventions

The following conventions are used in this document:
* Bold text is used to highlight the following:

* Dialog box, window and screen names

e Drop-down list and list box names

* Check box and radio button names

* Icons on a screen

¢ Key names on a keypad

¢ Button names on a screen.
e Bullets (¢) indicate:

* Action items

» Lists of alternatives

e Lists of required steps that are not necessarily sequential.

e Sequential lists (such as those that describe step-by-step procedures) appear as numbered lists.
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Getting Started

Introduction
This chapter explains the pre-requisites and procedures to install the Studio 5000 Logix Designer; add the

Zebra RFID reader AOP (Add-On Profile) extension to Studio 5000 Logix Designer; and, configure/use the
sample application with custom RFID configurations.

Requirements

This section describes software and hardware requirements and how to use the Zebra FX9600 RFID
reader with an EtherNet/IP industrial protocol.

Hardware Requirements

e Zebra FX9600 RFID Reader
e PLC compliant with EtherNet/IP

_/‘ NOTE: The EtherNet/IP stack in the FX9600 RFID reader requires two I/O connections with the PLC and
|='k-“| consumes approximately 6KB of memory for all data.

Software Requirements

* FX9600 RFID Reader updated with 3.6.21 build or later

Zebra EtherNet/IP license installed on Reader

e Studio 5000 Logix Designer v32.0 or later

¢ AOP installed with Studio 5000 Logix Designer

e RSLinx Classic v32 or later

e Sample project downloaded from Zebra Support Central

¢ Project Rungs and Data Types from Zebra Support Central

Setting Up the FX9600 Reader with EtherNet/IP Application

The FX9600 reader is enabled with the EtherNet/IP stack with the embedded application. The EtherNet/IP
application is available with FX9600 build version 3.6.21, and later, and can be downloaded as an
installable Debian package. See Update the Reader Software on page 13 for information about updating
the FX9600 reader with appropriate version.
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Getting Started

EtherNet/IP is a licensed feature and requires the installation of a Zebra EIP license before using the
application with the Zebra FX9600 RFID reader. See Install EtherNet/IP License on page 13 for
information about obtaining and installing the license.

When the license is successfully installed, the user can run the EIP application through the web console.
See Install and Run the EtherNet/IP Application on page 14 for information about installing and running the
application.

Update the Reader Software

To use the EIP functionality, the FX9600 Reader must run firmware version 3.6.21, or later. Verify the
current running version from the FX9600 Reader web-console shown in Figure 1.

Figure 1 Reader Administration Console

Y ZEBRA FX9600 _ |

Reader Administration Console

Welcome to the FX Series (8 port) Reader Administration Console.

Reader Software Version : 3622

Reader Host Name : FXS600EFB2F6
Reader Network IP Address : 1017131178
Reader Serial Number : 1730001005713
USB Port Status : Mo Device Found
Power Source Type : DC Supply
Power Negotiation Status : Disabled

If the reader is running an older software version, upgrade the reader with new version. Download the FX
Series RFID Fixed Reader Integration Guide and follow the instructions in the section Firmware Upgrade.

Download the latest software for the FX9600 Reader at:

zebra.com/us/en/support-downloads/software/operating-system/fx9600-series-operating-system.html.

When the reader runs the appropriate software version, install the EIP license to run the application.

Install EtherNet/IP License

Install the EIP license (for EtherNet/IP) from the FX9600 Reader web-console. Follow the instructions in
the FX Series RFID Fixed Reader FX Connect Licensing Management User Guide to request, obtain, and
install the license for Zebra FX Series readers.

When the license is installed, the licensing information can be viewed from the web-console shown in
Figure 2.
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Getting Started

Figure 2 License Manager

{ ZEBRA FX9600 _

License Manager

License Manager

Manage License
License Operation: Acqure
Device: ON-Line
Install and Run application:  +
server Type: Procucton Server v
Server URL: ips./zebra icensing flexnetoperation
Activation ID:
Actvate

Available License(s)

Install and Run the EtherNet/IP Application

The EIP application can be installed one of two ways:

* along with the license by enabling the check-box Install and Run application
or

¢ by installing the application with the web-console as a Debian package.

To install the application as a Debian package:

1. Navigate to the User Application Page and browse for downloaded application Debian package.

Figure 3 User Application Page

{ ZEBRA FX9600 _

2

Applications

Home
status
Sy Thi page provides ne detaisof nctaied appdcation and aso o insial
» Operation Statistics. User Application Page ‘applcations in e reader
» Configure Reader
e . Apps - This dog down menu shall list the current
Read Tags isting ges: n he reader
+ Commanication Wi offtalied apps. SaSlp  AuoSlai  Uninsial 0 mae ey e g s = nsied
Date Time . ° Uninst
® sec Indicates App is running
License Manager
Mera Do Indicates App is NOT running
+ AutoStart - Saiscsng tnis check o shad anabis the sppicaton to
Tun at sartup
+" Uninsiai - snas remove the pax
g"u"u';‘_' Packaga fileis selectad
package: zebraethemetip_1.0.9.deb Browse
Install
, package-1 5
1 he reader executes he packages win e
i user account. Picase refer 0 the user
understand the privileges allowed for rfidadm
®c All Rights Reserved

2. Click Install. When the application is installed, it is available under Existing Packages in the List of
Installed apps drop-down list.
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Getting Started

3. To run the application, click the red START/STOP button The button turns green to show the
application status as running. The user can also choose to AutoStart the application on reader reboot
by selecting the AutoStart check-box.

Y ZEBRA Y. ZEBRA

Home

Home
Status Status . ~

» Operation Statistics User Application Page » Operation Statistics User Application Page
» Configure Reader » Configure Reader

Read Tags . Read Tags xisting Packages:
G —_— Operation Successful e ;
-ommunication ¥ Communication List of Installed apps staryStop | | Autostart | Uninstall

Date Ti Ll L

ate Time. Package: Date Time zebraethernetip ¥ [ ] - uninstall |
LS Ustofinstalled apps  StarStop  AutoStart  Uninstall 1P Sec | L
License Manager Zebracthemelip ¥ o ) Uninstall License Manager Meta Data
Change Password Change Password Package
GPIO Meta Data GPIO Namezebraethernetip

Applications Package
Profiles Name:zebraethemetip

Package Version: 1.06

Applications. Status: install user installed

» Firmware Package Version: 1.0.6 Profiles architecture: all
Status: Install user installed DEm
P System Log architecture: all e
Diagnostics o e "'l'i 20
Shutdown ragnostics
et Shutdown New Package:
Install New Package: Logout
Current ‘Select package from the browse.
Current Select package from the browse e
. i
Status: button e || Browse |
package Browse | Instail |

Install

_/‘ NOTE: The web-console session logs out upon application start-up. The user must login to the
|='k-“| web-console again to access the reader.

4. When the application starts, PLC Controller connects with it and is ready to perform RFID operations
through the EtherNet/IP protocol.
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Setting Up Sample App with

Studio 5000 Logix Designer
and PLC Controller

Installing Studio 5000 Logix Designer

If not already installed, the user must install Studio 5000 Logix Designer to use the sample application.
Studio 5000 Logix Designer provides a means to load the program into PLC and to communicate with PLC
to perform operations using sample application. Follow the installation instructions from Rockwell
Automation. A license may be required for Studio 5000.

Download the studio 5000 Logix Designer version from Rockwell Studio at:

rockwellautomation.com/global/products/factorytalk/overview.page?pagetitle=Studio-5000-Logix-Designer
&docid=924d2f2060bf9d409286937296a18142.

Installing Zebra RFID Add-On Profiles Extension

There are custom Add-On Profiles (AOP) extensions which can be used with Studio 5000 Logix Designer.
Install the Zebra RFID AOP as a Studio 5000 extension.

An AOP is used within Studio 5000 Logix Designer to define a specific piece of hardware and how it reacts
within the control system. AOP is the customized extension and it provides the capability to configure the
project for specific hardware with predefined control parameters.

Once AOP is installed, the Zebra RFID module will be available in Studio 5000 Logix Designer. The
designer creates Zebra RFID specific EtherNet/IP assembly objects for input and output assemblies and
creates supporting data structures.

Download the Zebra RFID AOP extension at:

zebra.com/us/en/support-downloads/rfid/rfid-readers/fx9600.html.

Once downloaded, double click the installer and follow on-screen instructions to add the Zebra RFID AOP
extension to Studio 5000 Logix Designer. System may need to restart after installing AOP.

Installing Zebra RFID Module using EDS File

For the PLC that does not support AOP, use the EDS file to configure the Zebra RFID EtherNet/IP on the
PLC. The EDS file comes with the FX9600 Industrial Ethernet Software package, which is available at:

zebra.com/us/en/support-downloads/rfid/rfid-readers/fx9600.html

Once the EDS file is extracted, you can load it using Studio 5000 Logix Designer or any supported tool for
the EtherNet/IP.
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Setting Up Sample App with Studio 5000 Logix Designer and PLC Controller

To install the EDS file using Studio 5000 Logix Designer:
1. Select EDS Hardware Installation Tool from the TOOLS drop-down menu.
Figure 4 EDS Hardware Installation Tool Option

@ Logix Designer - SampleApplication_AOP._rel [5063-L306ER 32.12] TOOLS

i FILE EDIT VIEW SEARCH LOGIC COMMUMNICATIONS | TOOLS | WINDOW HELP

e LAl R e Optlons... IRl el

E i 3 =

R RUN e Security

 m oK I Path: AB_ETHIP-11192.168.1.9 @2 Documentation Languages... i 4F 4+ 4 ¥ Hup ALF nss COP CPE

I Energy Storage . . - — ——

S m 1o Offline E_ No Forces ren 5 Favorites Add-On Safety Alarms Bit imeriCounter  Inpu EDS Hardware
Controller Organizer * 3 x

Export H

g : Installation Tool

T = <3 EDS Hardware Installation Tool

b Bl Controller SampleApplication AOP6 rel

b g Tasks Mation

“ MotianGroups Plug-In Manager...
Ungrouped Axes

b o0 Alarm Manager Custom Tools...

b o Assets
*he Logical Model B controlFLasH
b 1 1/0 Configuration & ControlFLASH Plus

ﬂ Compare Tool

2. Follow the steps in the subsequent wizard dialog boxes.

Using RFID-EIP Sample Application

Once Studio 5000 Logix Designer and custom Zebra RFID AOP are installed the user can open the
sample application with Studio 5000 Logix Designer. The sample application is created using Studio 5000
Logix Designer v32.12 and CompactLogix 5380 Controller (Model 5069-L306ER).

IMPORTANT: There are some limitations with Studio 5000 Logix Designer that might require modifications
in the sample application. If Studio 5000 Logix Designer and the PLC versions are not compatible with the
setup, see Using Non-compatible Versions of Studio 5000 Logix Designer and PLC on page 17 for details.

With compatible versions of Studio 5000 Logix Designer and the PLC, the user can open the sample

application with a (dot)ACD extension in Studio 5000 Logix Designer. See Configuring the Application on
page 25 for application configuration.

Using Non-compatible Versions of Studio 5000 Logix Designer and PLC

If Studio 5000 Logix Designer and the PLC versions are not compatible, the user needs to create a new

project to import the Rungs which are available in the sample application package. Follow the steps below
to create a new project and import the Rungs.

1. Start Studio 5000 Logix Designer and choose to create a new project.
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Setting Up Sample App with Studio 5000 Logix Designer and PLC Controller

2. Choose the appropriate controller and provide name of the project as shown below.

& Mew Project ? *
Project Types search X
@‘ Lagix I Compact GuardLogix® 5370 Safety Controller -

I Compact GuardLogix® 5380 Safety Contraller
@ View
I

Compactlogix™ 5370 Controller
4 Compactlogix™ 5380 Controller
5069-L306ER Compactlogix™ 5380 Controller
5069-L306ERM Compactlogix™ 5380 Controller
5069-L3100ERM  Compactlogix™ 5380 Controller
5069-L310ER Compactlogix™ 5380 Controller
5069-L310ERM CompactlLogix™ 5380 Controller
5069-L310ER-NSE Compactlogix™ 5380 Controller
5069-L320ER CompactlLogix™ 5380 Controller v

Mare: | Zebra_EIP_SampleApplicatin |

Location: |C:\Users\vk2534\Documenls\5t|.|dio 50004Praj ~

| Browse... |

3. Click Next. The New Project dialog box displays.

@ Mew Project ? x

5069-1306ER CompactLogix™ 5380 Controller

Zebra_EIP_SampleApplicatin

Revision: 32 v

Security Authority | Mo Protection ¥

Use only the selected Security Authority for authentication and
authorization

Secure With: Logical Mame <Controller Name>

Permission Set

Description:

= T

4. Leave the default options as is and click Finish. A new empty project generates.

5. Configure the controller properties by right clicking on Ethernet Connection from I/O Configuration in
left panel.
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Setting Up Sample App with Studio 5000 Logix Designer and PLC Controller

Figure 5 New Empty Project

@ Logix Designer - Zebra_EIP_SampleApplicatin [5069-L306ER 32.11] - o x
i FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW HELP

S Wl e X s | 3 T S G g (3G

4 = RUN

m ok Y Pathi <none> RSB I bl AR 4 {F A ok mss cor ers

mra = otfine B. NoForces »_|Nocdts “Favorites AGEOR Safely Alrms B TmenCoumsr RpUiOUW  Compare Toveogeal FIETE:
Controller Organizer v ax

g =

4 ] Controller Zebra_EIP_SampleApplicatin
< Controller Tags.
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6. fHe user can edit the controller configuration as per their controller and requirement.

Figure 6 Controller Properties

ﬁj“‘“=::‘—'i Zebra_E mpleApplicatin X
Nonvolatile Memaony Capacity Intemet Protocal Port Configuration Security Alam Log
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Vendor: Rockwell Automation/Allen-Bradley
Type: 5065-L306ER CompactLogix™ 5380 Controller Change Controller...
Revision 3z20Mm
Name: Zebra_EIP_SampleApplicatin
Description:
Chassis Type: “nones
Slat: 0 =
EtherNet/IP A1/A2: DualIP Change IP Mods...
Mode:
' oK Cancel Apoly Help

7. The sample application uses Linear IP mode for EtherNet/IP. Click Change IP Mode.. . The Change
EtherNet/IP Mode dialog box displays.
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Figure 7 Change Ethernet/IP Mode

| Change EtherMet/IP Mode ot
Current mode: A1fa2: Dual-IP
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8. In the New mode: drop-down box, change the IP mode from Dual IP to linear.
9. Click OK in the Change EtherNet/IP mode dialogue.

10. Click OK ion Controller Properties dialogue.

11. The controller mode is changed to Linear IP mode.

Figure 8 Linear IP Mode
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Project saved to Recovery file. Communication Software: RSLin Classic -

12. Add the new RFID module to the project for RFID assembly operation by right clicking Ethernet
Controller under I/O Configuration in the left plane.

13. Select New Module to open a module selection dialogue with all available modules.
14. In the filter text box, enter FX9600 to display the Zebra specific RFID Reader Module (FX9600).
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Figure 9 Module Type

Select Module Type

Catalog Module Discovery Favorites

FX3600 Clear Filters Show Filters ¥
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1 of 546 Module Types Found Add to Favorites
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15. Select the FX9600 module and click Create. The New Module dialog box displays.

B New Medule X
;- General” General
i Connection
- Module Info
Type: FX9600 RFID Read
i Intemet Protocol L= Sater
L Vendar Vendor: Zebra Technologies
Parent: Local Ethernet Address
Mame: F¥9500 () Private Network: 192, 168.1. =

Description: Zebra RFID-EtherMet IP module (@ 1P Address: 111 . 123 . 111 . 123
OHostName:

Module Definition

Revision: 2,001
Electronic Keying: Compatible Module
Connection: Inventory Response, Acces...
Status: Creating 0K Cancel Help

16. Add the module related information.
a. Name: Name of the module as per your choice
b. Description: Module Description (optional)
c. IP Address: IP Address of RFID Reader

e

The user can also choose the module definition (two available configurations) by clicking Change...
below Module Definition. The Module Definition dialogue window displays and the user can
choose the connection from the drop-down menu.
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Figure 10 Module Definition

n X
- General* General
- Connection
Module Definition X
Module Info 1
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Inventory Response Standard Size EPC D, Acct
Cance e
Status: Creating oK Cancel Help

Select Inventory Response Extended Size EPC ID, Access Response or Inventory Response
Standard Size EPC ID, Access Response. Both connections support Inventory and Access
operations. The main difference is in the inventory response. The first connection can be used when
the user needs to support TAGs with max 64 Bytes EPC length. The second connection can read up
to 12 Bytes EPC length only, which is the standard EPC ID length. The advantage of using standard
EPC length is that more EPC IDs (more tags) can be reported per each refresh cycle.

17. Click OK. (In this example, Inventory Response Standard Size EPC ID, Access Response was
selected.)

18. Click OK again in the New Module dialogue window.

19. Click on Close to close the module selection dialogue. The new Zebra RFID module is added in the
project.

Figure 11 Newly Added RFID Module
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Importing Rungs
The module is now ready with an 1/0O connection object created in controller Tags. To complete the project,
the user must import Rungs.

1. From the left panel, expand to Tasks > MainTask > MainProgram. This displays the MainRoutine.
From the left panel, double click MainRoutine to display the MainProgram - MainRoutine in the right
pane.

Figure 12 MainProgram - MainRoutine
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2. By default, MainRoutine has no Rungs and they must be exp

Right-click on the default 0 Rung and select Delete.
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Figure 13 Import Rungs
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3. Rigr;t-click again on (End) and select Import Rungs... . The Import Rungs window displays.
Figure 14 Import Rungs Window
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4. Select the exported Rung file with the L5X extension available with the sample app and click Open.
Before the Rung import starts, click OK to confirm the import. The Rungs are imported and are
available in the current program.

Rung0oris s

5. Save the program.

6. The sample application is available in Studio 5000 Logix Designer. Configure the application to work
with current program.
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Configuring the Application

The Studio 5000 Logix Designer project is directly loaded to the PLC Controller, so there is a need to
specify an IP address of the reader and Controller Type so that PLC can communicate with reader. For this
reason the sample app needs to be configured with the specific IP address in the RFID module.

Users setting up the project from scratch do not need to do this as their project is already configured with
the reader IP address. In this case, go to Updating the Configuration for MSG Instructions on page 26.

Setting the Reader IP With the Module

To configure the module to the reader IP, edit Module Properties and specify the correct IP address of the
reader.

1. Right click on the FX9600 Module from left pane and select the Properties.

2. The module properties dialogue opens in the right pane. From that pane, select the General tab and
modify the IP address to the correct reader IP address as shown below.

Figure 15 Module Properties
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4 ] Controller Zebra_EIP_SampleApplicatin
& Controller Tags
Controller Fault Handler

4 Tasks
4 3 MainTask
4 L MainProgram
< Parameters and Local Tags
MainRoutine
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4 . Motion Groups
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Electronic Keying: Compatible Module

b 1 Alarm Manager
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4 &5 A1/A2, Ethemet
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QeER Zebra
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Connection: Inventory Response Short ...

Status: Offine = Apply Help

3. Click OK.

Configure For the Appropriate Controller

If the controller is not a CompactLogix 5380 — 5069-L306ER the user must change the controller in the
sample application project.

To change the controller in sample application:

1. Right click on the controller under 1/0 Configuration > 5069 Backplane.
2. Select Properties. The Controller Properties dialog window displays.
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Figure 16 Change Controller
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3. Click Change Controller to display the Change Controller dialog box.
4. Select the appropriate controller from the Type drop-down list.
5. Click OK.

Updating the Configuration for MSG Instructions

The RFID-EtherNet/IP model uses explicit messaging to apply the reader configuration. The sample
application uses the Studio 5000 Logix Designer MSG instruction to perform explicit messaging. Each
MSG instruction needs configuration to specify the module with which to communicate. But, as the module
configuration is different from the sample application (Reader IP Address), each MSG instruction requires

a configuration update.
»  NOTE: The following steps must be performed for each MSG instruction.

To update the MSG instructions with current module configuration:

1. Select the MSG instruction and click the three dots in the upper right corner of the instruction (Configure
button). The MSG instruction Configuration dialog box displays.
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Figure 17 Configuration Dialog Box
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2. Select the Communication tab.
Figure 18 Communication tab
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3. Click Browse to display the Message Path Browser.
4. Select the FX9600 module as the message path and click OK.
5. Click OK again to save the message configuration.

Creating Application using Generic EtherNet/IP (without AOP)

This section describes the steps and parameters required to configure PLC controller for working with
FX9600 RFID Reader using Generic EtherNet/IP module.

Below steps are demonstrated to create Generic EtherNet/IP module using Studio 5000 Logix Designer,

but similar steps can be used to configure PLC controller on any other tools which supports EtherNet/IP
module configuration.
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Creating New Project with Correct PLC Controller

Create New Project by choosing correct PLC controller.
1. Open Studio 5000 Logix Designer application.
Figure 19 Studio 5000 Application

r

Rockwell Software’

Studio 5000

New Project Existing Project

From Import Sample Project

i From Sample Project From Upload
Recent Projects
55 temp

& S70_Sample_App @ FixedRFID_Etherietl.. & 540_Sample_app_v..

2. Select New Project. The New Project dialog box displays.

Figure 20 New Project Window
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5069-L320ER Compactlogix™ 5380 Controller -

Name: | FX9600_Sample EtherNet IP |

Location: | Ci\Users\vk2534\Documents\Studio 5000\Projs - |

3. Choose the appropriate controller.

4. In the Name field, enter the project name.
5. Click Next.
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Figure 21 New Project Defaults
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Adding and Configuring EtherNet/IP Module

Add Generic Ethernet Module for Targeted device (for example: FX9600).
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Figure 22 Create New Module
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1. In the left panel, right click on the PLC controller and select New Module. The Select Module Type
dialog box displays.

Figure 23 Select Module Type
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2. In the search box, enter ETHERNET MODULE. ETHERNET MODULE appears in the window.
3. Select ETHERNEMET MODULE.
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4. Click Create to create a generic module for EtherNet/IP. The New Module window displays.

New Module *
Type: ETHERMET-MODULE Generic Ethemet Module
Vendar: Rockwell Automation./Allen-Bradley
Parent: Local
e Connection Parameters
Azsembly

Description: Instance: Size:

Input: l:l 125 : (32it)
Comm Format: | Data - DINT w -
B - Configuration: 0 = (3bit
Address / Host Name = |:| I: (8bit)

(@) IP Address: E 2 E |

(O Host Name:

Cancel Help
5. Please follow next section to configure the module.

Configuring EtherNet/IP Module

E/I‘ NOTE: Assembly Instance ID and size is defined in Object Model document available at Zebra support
= site.

The FX9600 RFID Reader EtherNet/IP supports two pairs of I/O assemblies:
* Inventory operation - the reader can perform inventory operation and provide information of read TAGs.
* Access operation - the reader can perform read/write memory bank information of selected TAG.

The below example is created for inventory operation. The same steps can be followed to create user
defined data structure for access operation assemblies as well following the Object Model. Inventory
operations FX9600 RFID Reader EtherNet/IP as well supports two type of responses:

» Standard Length EPC TAG reporting: Standard length EPC TAG assembly supports up to 12 Byte EPC
ID length of TAG. (Input Assembly Instance # 101)

¢ Extended Length EPC TAG reporting: Extended length EPC TAG assembly supports inventory
operation on TAG with ECP length up to 64 Bytes. (Input Assembly Instance # 100)

The user can choose any of the type by providing corresponding assembly id in Input Assembly Instance.

Configure I/O Assembly in Module in Module Creation Window by Providing Assembly
Class IDs and Size

Example:

In the Name field, enter a name for the module.

In the Input Assembly Instance field, enter 101 for Standard Length EPC TAG.
In the Input Assembly Size field enter 464 bits.

In the Output Assemble Instance field, enter 112 for Inventory command.

In the Output Assembly Instance field, enter 8 bits.

In the IP Address field, enter the IP address of the target FX9600 RFID Reader.

© 9 » 0 Db =
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Figure 24 New Module Configuration
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7. In the Comm Format drop-down list, select Data - SINT.

8. Click OK. The module is added in the newly created project.

9. Close the Module selection window.

10. Once module is created, in the left pane, select the module properties.
11. Double-click on the module name.

12. Select the Connection tab.

13.In the Requested Packet Interval (RPI) field, select the RPI value per the requirement. The minimum
RPI supported for FX9600 RFID Reader EtherNet/IP module is 10 ms.

14. Click OK.
Figure 25 RPI Selection
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Create User Defined Data Structures

To read the data read from byte array read through PLC in meaningful manner it is required to typecast
(copy the data in structured data variable). This can be done by creating custom data types and copy the
data in those data types with proper byte boundaries.

These data structures are also defined in Object Model with corresponding data types as well.
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To create a new data type:
1. In the left pane, navigate to Assets > Data types > User-Defined.

Figure 26 New Data Type
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2. Right click on User-Defined and select New Data Type.

3. Create an Inventory Command Data Structure with the details in the below image.

Figure 27 Inventory Command Data Structure
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4. Click Apply.

5. Click OK.

6. Follow the same steps as above and create Inventory Response Data Structure as shown in below
images.

Figure 28 STATUS_MASK Data Structure
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NOTE: Inventory response is created with multiple custom data structures. First, create those data
structures as shown in below images. Each image describes a custom data structure with field description.

Figure 29 TIME_STAMP_UTC Data Structure
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Sample

Figure 30 TAG_REPORT_12B Data Structure
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INVENTORY_RESPONSE_12B Data Structure
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Ladder Logic to Start/Stop Inventory Using I/O Assemblies

Create Required Controller Tags to control the operations in ladder logic as below:
¢ EnableOperation: This is of type BOOL and will be used to enable/disable specific RUNGs.

¢ InventoryCommand: This tag will be used to copy command data to Output Assembly instance. This is
of custom data type "INVENTORY_COMMAND" created in previous section.
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* InventoryResponse: To read the response from input assembly instance, it is required to copy data into
a structured data type "INVENTORY_RESPONSE" which is created in previous section. This tag is
used to copy input data into that structured data format.

To create a controller tag:
1. Double-Click on Controller Tags under Controller.
2. Select the Edit tab at bottom of the right pane.
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Click in the empty row as shown above and enter the tag name EnableOperation.

In the Data Type field, enter BOOL.

Press enter key to create the tag.

3
4
5
6. Click in the empty row as shown above and enter the tag name InventoryCommand.
7. In the Data Type field, enter INVENTORY_COMMAND.

8. Press enter key to create the tag.

9. Click in the empty row as shown above and enter the tag name InventoryResponse.
10. In the Data Type field, enter INVENTORY_RESPONSE.

11. Press enter key to create the tag.
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Figure 32 Controller Tag
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To Create a Ladder Logic:

1. From left pane, navigate to Tasks > Main Task > Main Program > Main Routine.
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2. Double-click on Main Routine.
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3. Right click on the rung and select Add Ladder Element. The Add Ladder Element window displays.

B Add Ladder Element *
Ladder Element: .lnstn.lction Help > |
MName Description

—+ Rung (SOR - EOR) ~

< Branch (BST - BND)

\—++| Branch Level (NXB)

Examine On
(] Examine Off
- OTE QOutput Energize
4 0TL Output Latch
4 0TU Output Unlatch v
[ Show Language Elements By Groups
[ cancel
:ﬂew A(Ii.d-.O.n Ir.1.5tructi;:n..._; ﬂelp
4. Navigate to Bit operators and select (XIC) Examine On.
5. Click OK to add the element.
6. Double-click on the Examine On element.
7. Enter EnableOperation.
8. Right click on the rung and select Add Ladder Element. The Add ladder Element window displays.
B Add Ladder Element *
Ladder Element: Instruction Help ==
Name D
- FsC File Search/Compare ~
- COF Copy File
- FLL Fill File
4 AVE Average File
4 SRT Sort File
4 5TD Standard Deviation
4 512 Size in Elements
- ok Synchronous Copy File
G- File/Shift
F-_1 Sequencer W
[+ Show Language Elements By Groups
Cancel
New Add-On Instruction... Help

9. Navigate to File/Shift and select (CPS) Synchronous Copy File.
10. Click OK to add the element.
11. Choose the Synchronous Copy File block and set:
e Source: InventoryCommand
¢ Dest: ModuleName:0
* Length: 8.
12. Right-click the rung and select Add Rung to add a new rung.
13. Right-click on the rung and select Add Ladder Element.
14. Navigate to Bit operators and select (XIC) Examine On.
15. Click OK to add the element.
16. Double-click on the Examine On element.
17. Enter EnableOperation.
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18. Right click on the rung and select Add Ladder Element.
19. Navigate to File/Misc and select (CPS) Synchronous Copy File.
20. Click OK to add the element.
21. Choose the Synchronous Copy File block and set:
e Source: ModuleName:I
¢ Dest: InventoryResponse
Length: 464.
Figure 33 Ladder Logic
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Loading the Project to the PLC Controller

After all previous steps are complete, the sample application project is ready to be loaded in the PLC
Controller. To load the project to PLC, perform the following steps to configure the controller path in the
Studio 5000 Logix Designer project.

Configure Driver for EtherNet/IP and Find Controller using RSLinx

Before loading the project to PLC, the PLC Controller must be located over the LAN. To do this, use
RSLinx Classic, which is part of the Studio 5000 Logix Designer installation. RSLinx Classic is used to find
the PLC Controller over a network. To find your PLC Controller over the network make sure your PLC
Controller is powered up and connected with the network through an Ethernet cable.

First, configure your PLC to assign an IP address. Generally, it is configured via USB. Use your PLC
specific guide to configure the PLC Controller with an IP address.

When the PLC Controller is powered up and the IP address is assigned perform the following steps.

1. From the Windows Start menu, open RSLinx Classic. The RSLinx Classic window displays.
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Figure 34 RSLinx Classic Window
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2. From the Communications menu, select Configure Drivers to display the Configure Drivers window.

For Help, press F1

Figure 35 Configure Drivers
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3. From the Available Driver Types drop-down list select EtherNet/IP Driver and click Add New.
4. In the New Driver window enter a name for the driver and click OK.

5. The new driver displays in the Configured Drivers space.

6. Select the newly created driver and click Configure to open the driver configuration dialogue.
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Figure 36 Driver Configuration
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7. Select the LAN and Ethernet interface to which the PLC Controller is attached.

8. Click OK to configure the driver interface.
9. Click Start to run the driver, if the driver status is not already running.

10. Close the Configuration window.
11. Click RSWho to display the RSWho - 1 dialog box.
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12. Expand the driver name (created in previous steps) to display all the EtherNet/IP capable devices.
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13. Make sure your PLC Controller appears in the list. If it does not appear debug the driver configuration
and Ethernet network.

14. The PLC Controller communicati on pat his nowset upandcanbeco rfi gured in the St Wio 50@ Lgix
Designer project.

Set the Controller Path in Project

It is required to setup the PLC Controller path in the Studio 5000 Logix Designer to specify with which PLC
Controller to communicate. Once the path is setup, the project can be loaded to the PLC Controller and the
project can be controlled using the Studio 5000 Logix Designer by modifying data values in the project
Controller Tags.

To set up the controller path in Studio 5000 Logix Designer.

1. From the Studio 5000 Logix Designer project, select Who Active from the Communications menu to
display the Who Active dialogue with configured drivers showing all available EtherNet/IP devices.

Figure 37 Who Active Dialogue
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2. Expand the driver created in the section, Configure Driver for EtherNet/IP and Find Controller using
RSLinx on page 39 and select the PLC Controller with which to communicate.

3. Click Set Project Path. The PLC Controller path is set as the path in the project with the driver name
and IP address of the controller.
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Figure 38 Project Path
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4. Click Close. This sets the PLC Controller path in your current project.

Load Project to PLC Controller

After configuring the EtherNet/IP driver, and locating and setting the controller path to Studio 5000 Logix
Designer project, the project can be loaded to the PLC Controller. When the PLC Controller is loaded with
the project, the PLC Controller mode can be changed to establish communication with the RFID reader.

To load the project to the PLC Controller:
1. From the Studio 5000 Logix Designer project, select Download from the COMMUNICATIONS menu.

Figure 39 Communications > Dowload

@ Logix Designer - SampleApp [S069-L30GER 3211 - o x
% FILE EDIT VIEW SEARCH LOGIC TDOLS WINDOW  HELP
helw e xoa 9 3?5 Who Active T Do B i3 MR GOT
% oo % Select Recent Path... i
ok Cl7 PaiAl select communication Software.. % @ B 4 i el dE L A A »
:IEJ,’O‘“‘D’EW""’E Offline i o Onine a i 4 » Favorites AGEOn AErms BE TmerCounter npulUOupat Compare CompuioiMath  Wovell

tine x # Controller Tags - SampleApp(controller)

Download T T

4 ) Data Types

Program Mode CPs ~

4 () User-Defined —— [ Source FX9600:1

B8 INVENTORY_COMMANL Hn aae Dest ventoryResponse

1o INVENTORY_RESPONSE | Test Mode Length 464

8

b STATUS_MASK Lock Controller

% TAG_REPORT 128 .

01 pn

8 TIME_STAMP_UTC Clear Faults [ Source InventoryCommand

rings Go To Faults Dest FX8600:0

dd-On-Defined T Length 8

> edefined
b 1 Medule-Defined
Trends \ |

T, Logical Model ‘ ‘
4 =] 1/0 Configuration

4 E9 5069 Backplane

fB [0] 5069-L306ER SampleApp
4 F5 A1, Ethernet

[ 5069-L306ER SampleApp

8 ETHERNET-MODULE FX9600
4 F5 A2, Ethemnet

1 50F0-1 IRFR Samnlednn

Module Defined Tags ~
& FX96001
@ FX9600:0 v

Download using current communications path Communication Software: RSLinx Class Rung 0 of 2

2. A Confirmation window displays with the controller information. Click Download to confirm.
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Figure 40 Download Confirmation

Download *

General  Options

Download offine project 'SampleApp’ to the controller.

1
: Connected Controller:
Mame: StarFish_EIP_vO8AOP
Type: 5069-L306ER. CompactLogix™ 5380 Controller
Path: AB_ETHIP-21192.168.1.10
Serial Number:  60F 15826
Security: Mo Protection

1 The controller is in Remote Run mode, The mode will be changed to
Remote Program prior to download.

1 DANGER: The controller being downloaded to is the system time
master. Servo axes in synchronized controllers, in this chassis or
other chassis, may be turned off.

1 DANGER: Unexpected hazardous motion of machinery may occur.,

Some devices maintain independent configuration settings that are
not loaded to the device during the download of the controller.

Verify these devices (drives, network devices, 3rd party products)
have been properly loaded before placing the controller into run
mode.

Failure to load proper configuration could result in misaligned data
and unexpected equipment operation.

Cancel Help
3. The project compiles and starts downloading to the PLC Controller.

Figure 41 Download Status

@ Logix Designer - samplepp 506
D FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW HELP
newleleaaoe  easlknlbEd Gle Gs

{3 Program Mods F

306ER 32.11]

Path: AB_ETHIP-2{132.168.1. 10 k& 0 :1 [ ey =T S T S ) S (1) S (W 3 3

P _ Mo Edits 2 {4 » Favorites” AddOn Alarms Ot TmerCounter InputOutput Compare Compute/Math  Movell

Rem Prog [AE No Forces

ontroller)

s | B ah =

4 g User-Defined ~
8 INVENTORY_COMMAND
& INVENTORY_RESPONSE_12B.
) STATUS_MASK Length
& TAG_REPORT_12B
# TIME_STAMP_UTC

[ ~
Source FX9600:1
Dest InventoryResponse

EnableOperation Download cPS
trings puneeading - Source InventoryCommand
dd-On-Defined Poling for power up. Dest FX9600:0

b redefined Length e

P 1 Module-Defined

e Logical Model ‘
4 2. 1/0 Configuration ‘
4 B9 5069 Backplane

0] 5069-L306ER SampleApp
4 &5 Al Ethemet

5069-L306ER Samplepp

Pl ETHERNET-MODULE FX9600

e ——————
Errors * 4 X
‘ [x] 0Emors H ] 0 Wamings H (i ] 7 Messages Search.

Verifying routine 'MainRoutine' of program 'MainProgram' ~

Verifying program connections
Changing EtherNet/IF Mode to 'Al/AZ2: Dual-IE"
Polling for power up...

4. When the download is complete a prompt requires the user to change the controller mode to Run
Mode. Click Yes to set the controller mode to Remote Run.
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Figure 42 Set Remote Run

@ Logix Designer - SampleApp 0
FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW HELP

A N G | - 3 e e e

I Program Mode N - '
Gontrles OK F  rerseempausisin RE D o e AR 4 Ly ,
.E,QC,KE"";EO Rem Prog [ No Forces b No Edits 2 i 4 » Favorites” Add-On Aarms Bi TmenCounter InpubiOuipul Compare ComputelMamh Wovell

4 | Controller SampleApp ~ = n
<7 Controller Tags. Source FX9500:1
Controller Fault Handler Dest InventoryResponse
Power-Up Handler Leng 6

4 Tasks
4 53 MainTask EnableOperation Logix Designer

4 5 MainProgram N N - Source InventoryCommand
< Parameters and Local Tags Dest FX9600:0
Length 8

0 MainRoutine
Unscheduled !

4 ] Motion Groups

Ungrouped Axes |
b 11 Alarm Manager Yes No |
4 Assets

Add-On Instructions
4 ] Data Types
4 (] User-Defined
) INVENTORY_COMMAND
% INVENTORY_RESPONSE_128
#h STATUS_MASK

Change controller mode to Remote Run?

. TAG RFPORT 178 he
Description P
Status Scheduled
Number of Routines 1 v

< > v

[ R e s Logical Organizer

Errors [ Search Results [ watch

Ready Communication Software: RSLinx Class| Rung0of2

5. Studio 5000 Logix Designer displays green controller statuses.

Figure 43 Green Status Modes

& Logix Designer - SampleApp [S069-L30GER 32.12]*
i FLE EDT MEW SEARCH LOGIC COMMUMICATIONS TOOLS WINDOW HELP

SR [ le = Al G G e GG

‘ == S e R 4
b ‘Favorites Add-On Alarms BE TmerCounter InpubOutput Compare  ComputeMMath  Wovell

Path: AB_ETHIP-2\192. 168. 1. 10 % @5 0
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MainProgram - MainRoutine x [E2Xa gs - SampleApp(controller)
e ] 14 x

EA e B B L) & & i o FL G ED e ek e an
4 | Controller SampleApp ~ = n

Dest InventoryResponse
464

Controller Fault Handler

Power-Up Handler Doy
4 Tasks
4 £3 MainTask EnableOperati Tt5
- nableOperation
4 5 MsinProgram Source InventoryCommand
& Parameters and Local Tags Dest FX9600:0

@ MainRoutine Length ]

Unscheduled
4 ] Motion Groups
Ungrouped Axes

b 1 Alarm Manager
4 ] Assets
Add-On Instructions
4 . Data Types
4 ] User-Defined
h INVENTORY_COMIMAND
# INVENTORY_RESPONSE_128
h STATUS_MASK

L TAR RFRORT 170 h
Description ~
Status Scheduled
Number of Reutines 1 "

< > =

P Rt lizs Logical Organizer

[ Errors [E]Search Results Flwatch
%)

Ready Communication Software: RSLi s Rung 0 of 2

At this stage, the project is loaded to the PLC Controller and running and the command is ready to be sent
to the RFID reader using Studio 5000 Logix Designer.

Before sending the command to the RFID reader, the reader must start the application to make the
connection. Reading Reader Capabilities on page 46 explains how to set up the reader with the
EtherNet/IP application.
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Reading Reader Capabilities
When the project is loaded to PLC Controller, and the PLC Controller is in Run Mode, RFID reader
communication can begin and RFID operations can be performed.

Use Rung 0 to read the reader capabilities. Figure 44 shows an explanation of the instructions defined in
Rungs to read the Reader Capabilities.

Figure 44 Rung Instructions for Reading Capabilities

ENABLE.GetReaderCaps MSG Get_ReaderCaps.DN
Message Control Get_ReaderCaps [...] 5
1 Get_ReaderCaps.ER cop
Source Get ReaderCaps.ERR
4 Dest ErrorCode

Length 2

ENABLE.GetReaderCaps
u

6

Table 1 Rung Instructions

Number Description

1 This is the Examine instruction to enable the Rung. It examines on the
ENABLE.GetReaderCaps flag defined in the common ENABLE structure for all the flags.
Once this flag is TRUE, the Rung becomes enabled and it executes the next instruction.

2 MSG instruction is to perform explicit operation with reader over EIP protocol. This uses the
controller Tag Get_ReaderCaps of type MESSAGE. This instruction is configured for
Explicit Message 0x64 (Reader Capabilities) to perform Get Attribute service request. The
data read from the instruction is copied in the ReaderCapabilities Tag created under
controller Tags. There is branching in this Rung after the MSG instruction to get the error
code if there is a failure to get the Reader Capabilities.

3 This Examine On Instruction examines the done flag of the Get_ReaderCaps MSG
instruction. Once the instruction is successfully executed, it enables to execute the next
instruction.
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Table 1 Rung Instructions (Continued)

Number Description

4 This Examine On Instruction examines on the error flag of the Get_ReaderCaps MSG
instruction. If the MSG instruction fails to read the Reader Capabilities, this is enabled and
the next instruction in the branch executes.

5 This is the Copy instruction to cope with the error code from the Get_ReaderCaps
instruction to ErrorCode Tag.

6 This last instruction is Output Unlatch. Once the Rung execution is done, this unlatches the
ENABLE.GetReaderCaps and the Rung is disabled.

To execute the Reader Capabilities explicit message, select Instruction 1 (shown in Figure 44) and press
Ctrl + T to toggle the ENABLE.GetReaderCaps flag to TRUE. The Rung enables to get the Reader
Capabilities.

Figure 45 ENABLE.GetReaderCaps flag = TRUE

ENABLE.GetReaderCaps MSG Get_ReaderCaps.DN
Meszage Control Get_ReaderCaps —
» Get_ReaderCaps.ER coP
Source Get ReaderCaps.ERR
Dest ErrorCode
Length 2

ENABLE.GetReaderCaps
u

The output can be viewed under Controller Tags. To see the output, select Controller Tags from the left
pane and filter Tags with ReaderCaps. This displays the Reader Capability Tag. Expand the Tag and it
lists the data read from reader.

Figure 46 ReaderCaps Data

5 Run Mode
B Gontroler OK

B Energy Storage OK
= 1/0 0K
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Rem Run
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LR - URTCEREC M VR PTS  Controller Tags - SampleApp_AOP(controller) %

Soope: |8 _AOF ~ | Shawe Al Tags || 7. ReaderCaps -]
4« Controller SampleApp AQP
- ~ I =
2 Controller Tags MName =3[« Value + ForceMask  * Style LY eroperties _=a
Controller Fault Handler b_Get ReaderCaps ] L MESS o= By ‘ At |>E):|Emj -
Pouer-Up Handler 4 ReaderCaps | [8%) [ READ | « General
4 :‘k‘ . b ReaderCaps.ReaderlD '84:24:8D:EF:B2:F6' [ STRIN Name ReaderCaps
4 otion Groups Descripti... Structure for...
b ReaderCaps FirmwareVersion 26110 (2] STRIN
Ungrouped Axes F Usage  <controller»
b Alarm Manager b ReaderCaps.ModelName '96008" {4 STRIN Type Base
4 C«Sms‘M “ b ReaderCaps.CountryCode 336 Decimal  INT Alias For
. i3 szg'éa . © El b ReaderCaps.CommunicationStd 0 Decimal  INT Base Tag
onfiguration R R
4 9 5069 Backplane b ReaderCaps.NumOfRFModes 3 Decimal  INT Data Type  READER.CA...
Scope  SampleApp_..
{5 [0 5069-L30GER SampleApp_AOP b ReaderCaps.MinPower 1000 Decimal  INT =
4 5 A/, Ethernet External.. Read/Write
b ReaderCaps.MaxPower 3000 Decimal  INT style
{5 5069-L20BER SampleApp_AOP byl
 FX9500 FXOGO0EFB2FS b ReaderCaps.StepPower 10 Decimal  INT Constant o
b ReaderCaps.NumOfAntennas 2 Decimal  SINT Required
b ReaderCaps.NumOfGPI 1 Decimal  SINT Visible
b ReaderCaps: NumOfGPO 4 Decimal  SINT e
eaderCaps.Num! ecima .
b ReaderCaps.MaxNumPrefilter 32 Decimal  SINT Value ")
Force M... [
b Produced Connection
b Consumed Connection
4 Parameter Connections...
New Connec.
v
«|» \ Monitor Tags A Edit Tags ]| < > |

Reader Capabilities Parameters
* Vendor Class: 64
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¢ Data type size: 124 bytes.

S READER_CAPABILITIES
Name: . ize:
4 2 User-Defined Data Type Size: 124 bytes
i ACCESS_AND_POST FILTER Description: Structure for Reader
b ACCESS_COMMAND Capabilities
i ACCESS_DATA
il ACCESS_RESPOMSE Members:
Hi ANTENNA_CONFIGURATION Mame Data Type Ear
St CONTROL_FLAGS b ReaderlD STRING32 Reader D (ASCIl String)
#is EVENT_REPORT_LONG
W GPIO_CONFIG ¥ FirmwareVersion STRING32 Firmware Version (ASCII String)
i GPI_CONFIG »  ModelName STRING32 Medel Name (ASCIl String]
i
i GPO_CONFIG CountryCode INT Code of the country
i INVENTORY_COMMAND
1 INVENTORY_RESPONSE_12B CommunicationStd INT Communication Standard
i PRE_FILTER_CLASS NurnOfRFModes  INT No of Supported RF Modes
#i PRE_FILTER_CONFIG ) .
) PROFILE_LIST MinPower INT Minimurm Power supported
i PROFILE_LIST_CLASS MaxPower INT Maximum Power supported
i
M (2% 21 LTS StepPower INT Step size of power
i STATUS_MASK
18 TAG_PATTERN NumOfAntennas  SINT No of Antenna Supported
ML TA REPORT 19R MNumOfGRI SINT Mo of GPI Supported
Description Structure for Reader Capabilities NUmMOFGRO SINT No of GPO'S ted
Size 124 bytes um oo Upports
MaxMumPrefilter  SINT Mo of Pre-Filters supported by the Reader
Add Member...
= — Apply
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Customize Configuration for RFID Operation

There are additional configuration options for the reader. These configurations can be applied using the
explicit messaging option to the reader.

This section describes various configuration options and how to use them. Detailed information about
configuration messages and their configuration fields is defined in Zebra EtherNet/IP Data Model
document.

_/‘ NOTE: The Zebra EtherNet/IP Data Model document is included in the EtherNet/IP deliverable and is also
= available at: zebra.com/support.

Reader Profile

Zebra RFID readers have pre-installed default profiles. The Reader Profile provides the default
configuration for different use cases. Through the EtherNeV/IP application, the user can get the
pre-installed profile names and can choose to activate the desired profile.

Profile List explicit message is constructed as shown in the data model in Table 2.

Table 2 Profile List Explicit Message Data Model

Instance Attribute ID Name CIP Data Type Data Value Aacl:ﬁ:s
Class 1 Revision UINT 1 Get
(Instance 0) | 2 Max Instance UINT 32 Get
3 Num Instances UINT Varies Get
100 Active Profile Instance | UINT Varies Get/Set
1 Profile Name STRING64 Varies Get

2 1 Profile Name STRING64 Varies

Instance 0 has the following members:
¢ Revision: EtherNet/IP standard for version information.

¢ Max Instance: Maximum number for instances this explicit message can support. Here this represents
the maximum number of profiles the can be supported by model.

* Num Instances: This represents the currently available number for instances. Here it represents the
number of profiles currently installed on reader.

¢ Active Profile Instance: This attribute represents the currently active profile Instance. The user can
perform a Get operation on the profile list on that specific instance to read the name of the currently
active profile.

* Profile Name: There are multiple rows for profile name, the number of row/instances depends the
number of available profiles in reader. The user can perform a Get operation to get the name of a profile
on a specific instance.

Figure 47 shows the Rungs created to perform an operation on reader profiles.


www.zebra.com/support
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Figure 47 Rungs Performing an Operation

ENABLE GetProfileList MSG Get_ProfileList DN ENABLE GetProfileList
Message Control Get_ProfileList u
Get_ProfileList ER cor
Source Get_Profielist ERR
Dest ErrorCode
Length 2
ENABLE GetProfileClass MSG Get_ProfileClass DN

liessage Control Get_ProfieClass.

Get_ProfieClass ER CoP
Source Get_ProfileClass ERR
Dest ErrorCode
Length 2

ENABLE GetProfieClass
u

ENABLE. SethctiveProfile MSG Set_ActiveProfile.DN
Wessage Conirol Set_ActiveProfile
Set_ActiveProfile.ER COP
Source Set_ActiveProfie ERR
Dest ErrorCode
Lengih a

ENABLE.SetActiveProfile
u

From the screen in Figure 47, the user can read the name of a profile by providing the index of the profile.
To specify the index of the profile name to read:

1. Click on the configuration for MSG instruction on Rung 1 and specify the index number in the Instance
field as shown in Figure 48.

Figure 48 Specifying the Profile Index Number

Message Configuration - Get_ProfileList x

Configuration Communication Tag

Message Type CIP Generic ~
SErvice | get Attribute Single - Source: Element:
4 Type:
Source Length: il = (Bytes)

Service :
e e [Hesl Class: (HEX} Destination ProfileList v

d
; Element:
“ttnbum‘ (HE)(} = Tag

OEnable  ()Enable Waiting (0 Start #® Done Done Length: 68
{2 Emor Code: Extended Ermor Code: [ Timed Out +
Ermor Path: FXSG600EFB2FE

Ermor Text:

Cancel Apply Help
2. Click OK after inputting the Instance number.

3. Press Ctrl + T keys to toggle the Examine on ENABLE.GetProfileList instruction in Rung 1. It performs
the operation to read thee profile name of the provided Instance.

4. Read the output from ProfileList Tag in the controller Tags window.

50



RFID Configuration and Operations Using the EtherNet/IP (EIP) Sample App

Figure 49 Controller Tags

. (RETRI AN TE S EET:AT G < Controller Tags - SampleApp_AOP{controller) x _

Scope: Sampleﬂpp_AOF v| Show: |NI Tags || T, Profile

Name -2| =~ Value + Force Mask + Style Data »

b Get_ProfileClass et o} MESS

b Get_ProfileList et o} MESS

B ProfileClass i} i.} PROF

4 ProfileList {..} {.} PROF
B Profilelist.ProfileMame '‘Maximum Data Rate' i.} STRIM

b Set_ActiveProfile et o} MESS

5. To get the information about how many profiles are available in the reader and to know which is the
currently active profile, the user should perform explicit message on the Profile List Class. Rung 2 was
created to demonstrate this.

a. Click on the configuration for the MSG instruction in Rung 2 and change the attribute value to 3
(Num Instances).

b. Select the NumOfinstances field from the ProfileClass structure in the Destination Element field.

Figure 50 Obtaining the Number of Profiles

Message Configuration - Get_ProfileClass x

Corfiguration  Communication Tag

Message Type CIP Generic ~
Service | get Attribute Single w|  Source Element:
1 Type:
Source Length: i} = (Bytes) I

Service

Code: = (Hex) Class: |65 (Hex) Destination ProfileClass,MumOflr
] Element: 1
Instance; EI Attribute; (Hex)) New Tag...

(JEnable (3 Enable Waiting ) Start ® Done Done Length: 2
() Ermor Code: Extended Emor Code: [ Timed Out
Emor Path: FX9600EFB2FG
| Eror Text:
| oK Cancel Aoply Hep ||
c. Click OK.

d. Perform the Get operation on the Profile List Class in Rung 2 by toggling the
ENABLE.GetProfileClass Examine On Instruction. When complete, the number of available profiles
is read in the NumOflnstances variable in the ProfileClass structure.
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Figure 51 Number of Available Profiles

Scope: |@Sampleﬁpp_ﬂOF v| Show: ‘Nl Tags V” ., Frofile

Name =3|« Value 4 Force Mask « Style

b Get_ProfileClass Lo} Lo}

b Get_ProfileList {--} {-}

|‘ ProfileClass | fl} (i}
b ProfileClass.Revesion 0 Decimal
b ProfileClass.MaxInstance 0 Decimal

I b ProfileClass.MumOfinstance & I Decimal
b ProfileClass.ActiveProfilelnstance 0 Decimal

b Profilelist Lo} Lo}

b Set_ActiveProfile Lo} Lo}
or

e. The user can also read the currently active profile instance by reading the Active Profile Instance
from the Profile List class. To read the active profile index, configure the MSG instruction in Rung 2
by changing the attribute to 100 (64 in hex) and the Destination Element to
ProfileClass.ActiveProfileInstance.

Figure 52 Active Profile Instance from Profile List Class

Message Configuration - Get_ProfileClass *

Configuration Commurication Tag

Message Type: LIP Generic R
Service | get Attribute Single e Source Element:
Type:
Source Length: 0 = (Bytes)

Service .
Code: £ {Hex) Class: |65 | (Hex) Destination ProfileClass. ActivePr ..
Instance: EI Attribute: (Hex) Element: e

3Enable ) Enable Watting ) Start ® Done Done Length: 2
) Eror Code: Extended Emor Code: [ Timed Out 4
Eror Path: FX9600EFB2F6

Emor Text:

Cancel Apply Help

i. Click OK.

ii. Perform the Get operation on the Profile List class in Rung 2 by toggling the
ENABLE.GetProfileClass Examine On Instruction.

iii. When complete, the Active Profile instance is available in the ActiveProfilelnstance field of
ProfileClass structure.
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Figure 53 Active Profile Instance

Scope: |@Sampleﬂpp_ﬂOF v| Show: |NI Tags w || Y, Profile
Name =2| « Value + Force Mask * Style Data "
b Get_ProfileClass ) ) MESS
b Get_Profilelist Ol Ol MESS
4 ProfileClass | [ [ PROF
b ProfileClass.Revesion 0 Decimal UINT
b ProfileClass.MaxInstance 0 Decimal UINT
b_ProfileClass.MumOfinstance i Decimal UINT
| b ProfileClass.ActiveProfilelnstance 2 Decimal UINT
b ProfileList ) ) PROF
b Set_ActiveProfile faec faec MESS
Profile List Parameters:
* Vendor class: 65
* Data type size: 68 bytes.
Controller Organizer LU (7| Data Type: PROFILE LIST %
=l 5
— Name: PROFILE_LIST -
4 ' User-Defined " o Data Type Size: 63 bytes
% ACCESS_AND_POST_FILTER D
Description:
11 ACCESS_ COMMAND
i} ACCESS_DATA
11 ACCESS RESPONSE Members:
#i ANTENNA_CONFIGURATION Name Data Type Description
i EVENT REPORT - profilename  STRINGS4
i GPIO_CONFIG o
% GPI_CONFIG
i GPO_CONFIG LEN - DINT
# INVENTORY_COMMAND DATA - SINTf64]
11 INVENTORY_RESPONSE 128 Add Member..
1% INVENTORY_RESPONSE_64B
1% PRE_FILTER_CONFIG
% PROFILE_LIST
% READER_CAPABILITIES
W SET_GET_CONFIG
i STATUS_MASK
% TAG_PATTERN
W TAG_REPORT_12B
181 TAG RFDORT AAR o
Description
Size 68 bytes
S 5 Beoly
1= Controller Organizer T Rolr ot

Changing the Active Profile in the Reader

To change the Active Profile in the reader the user can perform Set Operation on the Active Profile
Instance variable in the profile list explicit message. Rung 3 was created to demonstrate the functionality in
sample application.

To change the active profile in reader:

1. Specify the desired profile index to be activated in the ActiveProfilelnstance field of the ProfileClass
structure.

2. Once specified, go to the Main Routine tab and perform the Set_ActiveProfile MSG instruction in Rung
3 by toggling ENABLE.SetActiveProfile Examine On Instruction. Set_ActiveProfile MSG instruction in
Rung 3 is pre-configured to perform the Set Active Profile operation.
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Antenna Configuration

The sample application can also configure reader antennas. Figure 54 shows how to get and set the

antenna configuration in Rung 4 and Rung 5.

Figure 54 Get and Set Antenna Configuration

ENABLE GetantennaConf cor

Source

Length

Get_AntennaConf.DN

Get_AntennaConfER

ENABLE.SetAntennaConf copP

Source

Length

Set_AntennaConf.ON

Set_AntennaConfER

To get the antenna configuration:
1. Specify the Antenna ID in the gAntennalD controller tag.

Figure 55 Specify Antenna ID

gAntennall
Dest Get_AntennaConfinstance

sAntennalD
Dest AntennaConfig AntennalD
1

MSG
Message Control Get_aAntennaConf |..

4

ENABLE.GetAntennaConf
u

cop

Source Get_AntennaConfERR
Dest ErrorCode
Length 2

WMSG
Mes=age Control Set_AntennaConf | ..

ENABLE.SetAntennaConf
U

cop

Source Set_AntennaConfERR
Dest ErrorCode
Length 2

I MainProgram - MainRoutine

e——————

Enter the Antenna ID.
Select the MainProgram - MainRoutine tab.

command is performed on the antenna configuration. Configuration values are read in the

AntennaConfig structure.

54

Scope: Show: |NI Taas w || T, Antenna
Name =g|a Value # Force Mask & Style
P _AntennaConfia Lt Lod
b ghAntennalD lil 1| Decirnal
b Get_AntennaConf [ Lo}
b shAntennalD 0 Decimal
b Set_AntennaConf Lo} {od

Toggle the Rung 4 Examine On Instruction for ENABLE.GetAntennaConf. When enabled, the Get
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Figure 56 Antenna Configuration Values

. (LEMZANICET W NETTRITL S <’ Controller Tags - SampleApp_AOP(controller) x _

Scope: |@Sampleﬂpp_ﬂOF v| Show: |ﬂ|| Tags V” T, Antenna

Name =8|~ Value + Force Mask « Style

4 Antenn_aConfiq [ 1.}
b AntennaConfig.AntennalD 1 Decimal
b AntennaConfig.Sel 0 Decimal
P AntennaConfig.Session 0 Decimal
P AntennaConfig.Target 0 Decimal
P AntennaConfig.RFModelndex 9 Decirmal
P AntennaConfig.Pad 0 Decirmal
B AntennaCenfig.Tari 0 Decimal
b AntennaCenfig.TagPopulation 300 Decimal
b AntennaCenfig.PowerLevel 3000 Decimal

b gAntennalD 1 Decimal

b Get_AntennaConf {oa) {..}

b sAntennalD 0 Decimal

b Set_AntennaConf {..} {..}

To modify the antenna configuration in the reader:
1. Specify the desired configuration in AntennaConfig controller tag.

2. Enter the Antenna ID to apply the updated configuration. The Antenna ID must be provided in the
sAntennalD controller tag.

Figure 57 Antenna ID to Modify

. SEMEGHEN S ET RS <! Controller Tags - SampleApp AOP(controller) % _

Scope: |@5ampleﬂpp_ﬁOF v| Show: |N| Tags v” T, Antenna
Name -g|a Value # Force Mask * Style
[> AntennaConfig | {u} f}
b gAntennalD 1 Decirnal
b Get_AntennaConf [ I}
b sAntennalD 0 Decimal
b Set_AntennaConf [ I}

3. Select the MainProgram - MainRoutine tab.

4. Toggle the Rung 5 Examine On Instruction for ENABLE.SetAntennaConf. When enabled, the Set
command is performed on the antenna configuration. Configuration values specified in the
AntennaConfig tag are applied to the specified Antenna ID.

NOTE: Antenna ID can be 0 to set the same configuration on all antennas at once; but to get the
configuration user need to provide specific antenna ID.

Antenna configuration parameters:

¢ Vendor class: 66
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» Data type size: 12 bytes

=
Mame: ANTENNA_CONFIGURATION .
Ungrouped Axes Data Type Size: 12 bytes
b Alarm Manager Description:
4 Assets
Add-0n Instructions
4 Data Types Members:
4 o User-Defined Mame Data Type Description

i ACCESS_AND_POST_FILTER AntennalD SINT 0-8, 0=All Antenna | Default : 0
i ACCESS_COMMAND
1 ACCESS DATA Sel SINT Asserted=0, Deasserted=1, SL ALL=2| Default: 2
i ACCESS_RESPONSE Session SINT Session0=0, Session1=1, Session2=2, Session3=3 | Default: 1
i
o e RN G URATION Target SINT State A=0, State B=1, AB FLIP=2 | Default : 0
i CONTROL_FLAGS
I EVENT_REPORT_LONG RFModelndex SINT 0 - 39 (Depends on Region) | Default: 0
& GPIO_CONFIG Pad SINT Ignore pad
i GPI_COMNFIG )
m GPO_CONFIG Tari INT Depends on RF Mode | Default: 0
i INVENTORY_COMMAND TagPopulation INT 0- 32767 | Default: 100
101
oia INVENTORY_RESPONSE 128 PowerlLevel INT 1000 - 3000 (dBm) | Default: 3000
i PRE_FILTER_CLASS o
B PRE_FILTER_CONFIG Add Member..
19 PROFIF 1IST

Description

Size 12 bytes

€ A e D

— Apply

Configuring Pre-Filter

This section explains how to add/delete and read pre-filters from reader. The maximum number of
pre-filters the reader can support is 32. Each pre-filter is accessed with a specific pre-filter index as an
instance number from the Pre-Filter explicit message defined in the Data Model. In Figure 58, Rung 6,
Rung 7, and Rung 8 were created to demonstrate the use of the pre-filter explicit message.

Figure 58 Pre-filter Explicit Message

ENABLE.GetPrefiter MSG Get_Prefiter. DN ENABLE.GetPrefiter
Message Control Get_Prefilter |... u
Get_Prefiter. ER COP
Source Get_Prefiter ERR
Dest ErrorCode
Length 2
ENABLE.SetPrefiter MSG Set_Prefiter. DN ENABLE.SetPrefitter
Message Control Set_Prefiter | ... u
Set_Prefiter ER COP
Source Set_Prefiter ERR
Dest ErrorCode
Length 2
ENABLE.SetPrefiterClass MSG Set_PrefiterClass.ON
Mes=zage Control Set PrefiterClass | ..
Set_PrefiterClass.ER COP
Source Set PrefitterClass. ERR
Dest ErrorCode
Length 2
ENABLE SetPrefiterClass
u

To get the pre-filter from a specific index:

1. Specify the filter index as an Instance ID in the MSG configuration in Rung 6.
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Figure 59 Specify the Filter Index

Message Configuration - Get_Prefilter X

Corfiguration Communication Tag

Message Type CIP Generic ~
Service | Get Attribute Single ~ | Source Element:
Type:
Source Length: o - (Bytes)

Service .
5 e (Hexl Class: (He") Destination PreFilterConfig -

o
Element:
oo e =

JEnable ) Enable Waiting ) Start {3 Done Done Length: 0
s Emor Code: Extended Emor Code: ] Timed Out 4=
Ermor Path: FX3600EFB2FE

Emor Text:

Cancel Apply Help

2. Enable Rung 6 by toggling ENABLE.GetPrefilter Examine On Instruction. The pre-filter configuration is
read in the PreFilterConfig tag. (By default, there is no pre-filter added so all the values are 0.)

Figure 60 PreFilterConfig Tag

. (LETRUNTIE S ET LGN < Controller Tags - SampleApp_AOP(controller) _

Scope: |@Sampleﬂpp_ﬂOF v| Show: |Ft|| Tags V” T. Prefi

Name =2|a Value + Force Mask * Style

b Get_Prefilter {--} {--}

b PrefilterClassConfig Lo} Lod

4 PreFilterConfig {--} {--}
B PreFilterConfig.FilterlD 0 Decimal
B PreFilterConfig.AntennalD 0 Decimal
b PreFilterConfig.MemoryBank 0 Decimal
b PreFilterConfig.Target 0 Decimal
P PreFilterConfig.Action 0 Decirnal
P PreFilterConfig.Pad 0 Decirnal
b PreFilterConfig.BitOffset 0 Decirnal
P PreFilterConfig.BitCount 0 Decirnal
P PreFilterConfig.Pad2 0 Decirnal
b PreFilterConfig. TagPattern " Lo}

b Set_Prefilter {- {--}

b Set_PrefilterClass Lo} Lo}

To add a pre-filter or modify the existing pre-filter on the specific index:
1. Modify the pre-filter values in the PreFilterConfig tag.
2. Select the MainProgram - MainRoutine tab.

3. Modify the MSG instruction in Rung 7 to specify the pre-filter index as an Instance on which the
specified pre-filter needs to be added/modified.

57



RFID Configuration and Operations Using the EtherNet/IP (EIP) Sample App

Figure 61 Modify the MSG Instruction

Message Configuration - Set_Prefilter X
Configuration Communication Tag

Message Type CIP Generic ~

15_ervice Set Attribute Single « | Source Element: PreFilterConfig “
ype:

Source Length: 52 = (Bytes)
S e ces @7 ke
- ' Destination

;

(JEnable 0 Enable Wating ) Start 2 Done Done Length: 0
() Emor Code: Extended Emor Code: [] Timed Out 4
Ermor Path: FX3600EFB2F6

Emor Text:

4. After specifying the pre-filter index to add/modify the pre-filter, enable Rung 7 by toggling
ENABLE.SetPrefilter Examine On Instruction. Pre-filter configuration is added in the reader.

The user can verify the values by performing GetPrefilter again on the same instance from Rung 6, as
described above.

To delete an added pre-filter at a specific index:

1. Modify Rung 8 in the sample application with Deletelnstance from PrefilterClassConfig.
2. Specify the pre-filter index in the Deletelnstance field of the PrefilterClassConfig.

Figure 62 Delete a Pre-filter

. LETHGIIEn S ETL GG < Controller Tags - SampleApp_AOP{controller) x _

Scope: |E:;|Sampleﬂpp_AOF v| Show: |N| Tags v|| T, Prefil

Name =3| 2 Value # Force Mask *« Style

b Get_Prefilter {o fod

4 PrefilterClassConfig {.} {.}
B PrefilterClassConfig.Revision 0 Decirmal
b PrefilterClassConfig. MaxInstance 0 Decimal
bk PrefilterClassConfig.MumOfinstance 0 Decirmal
b PrefilterClassConfig.Deletelnstance Iil 1 Decimal

B PreFilterConfig f.} {o}

b Set_Prefilter el {od

b Set_PrefilterClass fo.} {o}

3. After specifying the pre-filter index to be deleted, select the MainProgram - MainRoutine tab and enable
Rung 8 by toggling ENABLE.SetPrefilterClass Examine On Instruction.

4. This delete the specified pre-filter from the reader.

E/I‘ NOTE: To delete all pre-filters, use 0 in Deletelnstance field. This deletes all pre-filters from the reader.
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Pre-Filter Configuration Parameters:
* Vendor class: 67

* Data type size: 52 bytes.

&l o=
o ACCESS DATA Mame: PRE_FILTER_COMFIG Dsta Type Size: 52 bytes
b ACCESS_RESPOMSE Descrinti
escription:
T ANTENMA_COMNFIGURATION
s CONTROL_FLAGS
i EVENT_REPORT_LOMG Members:
i GPIO_CONFIG [emre Data Type Description
it GPICONFIG FilterlD SINT Tto32
b GPO_CONFIG
B INVENTORY_COMMAND AntennalD SINT 0 - 8, 0=All Antenna
it INVENTORY_RESPONSE_128 MemoryBank  SINT EPC=1, TID=2, USER=3
101
% PREFILTER CLASS Target SINT SL=0, SD=1, 51=2, 52=3, §3=4
i PRE_FILTER_CONFIG
i PROFILE_LIST Action SINT 0-7
#i PROFILE_LIST_CLASS Pad SINT Ignore Pad
it READER_CAPABILITIES . i :
B STATUS_MASK BitOffset INT Bit offset from where Tag Pattem begins
i TAG_PATTERN BitCount INT Tag Pattern Length in number of bits
101
# TAG_REPORT_128 Pad? INT Ignore Pad
i TAG_REPORT_64B
B TIME_STAMP_UTC » TagPattern STRING36 Tag Pattern
81 TRIGGFR COMFIGHRATION Add Member...
Description
Size 52 bytes
: ” Apely

Configuring Access/Post-Filter

The Zebra RFID reader uses post-filter to filter tags that are read by the RFID radio engine. Rung 9 and
Rung 10 were created to demonstrate how to configure post-filter.

This filter configuration can also be used with Access Filter when performing the Access operation (see
Performing Access Operation on page 69).

Figure 63 AccessPostFilter Operation

EMABLE.GetAccessPostFiter MSG Get_AccessPostFiter. DN
Mes=zage Control Get_AccessPostFiter |...
Get_AccessPostFitter ER COP
Source Get_AccessPosiFitter ERR
Dest ErrorCode
Length 2
EMABLE GetAccessPostFiter
u
ENABLE.SetAccessPostFitter MSG Set_AccessPostFiter DN
Meszage Control Set AccessPosiFiter |...
Set_AccessPostFiter ER COP
Source Set_AccessPostFiter ERR
Dest ErrorCode
Length 2
ENABLE SetAccessPostFiter
u

To get the value for the configured post/access filter:
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1. Enable Rung 9 by toggling ENABLE.GetAccessPostFilter Examine On Instruction. This reads the filter
configuration values in the AccessPostFilter tag in controller tags. By default, there is no
Access/Post-filter so all the values are 0.

Figure 64 AccessPostFilter Tag

. (REMGH L SN ETRELNGO N < Controller Tags - SampleApp_ AOP(controller) x _

Scope: |8 SampleApp_AOF ~ | Shaw: Al Tags v [ Post
Name =5| « Value # Force Mask « Style 1
4 AccessPostFilter {} .} )
b AccessPostFilter. TagPatternA [ 1.}
b AccessPostFilter.TagPatternB . .
b AccessPostFilter.MatchPattern 0 Decimal ]
P AccessPostFilter.PeakRSSILowerlimit 0 Decimal £
b AccessPostFilter.PeakR55IUpperLimit 0 Decimal ]
b AccessPostFilter.PeakR5SIMatchRange 0 Decimal ]
b Get_AccessPostFilter . . !
P Set_AccessPostFilter {in} {u} I

2. Access/Post-filter as per the requirement by modifying the values in the AccessPostFilter tag.

3. Select the MainProgram - MainRoutine tab and enable Rung 10 by toggling
ENABLE.SetAccessPostFilter Examine On Instruction. This applies the post-filter configuration in the
reader.

4. To verify, perform GetAccessPostFilter to validate the values.
Access/Post-Filter Configuration Parameters:
* Vendor class: 68

* Data type size: 180 bytes

(o
PP ——— | rame ACCESS_AND_POST_FILTER Deta Type Size: 120 bytes
4 =/ Deta Types Description:
4 i User-Defined
i ACCESS_AND_POST FILTER.
% ACCESS_COMMAND Members:
#h ACCESS_DATA Mame Data Type Description
i ACCESS RESPONSE + TagPatternA TAGPATTERN  Pattern A Params
5 ANTENNA_CONFIGURATION
% CONTROL_FLAGS N
1% EVENT_REPORT_LONG BitOffset - INT

Bit offset from where Tag Pattern begins
TagPattemBitCount - INT

Tag Pattem Length in number of bits
TagPattem - STRING36

% GPIO_CONFIG

% GPLCONFIG

% GPO_CONFIG

1 INVENTORY_COMMAND

" INVENTORY_RESPOMSE_128 o Patten
:l: - - TagMask - STRING36
i PRE_FILTER_CLASS Tag Mask

& PRE_FILTER_CONFIG
 PROFILE LIST

= PROFILE_LIST_CLASS
& READER_CAPABILITIES
11 STATIIS MASK

TagMaskBitCount - INT

Tag Mask Length in number of bits
MemoryBank - SINT

Reserved=0, EPC=1, TID=2, USER=3

Pad - SINT
Description Ignere Pad
Size 180 bytes b TagPatternB TAG_PATTERN  Pattern B Params
MatchPattem SINT A_AND_B=0, NOTA_AND_B=1, NOTA_AND_NOTB=2, A_AND_NOTB=3
PeakRSSlLowerlimit  SINT RSS) Filter Lower Limit
PeakRSSIUpperLimit  SINT RSS Filter Higher Limit
PeakRSSIMatchRange SINT WITHIN_RANGE = 0, OUTSIDE_RANGE = 1, GREATER_THAN_LOWER_LIMIT = 2, LOWER_THAN_UPPER LIMIT = 3
Add Member...
< >

apoiy ] [

Trigger Configuration
The Zebra RFID reader provides the mechanism to start and stop the trigger for the Inventory operation.

These triggers can also be configured using the EtherNet/IP sample application. Rung 11 and Rung 12
were created to demonstrate configuring triggers values.
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Figure 65 Configure Trigger Values

ENABLE.GetTriggerConf MSG Get_TriggerConf.ON ENABLE.GetTriggerConf
Meszage Control Get_TriggerConf | ... u
Get_TriggerConf ER COP
Source Get_TriggerConf
Dest ErrorCode
Length 2
ENABLE.SetTriggerConf MSG Set_TriggerConf.ON ENABLE.SetTriggerConf
Message Control Set_TriggerConf u
Set_TriggerConf.ER COP
Source Set_TriggerConfERR
Dest ErrorCode
Length 2

To get the value for configured triggers:

1. Enable Rung 11 by toggling ENABLE.GetTriggerConf Examine On Instruction. This reads the trigger
configuration values in the TriggerConfig tag in controller tags. By default, there is no trigger
configuration applied so all the values are 0.

2. Configure triggers as per the requirement by modifying the values in TriggerConfig. StartTriggerType
and StopTriggerType fields specify the trigger type and corresponding values should be set to take
effect. A detailed description is provided in the Zebra EtherNet/IP Data Model document.

NOTE: The Zebra EtherNet/IP Data Model document is included in the EtherNet/IP deliverable and is also
available at: www.zebra.com/support.

Figure 66 Trigger Values

Scope: |@Sampleﬂpp_ﬂOF v‘ Show: |A|| Tags V” Y., Triager

Name =2| « Alias For Base Tag Data Type
b Get_TriggerConf MESSAGE
b Set_TriggerConf MESSAGE
4 TriggerConfig | TRIGGER_COMFIGURATION

b TriggerCenfig.StartTriggerType SINT

b TriggerConfig.StartGPIPort SINT

b TriggerConfig.StartEventType SINT

b TriggerCenfig.Pad SINT

b TriggerConfig.PeriodicTime DINT

b TriggerConfig.StartDelay DINT

b TriggerConfig.StopTriggerType SINT

b TriggerCeonfig.StopGPIPort SINT

b TriggerConfig.StopEventType SINT

b TriggerConfig.EnableTagEvent SINT

b TriggerConfig TagEventTimeout INT

b TriggerCenfig.Count INT

b TriggerConfig. Timer DINT

b TriggerConfig.PeriodicReportDuration DINT

Je)

3. Select the MainProgram - MainRoutine tab and enable Rung 12 by toggling ENABLE.SetTriggerConf
Examine On Instruction. This applies the trigger configuration in the reader.

4. To verify, perform GetTriggerConfig to validate the values.
Trigger Configuration Parameters:
* Vendor Class: 69
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» Data type size: 28 bytes

& %=
1 ANTENLA CONFIGURATON = Name: TRIGGER_CONFIGURATION Dot Type Size: 28 bytes
% CONTROL_FLAGS o
escription:
% EVENT_REPORT_LONG
i GPIO_CONFIG
£ GPILCONFIG Members:
i GPO_CONFIG Name Data Type Description
5 INVENTORY_COMMAND StartTriggerType SINT D=Immediate, 1=Periodic, 2=GPI
5 INVENTORY_RESPONSE_128
StartGPIPort SINT GPI pin number

8 PRE_FILTER_CLASS
& PRE_FILTER_CONFIG StartEventType SINT 0=High ta low, 1:low to high (GPI pin state transition)
& PROFILE_LIST
1

10
B
10
B
[

Pad SINT Ignore Pad
#it PROFILE_LIST_CLASS
% READER_CAPABILITIES PeriodicTime DINT Used when start trigger is "periodic” (millisecond)
B STATUS_MASK StartDelay DINT Used when start trigger is "periodic” (millisecond)
1 TAG_PATTERN ) o
StopTriggerType SINT O=Immediate, 1=Duration, 2=GPl with timeout, 3=Tag observation, 4=N attempts

i TAG_REPORT_12B
1% TAG_REPORT_64B StopGPIPort SINT GPI pin number
¥ TIME_STAMP_UTC

StopEventType SINT D=High to low, T:lew to high (GPI pin state transition)
# TRIGGER_COMFIGURATION
b 1 Strings EnableTagEvent SINT Enables Tag Events
Ealdd Do otinad 2 TagEventTimeout INT Tag Event Timeout (millisecond)

Eectioy c INT Used wh “Tag Ob " ar N .

= 28 bytes ount <ed when stop trigger is "Tag Observations” or "N attempts
Timer DINT When stop trigger type is "Duration” or as "Timeout” (millisecond)
PeriodicReportDuration DINT -1=disable Periedic reporting, O=report at the end of inventory, n=report once every n second | Default: -1

Add Member...
= - Agply

GPIO Configuration

The FX9600 RFID reader has a number of optically isolated GPIls and GPOs exported as a GPIO interface
connection. Refer to the FX Series Integrator Guide for information about the GPIO interface in the
FX9600 reader.

The status of GPl and GPO pins can be obtained with GPIO configuration explicit messaging available in
the EIP model. Rung 13 and Rung 14 were created to demonstrate the use of GPIO configuration.

Figure 67 GPIO Configuration

ENABLE.GetGPIOConfig MSG Get_GPIOConfig.DN ENABLE.GetGPIOConfig
——— ——— lessage Control Get_GPIOConfig |.. u
Get_GPIOConfig.ER Cop
Source Get_GPIOConfig.ERR
Dest ErrorCode
Length 2
ENABLE.SetGPIOConfig N3G Set_GPIOConfig.DN ENABLE.SetGPIOConfig
Message Control Set GPIOConfig | ... U
Set_GPIOConfig.ER COP
Source Set_GPIOConfig.ERR
Dest ErrorCode
Length 2

To get the current status of GPIOs:

1. Enable Rung 13 by toggling ENABLE.GetGPIOConfig Examine On Instruction. This reads the trigger
configuration values in the GPIOConfig tag in controller tags.

As shown in Figure 68, the NumOfGPI and NumOfGPO fields display the number of GPl and GPO
available. In the config values array same number of elements have valid data.
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Figure 68 GPIOConfig Tags
 contrter Tags - sampienpp Adpiconoter < [

Scope ‘Samp\aﬁuDJ\OF v‘ Show: ‘N\ Tags V” ¥.GPIO
Name 2|~ Value « ForceMask  # Style Data Type
b Get GPIOConfig [ fd MESSAGE
4 GPIOConfig [ [ GPIO_CONFIG
b GPIOConfigNumOfGPI 4 Decimal | SINT
b GPIOConfig.NumOfGPO 4 Decimal | SINT
b GPIOConfig.Pad 0 Decimal | INT
4 GPIOConfig.GPIConfig [ fod GPI_CONFIGI3]
4 GPIOConfig.GPIConfigl0] .} [ GPI_CONFIG
b GPIOConfig.GPIConfig[0).GPIPort 1 Decimal | SINT
b GPIOConfig.GPIConfig[0].Enable 1 Decimal | SINT
b GPIOCanfig.GPIConfig(0].State 0 Decimal | SINT
4 GPIOConfig.GPIConfigl1] = [ GPI_CONFIG
b GPIOConfig.GPIConfig[1].GPIPort 2 Decimal | SINT
b GPIOConfig.GPIConfig[1].Enable 1 Decimal | SINT
b GPIOCanfig.GPIConfig[1].State 0 Decimal | SINT
» GPIOConfig.GPIConfigl2] [ fod GPI_CONFIG
» GPIOConfig.GPIConfigl3] .} [ GPI_CONFIG
» GPIOConfig.GPIConfigl4] .} [ GPI_CONFIG
b GPIOConfig.GPIConfigls] .} [ GPI_CONFIG
» GPIOConfig.GPIConfigl6] {} fd GPI_CONFIG
» GRIOContig.GPIConfiglT] o} fod GPI_CONFIG
4 GPIOConfig.GPOConfig .} [ GPO_CONFIG(S]
4 GPIOConfig.GPOConfigl0] .} [ GPO_CONFIG
b GPIOCanfig.GPOConfig[0].GPOPort 1 Decimal | SINT
b GPIOConfig.GPOConfigl0].State 0 Decimal | SINT
"4 GPIOConfig GPOConfigl1] [ [ GPO_CONFIG
b GPIOConfig.GPOConfig[1.GPOPort 2 Decimal | SINT
b GPIOConfig.GPOConfig[1].State 0 Decimal | SINT
» GPIOConfig.GPOConfigl2] [ fd GPO_CONFIG
b GPIOConfig.GPOConfigl3] [ fod GPO_CONFIG
» GPIOConfig.GPOConfigl4] .} [ GPO_CONFIG
»_GPIOConfig.GPOConfigls] L.} [ GPO_CONFIG
¥ Yiontortags {Eattage / I

2. To enable the GPI or set the GPO status:

a. Enter, in the respective NumOfGPIl and NumOfGPO fields, the number of GPl and GPO values (i.e.,
how many GPIls and GPOs need to be updated.

b. Fill that number of GPI and GPO config arrays with values to be updated.

3. After entering the values, select the MainProgram - MainRoutine tab and enable Rung 14 by toggling
ENABLE.SetGPIOConfig Examine On Instruction. This applies the GPIO configuration in the reader.

NOTE: GPI status is a GET only parameter; GPI can be enabled/disabled only but cannot set the status.

GPIO Configuration Parameters:

¢ Vendor class: 6A
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* Data type size: 68 bytes

&l 5
= Name: GPIO_CONFIG e
Unscheduled Data Type Size: 68 bytes
4 Meotion Groups Description:
Ungrouped Axes
b7 Alarm Manager
4 Assets Members:
Add-On Instructions Marne Data Type Description
4 @l Data Types NumOFGP| SINT Number of GPI can be read/write
4 o User-Defined
1 ACCESS_AND_POST FILTER MNurmOfGPO SINT Nurmber of GPO can be read/write
i ACCESS_COMMAND Pad INT Ignore Pad
101
s ACCESS_ DATA ~ GPIConfig GPI_CONFIG[E]  GPI Configuration
i ACCESS_RESPOMSE
i ANTENMNA_CONFIGURATION bl
% CONTROL_FLAGS GPIPort - SINT
1 EVENT_REPORT_LONG GPI Pin Number
4 GPIO_CONFIG Enable - SINT
101 R: Shows status
w GPI_COMFIG R N
% GPO_CONFIG St‘;' ”;;;T srens
0 ate -
?;? INVENTORY_COMMAND R: Shows state
% INVENTORY_RESPONSE_128 W Ignore
10 PRE FITFR (1 AR5
D ~ GPOConfig GPO_COMFIG[8] GPO Cenfiguration
escription
Size 68 bytes L
GPOPort - SINT
GPO Pin Number
State - SINT
R: Shows current state
W: Mew state
Add Member...
= = Apply

Reading Event Report

The FX9600 RFID reader generates events which can be checked from the Inventory or Access response
StatusMask.EventStatus field. Once an event is generated, the user can read the event report with explicit
messaging. Rung 15 and Rung 16 were created to demonstrate the functionality.

Figure 69 Generate Events

ENABLE. S

ventReportType MSG
Mes=age Control Set_EventReporiType

Set_EventReportType. DN

Set_EventReporiType.ER corP

Source Set EventReporiType ERR
Dest ErrorCode
Length 2

EMABLE.SetEventReporiType

u
ENABLE.GetEventReport MsG Get_EventReport.DN
Message Control Get_EventReport [..
Get_EventReport ER corP
Source Get_EventReport.ERR
Dest ErrorCode
Length 2
ENABLE.GetEventReport

u

To get the event report:

1. Set the event report type for which event report to read by entering the EventType field in the
EventReport tag.
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2. Select the MainProgram - MainRoutine tab and enable Rung 15 by toggling
ENABLE.SetEventReportType Examine On Instruction. This applies the Event Type in the reader.

Figure 70 Set Event Type

| <7 Controller Tags - SampleApp_AOP{controller) x . MainProgram - MainRoutine

Scope: ‘@Sampleﬂpp_ﬂof ~ | Show: |NI Tags VH T, Event
Name =2|a Value + Force Mask + Style Data Type
[« EventReport | {..} {} EVENT_REPORT_LONG
I b EventReport.EventType 3 Decimal SINT
b EventReport.GPIPertNo 0 Decimal SINT
P EventReport.GPOPortMNo 0 Decimal SINT
P EventReport.Antennall 0 Decimal SINT
P EventReport.AntennaSt... 0 Decimal SINT
b EventReport.Temperatu... 0 Decimal SINT
b EventReport.Temperatu... 0 Decimal SINT
b EventReport.Temperatu... 0 Decimal SINT
b EventReport.Exceptionl... " {.-} STRING260
b Get_EventReport {.} 1) MESSAGE
b Set EventReportType {..} 1) MESSAGE

3. To read the Event Report, enable Rung 16 by toggling ENABLE.GetEventReport Examine On
Instruction. This reads the Event Report in event related fields in the EventReport tag.

Event Report Configuration Parameters:
* Vendor class: 6C

* Data type size: 272 bytes

Controller Organizer v 1 Data Type: EVENT_REPORT_LONG ;
&l o5
P Data ypes Mame: EVEMT_REPORT_LOMG Data Type Size: 272 bytes
4 G User-Defined _—
- Description:
i ACCESS_AND_POST_FILTER
1 ACCESS_COMMAND
b ACCESS_DATA Members:
i ACCESS_RESPOMSE Name Data Type Description
3 ANTENNA_CONFIGURATION EventType SINT To select appropriate event
i CONTROL_FLAGS
® EVENT_REPORT_LONG GPIPortMe SINT Event reported on GPI PIN Mumber
i GPIO_CONFIG GPOPorthNo SINT GPI state
01
B GPI_CONFIG AntennalD SINT Event Reported on Antenna D
T GPO_CONFIG
o INVENTORY_COMMAND AntennaStatus SINT Antenna Status
it INVENTORY_RESPONSE_12B TemperatureSource SINT Source of Temperature Event
i PRE_FILTER_CLASS
# PRE_FILTER_CONFIG Temperaturedlarm  SINT Temperature Alarm Level
1 PROFILE_LIST TemperatureValue  SINT Temperature Value
101
B PROFILE_LISTCLASS b Exceptioninfo STRING260 Exception Information
i READER_CAPABILITIES .
1 STATUS_MASK Add Member...
1 TAR PATTERM
< o > | QK | | Cancel | Apply

Performing Inventory

The Zebra RFID EtherNet/IP can be used to perform Inventory operations using the RFID reader. This
section explains the use of the Inventory Command and Response to perform Inventory operations and
read tag data from the RFID reader.
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The sample application can perform the Inventory operation using two Rungs; Rung 17 to copy inventory
command values from the local structure to the module defined structure, and Rung 18 to copy inventory
response packet values from the module defined structure to the local structure.

Figure 71 Inventory Operation

Performinventory CPS
Source OutputinventoryCommand
Dest FXS500EFB2FE:01
Length 3
Performinventory CPS

Source FX9600EFB2FE:1
Dest InputinventoryResponse
Length 458

1. Enable Rungs17 and Rung 18 by toggling the Rungs Examine On Instruction with the Performinventory
tag.
2. When enabled, the instruction turns green to show the enabled status.

Figure 72 Green Enabled Status

Performinventory CPS

E Source OutputinventoryCommand
Dest FX9600EFB2F6:01
Length 8

Performinventory CPS

—_— Source FX9600EFB2FE:1
Dest InputinventoryResponse
Length 468

3. After enabling the run, perform the Inventory operation.

Start Inventory Operation

To start the Inventory operation with the reader:
1. Modify the OutputinventoryCommand tag structure.

Figure 73 Modifying OutputinventoryCommand

. (EEHEAGTET S R ET RGN <7 Controller Tags - SampleApp_AOP{controller) _

Scope: Show: |.N| Tags w || ., Inventory

Name =2|a Value # Force Mask # Style

b InputlnventoryResponse fod foa)

4 OutputinventoryCommand {..} {.}
b OutputinventoryCommand.CommandType 1 Decimal
B OutputinventoryCommand Handshake |1| 0 Decimal
b OutputinventoryCommand.EnablePrefilter 0 Decimal
b OutputinventoryCommand.EnablePostfilter 0 Decimal
b OutputinventoryCommand.AntennalMask 0 Decimal
Performinventory 1 Decimal

2. To start the Inventory operation, modify the OutputinventoryCommand fields as described in Table 3
and then increment Handshake by 1.

3. When the Handshake value is incremented, this command performs with the specified values and
starts the Inventory operation.
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Table 3 OutputinventoryCommand Field Descriptions

Field Description

Command Type

This field is used to specify the inventory command. It can be
either 1 (START) or 2 (STOP).

Handshake

This should be modified at the end. This is the incremental
handshake value to notify the reader that this is a new packet so
the reader can perform the operation on the basis of this packet.
Every new command packet should increment the Handshake
field by 1. The Handshake value can be incremented to 127
(max). When the Handshake value reaches 127 it re-starts at
zero.

EnablePrefilter

Used to specify whether or not the user wants to use pre-filter with
this inventory command. Non-zero value is treated as TRUE and
pre-filter takes effect.

EnablePostfilter Used to specify whether or not post-filter is used. Criteria is the
same as pre-filter.
AntennaMask Use this mask to specify the antenna IDs on which this Inventory

operation should perform. Each bit in the antenna mask, from 0
bit, represents one antenna. 0 bit for antenna ID 1, and so on. If
the AntennaMask is O, then inventory is performed with all
available antennas.

Read Inventory Data

When the inventory starts, the sample application starts reading inventory data in InputinventoryResponse
tag. TAG data is read as part of the InputinventoryResponse tag in TAGReports as array. Each element in
the array is one TAG data. The number of TAG data in the array is specified in the NumOfReports field.
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Figure 74 Reading Inventory Data

8 wanvrogan-vianno. « [T ——m

Scope: |5 SampleAop AOF | Shaw: Al Tags o[ nvertery
Name =2/~ Value * ForceMask  * Style
4 InputinventoryResponse =) {4
InputlnventoryResponse.ConnectionFault 0 Decimal
» InputinventoryResponse StatusMask =) {4
> IngutinventoryResponse PacketSequenceNo a1 Decimal
| > InputinventoryResponse NumOfReports 7 Decimal
> InputinventoryResponse.Pad 0 Decimal
4 InputinventoryResponse TagReports =] [
[ [+ putinventoryResponse. TagReports(0l ] ()
b InputlnventoryResponse.TagReports{0LTagEPC 'SADISTZS05S4SAB)S... [
b InputlnventoryRespense. TagReports{0 TagPC 12288 Decimal
b InputinventoryResponse. TagReports[0].TagCRC 31736 Decimal
b InputinventoryRespense.TagReports{0] AntennalD 4 Decimal
b Inp RSS! ) Decimal
b Inp c 1 Decimal
b Inp nCount 1 Decimal
b InputinventoryResponse TagReports[0] Phaselnfo 20107 Decimal
b InputinventoryResponse TagReports[0] FirstSeenTime () {4
b Inp LastSeenTime {w} {ud
b Inp A 235 Decimal
b InputinventoryResponse. TagReports[0].Pad Decimal

b InputinventoryResponse.TagReports|1]
b InputinventoryResponse.TagReports(2]
b InputinventoryResponse.TagReports3]
3
3

InputinventoryResponse. TagReports[3]

{
{
{

InputinventoryResponse. TagReports[4] [#
{:
b InputinventoryResponse.TagReports(6] {
{:

4 OutputinventoryCommand

> OutputinventoryCommand CommandType Decimal
> OutputinventoryCommand Handshake Decimal
> OutputinventoryCommand EnablePrefilter Decimal
> Outp y d i Decimal

Stop Inventory Operation

The Inventory operation can be stopped by modifying CommandType as 2 (STOP) and by incrementing
the Handshake value in the OutputinventoryCommand tag. The remaining fields are ignored if
CommandType is 2 (STOP).

Figure 75 Stop Inventory Operation

NG E M EET AT <) Controller Tags - SampleApp_AOP(controller) _

Scope: |Eﬂ5ampleﬂpp_ﬂ0F v| Shaow: |A|| Tags ~ ” Y, Inventory
Name =2|a Value # Force Mask « Style
4 InputinventoryResponse {..} {..}
InputinventoryResponse.ConnectionFault 0 Decimal
b InputinventoryResponse StatusMask {..} {..}
b InputinventoryResponse.PacketSequenceNo 42 Decimal
b InputinventoryResponse.NumOfReports 0 Decimal
b InputinventoryResponse.Pad 0 Decimal
b InputinventoryResponse. TagReports e e
4 OQutputinventoryCommand L} L}
b OutputlnventoryCommand.CommandType 2 Decimal
b OutputinventoryCommand.Handshake 2 Decimal
b OutputinventoryCommand.EnablePrefilter ~ 0 Decimal
b OutputinventoryCommand.EnablePostfilter 0 Decimal
b OutputinventoryCommand.AntennaMask 0 Decimal
Performlinventory 1 Decimal
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Performing Access Operation

This section explains the use of the EIP sample application to perform the Access Operation and Reading
the Access data. In the sample application Rung 19 and Rung 20 were created to perform the Access
Operation with the reader using the EtherNet/IP protocol.

Figure 76 Access Operation/Read Access Data

PerformAccess CPS
Source OutputAccessCommand
Dest FX9600EFB2F6:02
Length 332

PerformAccess CPS
Source FX9E600EFB2FE:12

Dest InputdccessResponse
Length 384

To perform the Access operation with the reader:

1. Enable Rung 19 and Rung 20 by toggling the PerformAccess tag. When Rung 19 and Rung 20 are
enabled, the Access Output Command data copies from the OutputAccessCommand to the internal
Output assembly O2. Rung 20 also copies Access Response data from the input assembly 12 to the
local InputAccessResponse tag.

Figure 77 Access Operation

ces

ey Source QutputAccessCommand
Dest FX9500EFB2FE:02
Length 332

Performbccess CP3

= == Source FX9500EFB2F5:12
Dest InputAccessResponse
Length 384

2. When Rung 19 and Rung 20 are enabled, data in the command tag can be modified to perform the
Access operation.

— /‘ NOTE: Access and Inventory operations cannot be performed together. If Inventory is running it must be
= stopped before running the Access operation.

Access Read Operation

To perform the Access Read operation:
1. Specify the Command Type in OutputAccessCommand as 1 (ACCESS_READ).
2. Specify the following Read Access parameters (required to perform the Read operation).

® o o

=h

a. Enable Access Filter, if the Access filter needs to be applied
b.

Antenna Mask

TAG EPC, if the Read operation needs to be performed on a specific EPC
Password

ByteOffset

ByteCount
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E/I‘ NOTE: AccessData is required when performing AccessWrite.

Figure 78 Access Read Operation

. (EETREGRTE S EET AT < Controller Tags - SampleApp_AOP({controller) X _
Scope: gﬁ!Sampleﬂpp_AOF ~ | Show: |ﬂ|| Tags V” . thccess

Name =2|a Value + Force Mask * Style

P InputAccessResponse fo} fo}

4 OutputAccessCommand {} {.}
b OutputhccessCommand.CommandType 1 Decimal
b OutputhccessCommand.Handshake li| 2 Decimal
b OutputAccessCommand.MemoryBank 1 Decimal
P OutputAccessCommand.EnablefccessFilter Decimal
b OutputAccessCommand.AntennalMask 0 Decimal
b OutputAccessCommand. TagEPC '00@35A85805C35005... oo
b OutputAccessCommand.Password 0 Decimal
b OutputAccessCommand.ByteOffset 4 Decimal
b OutputAccessCommand.ByteCount 43 Decimal
b OutputAccessCommand.AccessData fon) fod

1. When all the parameters are set, increment the Handshake value. When the Handshake value is
incremented, the EIP application running inside reader consumes the packet and performs the Access
Read operation with the specified parameters.

2. The Access operation performs for one round, then stops. Access Data is reported in the
InputAccessResponse tag.

Access Write Operation

The Access Write operation requires the same parameters as the Access Read Operation on page 69 with
the exception of the following items

e Command Type is 2 (ACCESS_WRITE)
¢ AccessData must be filled with data to be written.

Figure 79 Access Write Operation

. MainProgram - MainRo... ® Tags - 5 leApp_AOF ® _
Scope: |@Sampleﬂpp_ﬂ0f v| Show: |AII Tags v|| T, tAccess
Name =5| « Value # Force Mask + Style
3 IngutAcces;ResEonse [ 1.
4 QutputAccessCommand fo [
b OutputhccessCommand.CommandType 2 Decimal
b OutputhccessCommand.Handshake Decimal
b OutputAccessCommand.MemaoryBank 1 Decirnal
b OutputAccessCommand.EnableAccessFilter o Decimal
b OutputAccessCommand.Antennalask o Decimal
b OutputAccessCommand. TagEPC '00@55A85805C85005... {-.}
b OutputAccessCommand.Password o Decimal
b OutputAccessCommand.ByteOffset 4 Decimal
b OutputAccessCommand.ByteCount 48 Decimal
4 OutputAccessCommand.AccessData fod ..}
b OutputAccessCommand.AccessData.Pagelndex o Decimal
b OutputAccessCommand.AccessData.PageData '§AB5805C3500500512... {l
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When all the parameters are sent, increment the Handshake value for the operation to be performed.

Access Response Data

The response from the Access Operation is received in the InputAccessResponse tag.

Figure 80 Access Response Data

Scope: Sampleﬂpp_ﬂOF v| Show: |NI Tags v|| T, tAccess
Name ==2| s Value 4 Force Mask « Style
4 InputAccessResponse 1.} {od
InputAccessResponse.ConnectionFaulted 0 Decimal
P InputAccessResponse.StatusMask Je {...}
P InputAccessResponse.PacketSequenceMumber 121 Decimal
P InputAccessResponse.ResponseHeader 0 Decimal
b InputAccessResponse.Pad 0 Decimal
4 InputhccessResponse.TagReport {1 L
b InputAccessResponseTagReport. TagEPC " {4
P InputfccessResponseTagReport. TagPC 0 Decimal
b InputAccessResponse.TagReport. TagCRC 0 Decimal
b InputfccessResponse TagReport. AntennalD 0 Decimal
b InputfccessResponse TagReport. RSSI 0 Decimal
P InputAccessResponseTagReport.Channellndex 0 Decimal
P InputfccessResponse TagReport.5eenCount 0 Decimal
b InputhccessResponse TagReport.Phaselnfo 0 Decimal
b InputAccessResponse TagReport. FirstSeenTime {} {o}
b InputfccessResponse TagReport.LastSeenTime L} {}
I P InputAccessResponse TagReport. AccessStatus 0 I Decimal
b InputAccessResponse TagReport.Pad 0 Decimal
4 InputAccessResponse.AccessData [ 1.
b InputAccessResponseAccessData.Pagelndex 0 Decimal
b InputfccessResponse AccessData.PageData ! {}
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Troubleshooting

Error Codes
There are two different categories of error codes reported in-case of the failure of performing any
operation/command with FX9600 EtherNet/IP stack. These categories are defined below.
e EtherNet/IP Stack Error
¢ RFID Operation Specific Error.

EtherNet/IP Stack Error

Table 4 lists the error codes caused by a malfunction in the corresponding command/operation performed
with the FX9600 EtherNet/IP stack. Usually the error is due to an incorrect size specification in the
operation/command or invalid access of data member. These error codes are reported as the execution
response of the command/operation itself and these are reported as per the standard EtherNet/IP
operation in Studio 5000 Logix Designer.

Table 4 EtherNet/IP Stack Errors

Error Code (Hex) Error

0x00 ERR_SUCCESS

0x01 ERR_CNXN_FAILURE

0x02 ERR_RESOURCE_UNAVAIL
0x03 ERR_INV_PARAMNAME

0x04 ERR_PATHSEGMENT

0x05 ERR_PATHDESTUNKNOWN
0x06 ERR_PARTIALXFER

0x07 ERR_CNXNLOST

0x08 ERR_SERV_UNSUPP

0x09 ERR_INV_ATTRIBVAL

0x0A ERR_ATTR_LIST_ERR

0x0B ERR_IN_REQ_STATE

0x0C ERR_OBJ_STATE_CONFLICT
0x0D ERR_OBJ_ALREADY_EXISTS
0x0E ERR_ATTR_READONLY
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Table 4 EtherNet/IP Stack Errors (Continued)

Error Code (Hex) Error

OxOF ERR_PRIV_VIOLATION

0x10 ERR_DEV_STATE_CONFLICT
0x11 ERR_REPLY_SIZE

0x12 ERR_FRAG_PRIM_VAL

0x13 ERR_INSUFF_DATA

0x14 ERR_ATTR_UNSUPP

0x15 ERR_TOOMUCH_DATA

0x16 ERR_UNEXISTANT_OBJ
0x17 ERR_SERV_FRAG_SEQ

0x18 ERR_NO_ATTR_DATA

0x19 ERR_STORE_FAILURE

Ox1A ERR_ROUTE_REQ_TOO_LRG
0x1B ERR_ROUTE_RSP_TOO_LRG
0x1C ERR_MISSING_ATTR_LIST
0x1D ERR_INV_ATTR_LIST

Ox1E ERR_EMBEDDED_SERV_ERR
Ox1F ERR_VENDOR_SPECIFIC
0x20 ERR_INV_SERVICE_PARM
0x21 ERR_WO_VAL_ALREADY_W
0x22 ERR_INV_REP_RECV

0x23 ERR_BUFFER_OVERFLOW
0x24 ERR_MSG_FORMAT_ERR
0x25 ERR_KEY_ERR_IN_PATH
0x26 ERR_PATH_SIZE_INV

0x27 ERR_UNEXP_ATTR_IN_LIST
0x28 ERR_INV_MEMBER_ID

0x29 ERR_MEMBER_READONLY
0x2A ERR_G20ONLY_GEN_ERR
0x2B ERR_UNKNOWN_MB_ERR
0x2C ERR_ATTR_NOT_GETTABLE
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RFID Operation Specific Error

Table 5 lists the error codes while performing an RFID specific operation. These errors occur from
invalid/incorrect values of any configuration parameter or any failure in the execution of the
command/operation at the RFID layer. These error codes are reported as part of the response data for
Inventory and Access operations in the Error Status field. This is the sticky error code and it is cleared after
the next successful assembly operation (Inventory or Access operation) only.

Table 5 RFID Operation Specific Errors

E(gg;i(r:ncgli)e Error Code (Text)
0 RFID_API_SUCCESS
1 RFID_API_COMMAND_TIMEOUT
2 RFID_API_PARAM_ERROR
3 RFID_API_PARAM_OUT_OF_RANGE
4 RFID_API_CANNOT_ALLOC_MEM
5 RFID_API_UNKNOWN_ERROR
6 RFID_API_INVALID_HANDLE
7 RFID_API_BUFFER_TOO_SMALL
8 RFID_READER_FUNCTION_UNSUPPORTED
9 RFID_RECONNECT_FAILED
10 RFID_API_DATA_NOT_INITIALISED
11 RFID_API_ZONE_ID_ALREADY_EXITS
12 RFID_API_ZONE_ID_NOT_FOUND
100 RFID_COMM_OPEN_ERROR
101 RFID_COMM_CONNECTION_ALREADY_EXISTS
102 RFID_COMM_RESOLVE_ERROR
103 RFID_COMM_SEND_ERROR
104 RFID_COMM_RECV_ERROR
105 RFID_COMM_NO_CONNECTION
106 RFID_INVALID_SOCKET
107 RFID_READER_REGION_NOT_CONFIGURED
108 RFID_READER_REINITIALIZING
109 RFID_SECURE_CONNECTION_ERROR
110 RFID_ROOT_SECURITY_CERTIFICATE_ERROR
111 RFID_HOST_SECURITY_CERTIFICATE_ERROR
112 RFID_HOST_SECURITY_KEY_ERROR
200 RFID_CONFIG_GET_FAILED
201 RFID_CONFIG_SET_FAILED
202 RFID_CONFIG_NOT_SUPPORTED

300 RFID_CAP_NOT_SUPPORTED
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Table 5 RFID Operation Specific Errors (Continued)

E(gg;i?nczli)e Error Code (Text)
301 RFID_CAP_GET_FAILED
400 RFID_FILTER_NO_FILTER
401 RFID_FILTER_INVALID_INDEX
402 RFID_FILTER_MAX_FILTERS_EXCEEDED
403 RFID_NO_READ_TAGS
404 RFID_NO_REPORTED_EVENTS
405 RFID_INVENTORY_MAX_TAGS_EXCEEDED
406 RFID_INVENTORY_IN_PROGRESS
407 RFID_NO_INVENTORY_IN_PROGRESS
420 RFID_TAG_LOCATING_IN_PROGRESS
421 RFID_NO_TAG_LOCATING_IN_PROGRESS
422 RFID_NXP_EAS_SCAN_IN_PROGRESS
423 RFID_NO_NXP_EAS_SCAN_IN_PROGRESS
500 RFID_ACCESS_IN_PROGRESS
501 RFID_NO_ACCESS_IN_PROGRESS
502 RFID_ACCESS_TAG_READ_FAILED
503 RFID_ACCESS_TAG_WRITE_FAILED
504 RFID_ACCESS_TAG_LOCK_FAILED
505 RFID_ACCESS_TAG_KILL_FAILED
506 RFID_ACCESS_TAG_BLOCK_ERASE_FAILED
507 RFID_ACCESS_TAG_BLOCK_WRITE_FAILED
508 RFID_ACCESS_TAG_NOT_FOUND
510 RFID_ACCESS_SEQUENCE_NOT_INITIALIZED
511 RFID_ACCESS_SEQUENCE_EMPTY
512 RFID_ACCESS_SEQUENCE_IN_USE
513 RFID_ACCESS_SEQUENCE_MAX_OP_EXCEEDED
514 RFID_ACCESS_TAG_RECOMMISSION_FAILED
515 RFID_ACCESS_TAG_BLOCK_PERMALOCK_FAILED
516 RFID_ACCESS_NXP_TAG_SET_EAS_FAILED
517 RFID_ACCESS_NXP_TAG_READ_PROTECT_FAILED
518 RFID_ACCESS_FUJITSU_CHANGE_WORDLOCK_FAILED
519 RFID_ACCESS_FUJITSU_CHANGE_BLOCKLOCK_FAILED
520 RFID_ACCESS_FUJITSU_READ_BLOCKLOCK_FAILED
521 RFID_ACCESS_FUJITSU_BURST_WRITE_FAILED
522 RFID_ACCESS_FUJITSU_BURST_ERASE_FAILED
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Table 5 RFID Operation Specific Errors (Continued)

E(gg;i?nczli)e Error Code (Text)
523 RFID_ACCESS_FUJITSU_CHANGE_BLOCK_OR_AREA_GROUPPASSWOR
D_FAILED
524 RFID_ACCESS_FUJITSU_AREA_READLOCK_FAILED
525 RFID_ACCESS_FUJITSU_AREA_WRITELOCK_FAILED
526 RFID_ACCESS_FUJITSU_AREA_WRITELOCK_WOPASSWORD_FAILED
527 RFID_ACCESS_NXP_CHANGE_CONFIG_FAILED
528 RFID_ACCESS_IMPINJ_QT_READ_FAILED
529 RFID_ACCESS_IMPINJ_QT_WRITE_FAILED
530 RFID_ACCESS_G2V2_AUTHENTICATE_FAILED
531 RFID_ACCESS_G2V2_READBUFFER_FAILED
532 RFID_ACCESS_G2V2_UNTRACEABLE_FAILED
533 RFID_ACCESS_G2V2_CRYPTO_FAILED
601 RFID_RM_INVALID_USERNAME_PASSWORD
602 RFID_RM_NO_UPDATION_IN_PROGRESS
603 RFID_RM_UPDATION_IN_PROGRESS
604 RFID_RM_COMMAND_FAILED
605 RFID_NXP_BRANDID_CHECK_IN_PROGRESS
606 RFID_NO_RF_SURVEY_OPERATION_IN_PROGRESS
607 RFID_RFSURVEY_IN_PROGRESS
700 RFID_INVALID_ERROR_CODE
Troubleshooting

Use the following troubleshooting information to solve some common problems faced in setting up a
sample application with Studio 5000 Logix Designer.

Unable to Load Sample Application

If the sample application is not able to load directly, this can be because of an incompatible version of
Studio 5000 Logix Designer or PLC series. In this case, the user must create a new project for the PLC
and load the Rungs/Data Types as mentioned in Using Non-compatible Versions of Studio 5000 Logix
Designer and PLC on page 17.

Setting Proper Requested Packet Interval (RPI)

There can be a situation in which Studio 5000 Logix Designer is not able to process data received from the
reader because the default RPI is set to 10 ms. In this scenario, the user must configure the project with
the proper RPI to suit user requirements.

Figure 81 shows the RPI configuration window.
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Figure 81 Module Properties Window

Trosserommie oo oo I

- General Connection
Connection

- Module Info . =

It Sl Requested Packet Interval (RPI): “ ms (5.0 - 1000.0)
L) [Jtnhibit Module

[IMajor Fault On Controller If Connection Fails While in Run Mode

Use Unicast Connection over EtherNet/IP

Module Fault

Status: Offfine Cancel Apply Help

/0 Not Responding Status

Upon running the program from Studio 5000 Logix Designer, when status shows that the I/O is not
responding, there can be a few scenarios causing this issue.

Application EtherNet/IP Adapter Application Not Running

Studio 5000 Logix Designer reports an I/O not responding error if the application is not running in the
reader. If the application is not running, PLC cannot connect because the EtherNet/IP port is not opened in
reader.

In this case, the user must check the application status from the reader web-console. If it is not running,
start the application by clicking on the Start button.

Reader IP Not Configured/Reachable

Another scenario for the /0O not responding can occur because PLC is not able to reach the reader. This is
possible when the reader and PLC are in different subnets and the IP address is not configured properly.

It is suggested that the reader and PLC remain in same subnet or assign the static IP address to both in
the same subnet.
Communication Path Not Set Properly In MSG Instructions

If 1/O is not responding and an error appears while performing explicit messaging, it could be because the
communication path is not properly set for that specific explicit MSG instruction.

See Figure 82 to configure the correct communication path in each MSG instruction by editing the MSG
instruction properties.
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Figure 82 Module Properties Window

fa a e i B ab v an
ENABLE GetReaderCaps Get_ReaderCap
Message Control Get_ReaderCaps
Get_ReaderCap:
Message Configuration - Get_ReaderCaps X
ENABLE GetProfileList Corfiguration Cemmunication  Tag [ Get_Pro
ge Control Get_ProfieList |...
@ Path: |EEEID | | Browse.. Get_Pro
EX9600 |
Broadcast:
Communication Method
cP DH+ ! A Destination Link 0 s
ENABLE GetProfieClass o . 1 Get_ProfieCla:
o ace Link: |0 3 estination Node: |0 | e rol Gel_ProfieCiass ...
e |
Get_ProfieCla
[ Connected Cache Comnections  # Large Connection
ENABLE SetactveProfie T Set_activeProfi
Set_activeProfie |...
Set_ActiveProfih
OEnable  Enable Wating 0 Stan ) Done Dene Length: 0
0 Enor Code: Extended Eror Code. [ Timed Out «
ENABLE GetAntennaConf Eror Path: FXS600 r Get_AntennaConf.
s Tet: et_AntennaConf |,
Cancel e Help Get_AntennaCont.

Unable to Perform Inventory or Access Operation

On performing the Inventory or Access operation, if the application is returning with an Unable to perform
error, it may be possible that application is already running the previous command. As the Inventory and
Access operations cannot be performed simultaneously, the user must stop the Inventory operation before
running the Access operation, or wait for the Access operation to complete before running Inventory (if
already running).

Response Data format

If data format is not showing in the expected format, it is required to change the data style in Studio 5000
Logix Designer to the required format. This can be done by selecting the proper style from drop-down
menu for data, shown in Figure 83.
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Figure 83 Style Window

b InputAccessResponse {.} e ACCESS_RESPONSE
4 InputinventoryResponse ot o} INVENTORY_RESPONSE_128
InputinventoryResponse.ConnectionFault 0 Decimal BOOL
b InputinventoryResponse.StatusMask Veerdt ol STATUS_MASK
P InputinventoryResponse.PacketSequenceNo 0 Decimal SINT
P InputinventoryResponse.NumOfReports 0 Decimal SINT
P InputinventoryResponse.Pad 0 Decimal INT
4 |nputlnventoryResponse.TagReports ik {on} TAG_REPORT_12B[7]
4 |nputinventoryResponse.TagReports[0] {in} {u} TAG_REPORT_12B
4 InputinventoryResponse.TagReports[0].TagEPC o {} TAG_EPC_12B
b_InputinventoryResponse.TagReports[0]. TagEP C LEN 0 i
b InputinventoryResponse.TagReports[0]. TagEPC.DATA {..}
b InputinventoryResponse.TagReports[0].TagPC 0
b InputinventoryResponse.TagReports[0].TagCRC 0 gec::n al
P InputinventoryResponse.TagReports[0].AntennalD 0
b InputinventoryResponse.TagReports[0].RSSI 0
b InputinventoryResponse.TagReports[0].Channelindex 0 Decimal INT
b InputinventoryResponse. TagReports[0].SeenCount 0 Decimal INT
¥ InputinventoryResponse.TagReports[0].Phaselnfo 0 Decimal INT
b InputinventoryResponse.TagReports[0].FirstSeenTime {.} .} TIME_STAMP_UTC
b InputinventoryResponse.TagReports[0].LastSeenTime {t {} TIME_STAMP_UTC
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