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[bookmark: _Toc366082024]Problem Description
	After GB to JB OS upgrade the device will not be manageable by an MDM in a non 802.11d infrastructure environment. This is due to absence of 802.11d feature on ET1 GB. ET1 JB supports 802.11d and is enabled by default.  This prevents device from being managed on 802.11d disabled networks after the upgrade.
[bookmark: _Toc366082025]Mitigation
We have following mitigation for this issue
a) Manually disable 802.11d and configure the country through Settings UI
b) Configuration file approach to disable 802.11d in device and set the country – MDM can use this option.








[bookmark: _Configuration_through_Settings_1][bookmark: _Toc366082026]Configuration through Settings UI

	After OS upgrade user has to manually perform the following steps 
1. Enable Wi-Fi
1. Go to Settings->Wi-Fi
1. Tap on Menu key
1. Select Advanced option
1. Uncheck “Enable 802.11d”
1. Press OK on Message box
1. Tap on Country Selection option and select your country
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	Config file can be provided along with OS Upgrade package. Enterprises would need to edit this config file to indicate the country code and copy this file on enterprise partition prior to starting upgrade. 
       

i. Edit  wlancfg.ini file.  Sample wlancfg.ini is attached here. 



a. This file contains ISO 3166 country code to be configured for 802.11d disabled infrastructure deployments. Edit only the country code in ini file. Ensure there are no spaces before and after “=”. 
b. Here are ISO country codes to be used(grouped as per SKU countries):


ii. Copy wlancfg.ini  to  /enterprise/usr  folder either manually or push through MDMs
iii. Push OS Update Package (JB) to device either manually or through MDMs
iv. Start OS Update
v. wlancfg.ini file will be applied on enabling WiFi first time after OS Update and will be deleted
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		Country Name		ISO 3166 Country Code		Region Code

		AUSTRIA		AT		0x4000C000

		BELGIUM		BE

		BULGARIA		BG

		CYPRUS		CY

		CZECH REPUBLIC		CZ

		DENMARK		DK

		ESTONIA		EE

		FINLAND		FI

		FRANCE		FR

		GERMANY		DE

		GREECE		GR

		HUNGARY		HU

		ICELAND		IS

		IRELAND		IE

		ITALY		IT

		LATVIA		LV

		LIECHTENSTEIN		LI

		LITHUANIA		LT

		LUXEMBOURG		LU

		MALTA		MT

		NETHERLANDS		NL

		NORWAY		NO

		POLAND		PL

		PORTUGAL		PT

		ROMANIA		RO

		SLOVAKIA		SK

		SLOVENIA		SI

		SPAIN		ES

		SWEDEN		SE

		SWITZERLAND		CH

		UNITED KINGDOM		GB

		SOUTH AFRICA		ZA

		UNITED ARAB EMIRATES		AE

		SAUDI ARABIA		SA

		TURKEY		TR

		UNITED STATES		US		0x4000C001

		CANADA		CA

		PUERTO RICO		PR

		AUSTRALIA		AU		0x4000C002

		NEW ZEALAND		NZ

		ARGENTINA		AR

		BRAZIL		BR

		PERU		PE

		SRI LANKA		LK

		ECUADOR		EC

		HONG KONG		HK

		COSTA RICA		CR

		TAIWAN, PROVINCE OF CHINA		TW		0x4000C003

		JAPAN		JP		0x4000C004

		CHILE		CL		0x4000C005

		INDIA		IN

		MEXICO		MX

		VENEZUELA, BOLIVARIAN REPUBLIC OF		VE

		SINGAPORE		SG

		CHINA		CN		0x4000C006

		COLOMBIA		CO		0x4000C007

		KOREA, REPUBLIC OF		KR

		VIETNAM		VN

		RUSSIAN FEDERATION		RU

		MALAYSIA		MY

		PHILIPPINES		PH

		THAILAND		TH

		UKRAINE		UA

		INDONESIA		ID

		ISRAEL		IL		0x4000C008
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