Y\ ZEBRA

Release notes for TC70 Android KK BSP 1903

LifeGuard Update 05 - GMS
June 2020

Description

This release contains the following software package which is compatible with the TC70 GMS product.
LifeGuard patches are cumulative and include all previous fixes that are part of earlier patch releases.

Component Contents

Package Name

CFE-TC70XX-K-XX-001903-X-00-05.zip

‘ Package Description

CFE package update 05 for GMS

FPU-TC70XX-K-XX-001903-G-00-05.zip

Full OS Software Update Recovery package for GMS

Update 05

Component Version Info

Component / Description Version

Product Build Number 01-2357-K-G-19-03-00-MV release keys (GMS)

Android Version 4.4.3

Linux Kernel 3.4.0

Android security patch level April 2017 (Critical Patch Level: Dec 2017)

Platform QC 8960 Pro
Wi-Fi FUSION_QA 1.02.0.0.049
OSX / MXMF Version 4.4/6.3.2.0

Zebra Patch Version CFE-TC70XX-K-XX-001903-X-00-05

Datawedge 6.5.61

StageNow 2.7.2.1039
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EMDK Service 6.6.14.914

This release packages CFE-TC70XX-K-XX-001903-X-00-05.zip contains the following fixes and patches.

« Android Security Patch Level: April 2017 (Critical Patch Level: Dec 2017)

Use the link below to see the Android Security bulletin for more information:
https://source.android.com/security/bulletin/

CFE v5:
<& CFE-TC70XX-K-XX-001903-X-00-05.zip

e Added support for Tianma display panel.

e SPR 35766- Resolved an issue wherein device takes longer time to connect when deployed in a denser
SSID environment.

e SPR 34909 - Resolved a connection issue where Mesh BSSID was enabled in Infrastructure.

e SPR33487/33718 - Resolved an issue wherein the device was unable to connect to web address after
removal from cradle.

e SPR34975 - Resolved an issue where crash observed when device was taken from
cradle and moved to a non-coverage area.

e SPR32676 - Resolved an issue wherein DataWedge App crashes when Velocity App tries to send an
Intent to enable the scanner plugin.

e SPR34472 - Resolved an issue wherein binder exceptions were seen when transaction messages were
of large size

e SPR35313 - Resolved an issue wherein devices out of the box intermittently failed to get staged via
StageNow.

CFE v4:
<> CFE-TC70XX-K-XX-001903-X-00-04.zip

Spectre & Meltdown correction for variant 2.

SPR33599 - Resolved an issue where some of the system apps which was not part
of applock whitelist were getting disabled when whitelist was
enabled.

CFE v3:
SPR32676 - Resolved an issue wherein DataWedge crashes due to velocity application

profile creation.

CFE v2:
Corrections for KRACK vulnerabilities applied.
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CFE v1:

+¢ Updated the below Component’s Version:

MxMF version: 6.3.1.101

DataWedge: 6.4.18

EMDK Service: 6.5.12.812

StageNow: 2.7.2.1039

Resolved an issue in MX to prevent leakage of configuration parameters.

Included fix for Blueborne vulnerability.

SPR29068/SPR29726: Resolved an issue wherein the device shows minor sluggishness

when opening apps/navigating after applying whitelisting.

SPR32157: Resolved an issue when an invalid Neighbor AP response received from the
infrastructure.

SPR32193/SPR32230: Resolved an issue wherein devices experiencing authentication
failures, and were not able to recover.

SPR32439: Resolved an issue wherein the certificates get deleted Intermittently from the
device, causing the device connectivity failures to N/W.

SPR31607: Resolved an issue wherein scan more barcodes quickly while playing audio

(notifications)in their application then the Notification slider bar used to show
volume level to MAXIMUM and the volume was very loud

Device Compatibility

This LifeGuard CFE Package software release has been approved for use with the following Zebra devices.

Device Operating System
TC700HGC11ESNA Android 4.4.3
TC700HGC11ESIN Android 4.4.3
TC700HKC11ESNA Android 4.4.3
TC700HKC11ESIN Android 4.4.3
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Installation Requirements

This Software should be used with compatible devices listed above
e ADB installed on the PC (including adb drivers)
e USB debugging turned ON (from Developer options)

Installation Instructions

Tianma display devices are not allowed to downgrade to any of the older BSPs or Patches
- Toidentify the display type on TC70 devices user can check the ‘persist.sys.hw.display.id’” property using adb
getprop command.
o For TC70 Innolux device [persist.sys.hw.display.id]: [600]
o For TC70 Tianma device [persist.sys.hw.display.id]: [512]

Full package update (FPU-TC70XX-K-XX-001903-G-00-05.zip) is mainly meant for TC70 Tianma display devices as
these devices are not allowed to downgrade to any of the older BSPs.

BEFORE UPDATING THE OS IMAGE, EXTERNAL POWER MUST BE APPLIED TO THE TERMINAL VIA
USB CHARGING CABLE OR CRADLE.

PLEASE ENSURE BATTERY LEVEL IS > 30%
CFE software update procedure for TC70:

1. Connect the USB cable from your PC to the device.

2. Onyour PC, you should see REMOVABLE DISK appearing in the File Explorer. copy the CFE-TC70XX-K-
XX-001903-X-00-05.zip file on storage.

3. Long press power button and select reset option.

4. Keep holding down Trigger button after selecting reset option.

5. Wait till the device boot into recovery mode. Do not release the trigger button.

6. Click on Vol+ or Vol- to navigate and select appropriated storage. Release the PTT button.

7. Click on PTT Trigger to select the option.

8. Click on Vol+ or Vol- to navigate to the CFE-TC70XX-K-XX-001903-X-00-05.zip file.

9. Click on PTT Trigger to select the CFE-TC70XX-K-XX-001903-X-00-05.zip file.

10. Click on Vol+ or Vol- to navigate to 'reboot system now' and Click on PTT key to reboot the device.
There are two ways to Check the Zebra Patch Level after installing the CFE package in the device,

v Settings->About Device-> Zebra Patch Version: CFE-TC70XX-K-XX-001903-X-00-05
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v' Run “getprop persist.sys.cfe. patchver” command in ADB Shell.
CFE-TC70XX-K-XX-001903-X-00-05

Last Revised: 29 June 2020

ZEBRA and the stylized Zebra head are trademarks of Zebra Technologies Corp., registered in many jurisdictions worldwide. All other trademarks are the property of their
respective owners. ©2020 Zebra Technologies Corp. and/or its affiliates. All rights reserved.



