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It could be a determined hacker, trying to steal your customer credit card data. Or it might be a well-meaning 
employee, just trying to get the job done, who “works around” your carefully designed policies. It could 
even be a piece of equipment that was considered secure yesterday, but could be exploited today through 
a recently uncovered vulnerability.

If your wireless network is breached, your entire information system could be exposed. Your sensitive data, 
your reputation and your future are all at risk... unless someone is watching around the clock. You can rest 
easy knowing the necessary vigilance is in place. Just let Zebra® manage it. 

Reduce security risks
Mobility is an invaluable strategic tool that has 
become essential to today’s way of doing business. 
However, the more mobile you and your business 
become, the greater the risk that your proprietary 
and sensitive data could travel somewhere you 
don’t want it to go.

Securing a wireless network is a unique technical 
challenge that requires special expertise and 
resources. Failure to meet the challenge can  
be very costly, indeed — just ask any company that 
has faced the regulatory, financial and public 
relations consequences of a serious security breach.

Let the experts handle it
Zebra’s Wireless LAN Security Management 
services are designed to help you identify and 
close the gaps that could compromise your 

information systems. From our dedicated Security 
Operations Center (SOC), we watch over your 
wireless network 24x7x365. We stay ahead  
of emerging threats by deploying, managing and 
maintaining powerful, sophisticated wireless 
security tools. If a problem can be handled 
remotely, we handle it. If it requires action from  
your end, we help you act, quickly and effectively. 
With Zebra proactively tending to your wireless 
security, you can maintain both your mobility and 
your confidence.

Wireless LAN security management
For organizations concerned with meeting 
compliance requirements, such as Payment Card 
Industry (PCI) Data Security Standards (DSS), 
Zebra’s Wireless LAN Security Management 
service is the answer. 

Our Services 
Give You:
• Industry- leading  

intrusion 
prevention, rogue 
detection and 
threat mitigation

• Comprehensive 
wireless regulatory 
compliance 
monitoring and 
reporting, such  
as required by  
the Payment 
 Card Industry  
(PCI) Data Security 
Standard (DSS), 
HIPAA, and other 
compliance 
mandates

• 24x7x365 policy 
monitoring and 
software security 
maintenance

• Proactive 
vulnerability 
management and 
wireless security 
consulting

https://www.zebra.com/us/en/services.html


At a Glance: Wireless LAN Security Management Service

Service Initiation — To establish your Managed service, we will:
•  Assign a project manager to manage logistics and review the solution with 

your technical team

• Develop an operational plan, including any Key Performance Indicators (KPIs)

•  Establish connectivity with your network, including preparing event forwarding 
server(s) as needed

• Work with your team to transition to your managed service solutions

Single Point of Contact — Your customer service manager will be your single point 
of contact once the recurring phase of service delivery begins

Service Delivery — Your ongoing service will include:
•  24x7x365 live remote monitoring of your wireless environment, including notifying 

your response team of actionable events and appropriate corrective action

• Monthly WLAN security reports on event activity and trends

•  Capture and notification of security events, including detection of rogue access 
points/ports, wireless security policy violations such as encryption mode 
violations, and attacks or suspected compromises of your systems

• Up to 16 hours of security event forensics assistance by telephone1,2

Wireless Security Solution Management — From the Zebra SOC, we will manage 
your security system by:
•  Maintaining up-to-date authorized wireless infrastructure and mobile  

device inventory

•  Maintaining alarm policies in the server to appropriately authorize devices and 
minimize unexpected alarms

•  Adding/deleting sites and sensors in the server as your system evolves3

• Alerting your response team to sensor offline alarms

•  Providing telephone support to your team as needed to manage your system  
and assist in remediating events1

We help you ensure that your security policies  
are fully compliant, then support you by proactively 
identifying rogue device threats initiated  
on your network.

We provide around-the-clock monitoring, alerting 
you to actionable events so that your team can 
respond quickly and appropriately. Our sophisticated 
analysis tools are exceptionally accurate, so your 
attention is needed only for critical, actionable 
events. You meet your essential compliance 
requirements, while minimizing the burden on your 
own IT resources.

Zebra’s Wireless LAN Security Management 
service takes your protection to the next level, 
adding expert support to respond to a full range 
of potential data security threats. Monitoring 
24x7x365 enables us to alert your response 
team not only to rogue devices, but also to 
security policy violations, attacks or suspected 
compromises. We help you investigate and 
resolve security issues, keep your device and 
infrastructure inventory updated, and provide 
regular technical reports. We stay on top of 
security, you stay in control of your network and  
your data stays safe.

Network infrastructure  
management services
Wireless LAN Security Management services are 
a part of our full portfolio of Managed Services, 
solutions designed to let you choose the right 
combination of expert management, monitoring, 
security and optimization for your wireless network 
and devices. For customers with special outsourcing 
needs, we also provide customized services to help 
ensure maximum security for your WLAN. Ask  
your Zebra representative about how we can help 
your business meet its performance objectives.

1 Zebra’s SOC provides support remotely in English only, Monday–Friday, 8 a.m. to 5 p.m. (U.S. Central Time). The 
service is designed to be delivered thorough Zebra’s ADSP solution; 2 Hours do not accumulate or roll over from 
month to month. 3 Zebra does not physically install any hardware or dispatch any on-site resource as part of this service.
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For more information on Zebra’s Wireless LAN Security  
Management Services, visit www.zebra.com/services
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